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Themes of ICCSEHBT 2021
The conference aims to discuss the most relevant ongoing research efforts in blockchain security and
privacy. Apart from the sessions by eminent speakers discussing the challenges and solutions, research
papers are invited on the following topics (but are not limited to) :


Hash functions for blockchain systems



Encryption and Digital signature schemes for blockchain systems



Access control protocol and Authentication schemes for blockchain systems



Key management protocols for blockchain systems



Commitments and zero-knowledge proofs for blockchain systems



Secure multi-party computation protocols for blockchain systems



Private information retrieval and Proof of retrievability schemes for blockchain systems



Post-quantum cryptography for blockchain systems



Platforms for decentralized consensus (Bitcoin, Ethereum, Stellar, Ripple, Open Blockchain, etc.)



New threat models and attacks on existing blockchain technologies



Defences and counter measures



Simple payment verification modes and lightweight blockchain clients



Anonymity and privacy issues and measures to enhance anonymity and privacy



Scalability issues and solutions



Incentive mechanisms for blockchains



Economic, monetary, legal, ethical, and societal aspects



Applicability of the technology in financial markets



Fraud detection and financial crime prevention



Case studies (for instance, of adoption, attacks, forks, and scams)



New applications
However, topics are not restricted to the above. Research papers on any other topic on blockchian
systems are also welcome.
29 Research Articles were presented in ICCSEHBT 2021.
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Abstract

As internet is public network, there is no security provided
and this can be an advantage to intruder to take the benefit
and manipulate the data which would create a harm to the
voting system as well as the democracy of country. So, to
cop up with this problem a blockchain technology is
introduced which consist of blocks (files with transaction
records) are present in it. Research into electronic voting has
taken center stage with the intention to reducing the costs
setting up the voting proces s. It can replace the traditional
method by using blockchain technology ensuring electoral
integrity by maintaining confidentiality, security, and
compliance requirements. Blockchain is an inalterable and
an easy confirmable system [3].

The paper specifies a digital voting system based on
Aadhaar Authentication using Blockchain Technology.
Blockchain could be a record of data distributed among the
complete network of computer systems and makes it difficult
to interchange the data. The Voting data is stored in blocks
of the digital voting system, and these blocks are linked to
each other. Aadhaar integration to Digital Voting proves the
uniqueness and avoids the replication of votes. This system
uses electronic devices to register and calculate the votes.
The proposed system provides a safe Digital Voting system
by using the Virtual ID of the Aadhaar database, and this
data is securely stored in blocks of the Blockchain. To
ensure security to the blocks in the blockchain, SHA 256
hashing algorithm is used. SHA 256 algorithm assigns the
hash value to each block and links the hash value to the next
blocks, so voting data remains safe. Aadhaar Authentication
and Blockchain technology by using SHA 256 algorithm
provides safety to the proposed digital voting system.

Blockchain technology is implemented in this system to
provide protection against modified voting number through
hacking. Some tries to vote multiple times and also tries to
manipulate the vote by hacking the storage module in the
voting machine. To overcome all these problems a system
has been proposed for the next generation voting process
which is more secure, easy to cast as well as count, and will
save time and money. Blockchain uses some cryptographic
techniques to perform encryption & decryption to ensure
security [4]. A solution for the traditional system to cast
votes by using blockchain technology. Blockchain
technology makes the system most secure. Hence this
technology is used for the voting system by using Aadhaar.
As per the report provided by UIDAI (Unique Identification
Authority of India), GOI (Government of India) more than
125 crore Aadhar cards had been issued to the citizens of
India. So, by using the Aadhar card number we can cast the
votes. Since as per the direction given by the Government of
India and the ministry of telecommunication it is mandatory
to link the Aadhar card to the mobile number with the help
of government rule it is possible to cast a vote by using an
Aadhar card with the help of OTP which verify the
authenticity of that specific person. So, this approach is
specified in the title.

Keywords:Aadhaar, Blockchain Technology, E-voting,
Hashing, Firebase Cloud, Virtual ID of Aadhaar.
1. INTRODUCTION
Voting is the basic right of every individual citizen in the
country, so in this title specifies a generation of electronic
voting paper by using the Aadhaar card. At the time of
voting, it is necessary to keep the confidentiality while
casting the vote. By this process, the voter can easily vote
without spending time. It simply guarantees that the casted
votes are safe and the final results are correct [1]. India is the
largest democratic country in the world and its Constitution
gives the rights to its citizens to form a new government
after every five years. Till the date a traditional voting
system is followed since digital world has come into an
existence which can replace the traditional system and hence
the proposed voting system can be as alternate to the
traditional system. Electronic voting (e-voting) was basically
introduced to solve the problems identified in the traditional
system [2].

It is a Secure Hash Algorithm, which is under the family of
cryptography where it helps in data security [5], It works
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basically on a hash function. SHA-256 is one of the hashing
algorithms to ensure integrity, it provides the fixed length of
256bit of message hash output irrespective of the length of
the input [5] & [6]. Hash functions are widely used in
blockchain to protect the integrity and immutability of data
stored on the distributed ledger [7]. This forces us to develop
a system that is very secure and is not vulnerable to attacks
by the people participating in the elections, the voters, or the
third party which conducts the elections [8].

blockchain technology. The authorization of the voters is
done using biometrics on the polling day. However, in such
systems, the voters are unable to cast their votes remotely
especially physical handicapped or senior citizens.
Et al Akhil Shah [19] specifies an android application for
online voting system. The benefits of blockchain technology
are incorporated to provide security. Fingerprint
authorization is used along with Blockchain. But author
didn’t mention the issues related to the fingerprint generation
and its analysis. Also, it is not mentioned how replication of
votes can be avoided.

Nowadays, the security and privacy of blockchain platforms
have attracted great attention. Recently, blockchain-based
voting systems have been proposed [9]. The aim of
implementing blockchain technology as a solution for evoting systems is to provide decentralized architecture,
promote transparency, integrity, and an independently
verifiable voting scheme [10]. Numerous blockchain
projects are being implemented by both public and private
entities. A permissioned blockchain needs prior approval
before using whereas a permissionless blockchain lets
anyone participate in the system [11].

Et al Roopak T M, Dr. R Sumathi [20] specifies VID of
Aadhaar and blockchain technology. Blockchain technology
is used to ensure the voting process's safety and avoid the
risk of manipulation of votes. Due to the integration of
Aadhar verification to the E-voting system, the replication or
tampering of votes is avoided. The biometric details of the
voters are obtained from the Aadhar database to cast a vote.
But for biometrics, fingerprint scanners are employed, which
can be price effective.

Indapwar and et al 2020 [12] used Ethereum framework to
provide an environment for blockchain that is a hybrid
system ( permissioned, public and shared blockchain) where
all votes can be viewed by the public for transparency, and
created smart contract for e-voting applications, in which
blocks of data are stored in the ledger, where each block
consist of multiple votes that are verified by the smart
contract before they are stored in the blocks of blockchain
ledger, otherwise the votes cannot be added to the block. In
recent years Blockchain is often mentioned as an example of
secure technology in an online environment [13]. From [14],
a random selection of miner nodes solves the 51% attack.
The blockchain is an uncorrupted, digital data led ger for
transactions which functions as a distributed data system that
stores incredibly similar data blocks across the entire
network (means that the system does not have a single fault
point and cannot be managed by any single node/user/entity
because it is distributed) [15]. In this system users have the
authority to cast the vote in the elections, for their
representative rather than using a postal voting system. The
digital voting can be solution for postal voting system.

Et al. Samuel Agbesi, George Asante [21] specifies electionrelated problems like inaccurate vote recording from polling
stations, constituencies and national office. The author
discusses how the current challenges in vote recording can
be addressed using basic blockchain properties and
designing a trustworthy and transparent vote recording
system based on blockchain. But did not mention how
replication of votes can be avoided.
Et al Sathya V [22] specifies the use of blockchain
technology on EVM transactions for secure voting. The
author proposed a model for voting using blockchain
technology to ensure the security of the votes recorded by
EVM machine. This approach is helpful for avoiding
hacking or manipulations in the recorded votes. The Aadhaar
number has been used to avoid redundancy. However, the
author didn’t mention how each voter can be authenticated at
the time of voting. Also, voting can’t be done remotely using
such approach.
Et al Dr. R Suganya [23] specifies a voting system which is
based on blockchain technology and using IoT. The security
to the voting system is provided by the distributed
architecture of blockchain technology. For biometric
confirmation, the fingerprint of the voter is analyzed.
However, the proposed approach makes use of hardware for
scanning and analyzing the fingerprint of the voter. It can
make the voting system costlier and complex in structure.

The paper is organized in following structure points I.
introduction II. Related work III. Existing system IV.
Proposed system V performance analysis VI. Snapshots VII.
conclusion
2. RELATED WORK
Et al Ramya Govindaraj [16] specifies an online voting
system using cloud. Through this proposed approach, voters
can cast their votes from anywhere online. However, the
author didn’t mention how can a voter is uniquely authorized
before casting of vote and how the voter’s data can be
secured. It is not mentioned how to avoid any cheating or
manipulation of votes.

Et al Ashish Singh [24] specifies an electronic voting system
which is made secure by using the blockchain technology.
Blockchain technology is implemented so that the data of the
votes cannot be manipulated. However, the author didn’t
mention the unique authentication of voters and how the
replication of votes can be avoided.
3. EXISTING SYSTEM

Et al Abhishek Yadav [17] specifies a voting mechanism by
integrating blockchain technology to ensure the security.
However, author didn’t mention how can voter authorization
be done before casting the vote like using unique Aadhaar
ID or biometrics.

The existing system for digital voting is based on fingerprint
details of Voters obtained from Aadhaar's database. The
existing system takes the thumb impressions of the voter for
authentication purposes before casting a vote. The scanned
thumb impression is then matched with the thumb
impression stored in Aadhaar's database. If matched, then
only voters can vote for the desired candidate.

Et al Basit Shahzad Raju, Jon Crowcroft [18] specifies a
framework ensuring a trustworthy voting system using
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But this digital voting based on fingerprint scanning comes
up with some limitations which have become the inspiration
to implement the proposed system. The existing system
needs extra hardware for scanning the thumb impressions of
voters, which will increase the complexity and cost of the
system. It is required to maintain the real-time hardware at
each polling booth for such a system, restricting the voters
from casting their vote without being physically present at
the polling stations. It is not reliable for people who cannot
reach the polling stations, like physically impaired or senior
citizens or people who had an accident.

cloud), the voter can scan their Aadhaar card. After
scanning, the XML file of the Aadhaar is obtained, and from
that, a 12- digit Aadhaar number and name of the person are
extracted. This extracted Aadhaar number and registered
Aadhaar number stored in ‘voter Info’ (on the cloud) is then
compared. If matched, then the only voter will move to the
next activity, i.e., OTP authentication.
2.

After scanning the QR code of the Aadhaar Card, it checks
the Validation of the Aadhaar number and sends OTP to the
registered mobile number. Six-digit OTP is sent to the user
to verify the user. To wrap phone numbers and verify
information PhoneAuthCredential is used. Firebase
Authentication is used to validate users by sending SMS to
the users’ Registered Mobile numbers. PhoneAuthProvider
represents the phone number authentication mechanism and
also obtains PhoneAuthCredential. After OTP is verified, the
voter can vote successfully for one time only.

There is another major issue regarding the fingerprint
biometrics of old-age citizens. With increasing age, the
thumb impression of older people fades, and it creates a
problem in fingerprint generation. As a result, many senior
citizens may fail to cast a vote using such a system.
Moreover, if any person is having any injury or even a small
cut on their fingers, it will generate the same issue of
fingerprint generation. Even if the fingerprint is scanned
successfully, fetching biometric details from Aadhaar's
database and matching it with the scanned fingerprint is
time- consuming. For authentication purposes, the scanned
fingerprint needs to be compared with a large dataset, which
increases the system's complexity.

3.

Blockchain Technology –

Blockchain technology is one kind of database that is
distributed. The blocks in the blockchain are nothing but a
type of data structure for which stores and transmits data in
packages. These blocks are linked to each other to form a
digital chain, hence called 'Blockchain.' While adding a new
block in the blockchain, consensus protocols are used. One
of the consensus mechanisms is PoW (proof-of-Work).

4. SECURE DIGITAL VOTING SYSTEM BASED ON
AADHAAR AUTHENTICATION BY USING
BLOCKCHAIN TECHNOLOGY

Blockchain is a sequence of blocks in which information or
data is stored. Every time a voter casts their vote, a block is
created for each vote and data about that vote is stored in
that block. Block has a header consisting of ID and data like
Aadhaar Card number, Timestamp, Candidate Name, Mobile
number, previous block value and bounce. In timestamp, the
current time of casting a vote is saved. Bounce increases the
difficulty of the hash value. The Aadhaar card number of the
user who cast a vote is taken. The string of these all the input
passed to the hash function as input, and the hash value is
determined. This hash is passed to the blocks. So, each block
has a different hash value. Each block has its current hash
value and the previous block's hash value stored in it. This
way, all blocks are connected, hence forming a Blockchain.
When any user casts their vote, a block is created, and a hash
value for it is also generated. A hash is nothing but a series
of numbers and letters of a specific size; it cannot be less or
more in size. The size of the hash is always the same
whether the input is of any size. The hash depends on the
inputs which are provided to find the hash value and
previous block hash. If there are few changes made in any
user's inputs or votes, it makes a new hash. The hash value is
changed or not is examined by the hubs, and if there are
changes in data, the data corrupted message displays in the
system. Each block is connected to the previous block, and
any little made in a single block will affect all the blocks in a
blockchain. The whole system is corrupted, and the current
voting process will then be discarded.

The proposed framework is a secure digital electronic voting
system using the Aadhaar card, which UIDAI uniquely
provides. The Aadhar database helps get the voter details,
including the mobile number of the voter/voter, which is
linked to the Aadhaar card. An OTP is sent to the
voters/voter mobile number for authentication of the voter,
which can be used to ensure the security of the vote.
A. Voter Registration and Login
Voter registration is an essential aspect of the digital voting
system. A voter will first register with their details like
name, Aadhaar number, address, birth year and password. If
a voter is under 18 years of age, they are not allowed to
register for the voting process. All this data will get
uploaded on the firebase cloud. After registration, voters can
login to the app using their registered contact number and
password.
B. Voting Process
After the Registration and Login Process, the next process is
authentication of the user by Aadhaar number and casting of
vote.
1.

OTP Authentication -

QR Code Scanning –

To retrieve the Aadhaar number from the Aadhaar Card to
authenticate the single user voting, one needs to do QR Code
scanning. QR Code Scanner scans QR Code. Zebra Crossing
(Zxing) library is used to generate and read QR codes in
mobile apps. Before scanning, the registered Aadhaar
number is checked if it is present in the ‘blocks’(on the
cloud) or not; if yes, then that means the registered Aadhaar
number has voted once and is not allowed to vote twice and
hence will be restricted to scan such Aadhaar again. If a
registered Aadhaar number is not found in ‘blocks’ (on the
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Now padding the message before the hash computation
begins.
The padded message is multiple of 512 bits. Convert the
binary to hexadecimal.
The padded message in hex representation is now parsed
into blocks.
The Hash values are initialized. The words of the padded
message are then assigned to the words of the message
schedule WT.
A sequence of Constant Words is used in SHA -256. The
Hash values are then computed.
Append the final hash values and finally 256-bit message
digest.

Fig 1. Structure of Blockchain
4.

Hashing (SHA 256) in Blockchain –

There are some common algorithms for hashing including
MD5, SHA-1, SHA-2. MD5 generates 128-bit output. MD5
found to be week as it started facing problem of collision.
Then comes SHA-1 algorithm which is secure Hash
Algorithm but second version. SHA-0 is first. 160-bit output
is generated by SHA-1. After SHA-1, there is SHA -2 suite
which is more secure than SHA-1 algorithms.
SHA 256 is a version of SHA-2. It is a Secure Hash
Algorithm; it converts any size of input text into a fixed -size
string. It doesn't matter which input is of what size; it could
be a single word, sentence or entire paragraph; the output of
an SHA 256 algorithm is of the same size. For the same
input of data, it produces the same output all the time. It is
more resistant to collision attacks.

Fig 3. SHA 256 Algorithm

Use of the SHA256 Algorithm?

C. Administrator Side Workflow

The SHA-256 algorithm is chosen because this 256-bit key
is significantly more secure than other standard hashing
methods.

The admin can operate in admin side functionalities in the
proposed system by logging in ‘Admin login’ using the id
and password. Four modules are visible to admin or election
commission authority, and they are I. Add Candidate, II.
Candidate result, III. Voter list and IV. Check blockchain is
valid. That means, admin has given these four authorities to
add candidates, check the election result, view voter list,
validate the blockchain, respectively.

It's a safe and dependable industry standard: SHA-256 is an
industry standard extensively utilized by technology leaders
and trusted by key public-sector bodies.
Collisions are extremely unlikely: when employing SHA 256, there are 2256 potential hash values, making it almost
difficult for two separate documents to have the same hash
value.

1)

Add candidate: - In this module, the admin can register
candidates who wish to participate in the election
process. The admin can register a candidate using
details like the candidate’s name, contact number,
gender and party name. Also, the admin can upload the
party symbol of the respective candidate. All this data
is stored on the firebase cloud. All registered
candidates will get displayed on ‘Ballot’ on the voter
side so that voters can vote for the candidate they wish
for.

2)

Candidate result: - In this module, the admin can see
the voting count of each candidate. The voting count is
automatically calculated at the backend and displayed
on the candidate result page on the admin side. For
vote-counting purposes, the data from blocks stored on
the cloud is obtained and stored in the Hash table’s
dictionary, which stores data in key-value pairs.
Several occurrences of candidates’ names in blocks are
calculated, and candidates’ names and respective
counts are stored in the hash table dictionary. Hence,
the vote count is counted block-wise.

3)

Voter list: - In the Voter list module, the admin can see
the voters’ details i.e., the details of those who have
voted using the system. The voters’ data is fetched
from the firebase cloud and gets displayed in this
module.

In a digital voting system, to calculate a hash value, the
string of various inputs is provided like ID, Previous Hash
Value, Candidate name, Timestamp, Aadhaar Number and
Bounce. In this system previous block value is added to the
new block value, so any change in the data changes the value
of hash and the system is corrupted or not is determined.

Fig 2. Generation of Hash value
How to calculate Hash Value –
Take a message string and converted it to a binary number.
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4)

If anyone has a voter’s device at the time of voting, it also
provides security to that voter. Firstly, the password of voter
login must be known; if anyone knows it, the next activity is
to scan the QR Code of the Aadhaar card and scanning the
Aadhaar card of that voter is necessary. If anyone scans a
different Aadhaar card, it will not match with the registered
Aadhar number, so they cannot vote. Next, OTP verification
is also required after scanning an Aadhaar Card. So, it is
nearly impossible to know all three authentications to
anyone at the same time.

Blockchain validation: - This is the main feature of our
proposed secured digital voting. Admin has given
authority to check and validate the blocks in blockchain
through this module. Suppose any little changes like
changing candidates’ name or party name or even little
space are added in the voting database. In that case,
hash values will get changed, and the corresponding
block will result in ‘corrupted,’ and that will get
displayed on the admin side in this module. Admin can
discard the voting process if such manipulation or
corruption happens. For this manipulation detection
purpose, the new block is created for the corresponding
block stored on the cloud with the same inputs. The
hash value is generated, and this hash value is
compared with the hash value of the existing block on
the cloud. If both these hash values are different, then it
can be concluded that the block on the cloud is
manipulated and corrupted. For an instance, suppose
block A is already stored on the cloud. New block A’ is
created with the same data as block A and the hash
value is generated. The hash values of A and A’ are
compared; if they are same, then data in block A is
safe; otherwise, it is corrupted.

The digital voting system reaching the senior citizens of
India depends on the adaptability of those senior citizens
regarding the voting from smartphones. But other citizens
who have the system's adaptability and have a smartphone
but face problems like a busy work schedule. It will be
helpful for those citizens because it will not be time
consuming. It increases the percentage of votes rather than
the percentage in the traditional voting system.
Many handicapped people face problems while casting votes
in the traditional voting system, so this digital voting system
is very helpful to those disabled people. A person who has
reduced mobility due to age, pregnancy, and other diseases,
a digital voting system is also beneficial for them.

The server of Aadhaar Authentication is based on the
distributed nature of the server. The data of Aadhaar is
spread out over more than one computer network. For
example, the Aadhaar data will be fetched from that
particular Constituency office if the Voting process is done
for a particular constituency. Due to this distributed nature, it
will nullify or decrease the load of the central server.

The storage required for this system is dynamic, so flexible
cloud storage is used because Voting size is flexible
concerning the number of people going to vote.
D.

Architecture

The following diagram depicts the architecture of the
proposed system.

Fig 4. System Architecture
5. PERFORMANCE ANALYSIS

information.

In Existing System, fingerprint verification is used for the
authentication and In Proposed System QR Code Scanning
and OTP verification is used for authentication with SHA
256 algorithm. Existing System required Fingerprint
Extraction which is time consuming process. In proposed
system, QR Code Scanner extract all the basic information
of voter from Aadhaar and done verification based on this

The parameters are examined on blocks us ing network
simulator. The size of a block defines the size of the
network.
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Configurations Parameter
Simulator
Simulation area
No. of nodes

Values
NS 2
1000 m X 1000 m
1,2,3,4,5,6,7,
8……100
Operation performed on nodes
15,25,35,45
Source-destination Pairs
4
Packet size
512 bytes
CBR rates
4 bytes
Mobility
RWP
Max. speed (ms)
4–24 ms
Simulation time
600 ms
Channel Type
Wireless Channel
Routing Protocol
SCTP, S-ADHOC, DV
Transmission Range
250m
Max Packet in Frequency
50
Table I. Simulation parameters

3.

Fig 6. Overhead Comparison
Throughput:

Throughput is used to measure the rate of validating number
of blocks in a network. Since block chain is used in title, the
result specify proposed system is better than existing.

The simulation was performed for the existing and proposed
system by considering the blocks 15, 25, 35, 45. In this
simulation Delay, Overhead and Throughput was calculated.
Following are graphs which do the comparison of existing
and proposed systems.
1.

Delay (ms)

Delay is the amount of time it takes for the blocks to
generate and also validate these blocks in the blockchain.
Time required for the existing system to create the block and
validate these blocks is more than that of proposed system.
Fig 5 specifies that comparison was been done with respect
to the existing and proposed, where the evaluation specifies
the proposed system is better than the existing system. Delay
is calculated in millisecond.

Fig.7 Throughput com parison in the Blockchain
6. SNAPSHOT

Fig 8. Voter Registration and Login

Fig 5. Delay comparison

2.

In the Beginning, Voter registration is necessary. There are
some functionalities for registration, viz. Name, Mobile
Number, Aadhaar Number, Year of Birth, Address, and
Password. After successful registration, voters have to login
by entering details with credentials.

Overhead:

The time lapse of the overall blockchain can be tracked with
the help of Overhead. High connectivity of the network is
required in case of blockchain. The below fig 6 specifies the
comparison of Overhead between existing and proposed
system which states that the performance of proposed system
is recognized.
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At the admin side, admin logins by entering username and
password. The dashboard displays various information like
add candidate, candidate result, voter list and check
blockchain is valid.

Fig 9. QR code scanning & OTP
After login, user needs to scan the QR Code of Aadhaar
Card. If Aadhaar is linked with the registered mobile number
then only voter will go to the next activity i.e., OTP
verification. OTP is sent to the Registered Mobile Number.

Fig 12. Candidate Registration & Result Page
In candidate registration, Admin can register the candidates
by providing information like Candidate Name, Mobile
Number, Gender and Party name.

Fig 10. Ballot Page
After successful QR Code Scanning and OTP Verification,
Voter can vote to the any candidate only once.

Fig 13. Voter List
The voter list is displayed here who have casted the vote
using this system.

Fig 11. Admin Login & Dashboard.
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7. CONCLUSION
Finally, the paper concludes that using Blockchain
Technology and SHA 256 Algorithm in Digital Voting
System reduce data interchange and also provide more
security. The proposed Voting System uses Aadhaar
Authentication which gives a more secure solution which
can avoid replication of dummy votes. India is the largest
democratic country in the world, rather than using the
traditional voting system the proposed voting system can be
implemented. It reduces manual Election Commission’s
administrator work and the money which is required
forsetting up the set-up of election commission. The
proposed system is helpful for a handicapped person, the
senior citizens. The proposed system has a limitation with
respect to stable internet connections and adaptability of
smartphones by handicapped and senior citizens. The
proposed system is implemented for small scale voting
purpose. In future, it can be implemented for nation-wide
elections by taking UIDAI’s Data.
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Abstract

virus will deteriorate world. Based the research done on this
virus, COVID19 common symptoms are as fever, sneezing,
cough etc. When compare to disease like MERS and flu,
infection rate of COVID-19 is large. The healthcare industry
is trying to quickly moved to improve the security of
data.The research is to improve treatment development.

COVID-19 is the disease caused by a novel virus called
SARS-CoV-2. Cases stared reporting at the end of year
2019. The global spread of this disease, which shows the
weakness of current global healthcare to addressing the
issues due to the COVID19 for public. Here we are suggest a
solution for securing the data of COVID-19 patients. During
this pandemic the government is week to securing, Storage
and Managing COVID-19 patients data. This becomes the
most promising task to government during this pan demic
situation.we are using cloud storage to save the COVID19
patients’ data. As usual when using cloud computing the
normal questions arrives related to the data security. We
Proposed a scheme to protect the COVID-19 patient data
saved over the cloud centres, by combining the blockchain
technology over cloud computing. Attribute Based
Encryption is using to encrypt the data stored in cloud
environment. Decentralized attribute authority in our work.
To reduces the computation of users, while uploading and
downloading, divide to offline and online phase in
encryption. Most of the computation is done during the
offline phase. We reduce the overhead on decryption side by
introducing a proxy, partial decryption is done by this proxy
server. When we came to the block chains technology, a
hash blocks are generated and which is maintained in each
block which is present in the cloud storage. This hash is
generated using SHA256. This is to verify the data integrity
of the data stored on the cloud environment.

Cloud Computing is an internet based [5] on -demand
availability of computer system resources, used to store,
process and manage data. The essential task of cloud
computing are following: storage, network, memory and
CPU. There are mainly three types of “services” commonly
offered by Cloud computing according to different models.
(1) Software as a Service: there are applications, mainly
designed for end-users and delivered through web. (2)
Platform as a Service: offers set of services and tools. Which
is designed to make deploying and coding those
applications. (3) Infrastructure as a Service: software and
hardware and also powers all servers, operating systems,
storage, networks.
Data centres are maintained by cloud service providers. The
data collected from the different users and these data stores
inside these data centres. We as sume that the data stored on
the cloud storage are highly secure, But Still there exist
some genuine users, who access the data and modification
done among the data. The modification done on the shared
data, which leads to an inconsistent state of data between
group user s. So inorder to chnage the shared data we require
of group approval from the users in that network then only
the modification is possible on shared data that stored in
cloud storage. That is all the group members part of this
network should agree this data modification. This process
ensure the confidentiality of the data stored in cloud storage.

Keywords: Cloud computing, attribute based encryption,
online/offline, COVID19, Blockchain;

1.

INTRODUCTION

COVID19 disease caused by Corona virus has created a
pandemic situation over the world. Number of death is
incensing day by day. The side effects is also effecting the
economy and political in major countries around the world
[7]. The whole world is passing through the one of its most
horrible crises. The whole wold is worring about the public
health. COVID-19 was first reported in Wuhan City, China,
in December of 2019 [7]. By January 2020 COVID-19
started spreading in major countries like Singapore , Japan,
Vietnam, Korea, USA and Thailand etc. Which is spread
through air travelers. This disease spread to all parts of the
world, which causes the impacts on economy and health .
The World Health Organization (WHO) warned that this

The Block chain is the recent advancement technology in
data security field. Which uses the of hash function, a unique
values that gendered based on the data. This technology
secure the data within a blocks and keep and hash value also,
once the block is created we can not modify it. The attack
over this blocks can be traced easly using the hash value
stored in blocks. If the data is modified then the hash value
will be changed. A chain connects that connects number of
computing node in a cloud network. The addition and
deletion of one node over this cloud networks should get the
approval from other group users.
The implementation of blockchain technology over cloud
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computing will help the government and healthcare
industries to improve the protection, management and
distribution of covid related data. Also we are suggesting the
blockchain as a strategy of "decentralization." method.

decryption process does not guarantee the verifiability of
data. A verifiable decryption scheme was proposed in [8].
The user can check efficacy of data, whether the
transformation was performed correctly or not. Balani and
Ruj’s proposed a scheme [8] where partial of decryption is
migrated to a proxy server, also ensuring the integrity of
plaintext by the proxy server.

1.1 Objectives
This research aims to securely save the data of covid
persistent securely in cloud using block chain technology.
The significant contributions of this study are:
Migrate large number of encryption computation to the
offline phase thereby reduce the computation ov erhead of
data owner.






2.

User’s attributes may change periodically. That is, a user
who was previously authorized to access to data. When
changing the attribute the same user can not access the same
data. Due to change in the attribute. So the system have to
update the allotted keys. The deletion of user is known as
revocation. Once we revoke the user, the user may try to
access the data. So, we have to improve the user revocation
scheme.

Complex decryption computation are delegated to proxy
and reduce the overhead of data user.
Hash function is used to validate the ciphertext before the
partial decryption.
Sharing of data.
Revocation key is generated in offline.
Priority based revocation.

The revocation key generation, encryption operation and
decryption operation are very time taking process. When
considering a resource constrained devices like mobile
phone they can not performing such operations very fast.
The users want to upload and download the data from cloud
by very fast and with little cost. To reduce the costly
encryption dividing the encryption phase into an online
phase and an offline phase. Most of the the over head
incurring, divide the encryption to two phases. Offline and
online phase. The offline operations are preformed when the
device is not using. Pre calculation is performing inn offline
phase. The actual calculation is performing in online phase
with the result produced in offline phase and also with less
overhead. Costly decryption operations performed by data
users are migrate to proxy.

LITERATURE REVIEW

ABE was introduced by Waters and Sahai [8]. where the
user can encrypt a message and the receivers can decrypt it is
that satisfy certain criteria. There are mainly two types of
attribute-based encryption schemes KP-ABE and CP-ABE.
In KP-ABE scheme users' secret keys are generated based on
an access tree. Where the Privileges scope is defined by
Access tree of the concerned user. Data are encrypted based
on a set of attributes given by user. Where the users' secret
keys for encryption are generated based on set of attributes
given by user. By comparing these two method Since focus
on computation overhead CP-ABE is suitable [6] for our
method.

Proxy server performs the partially decryption of ciphertext
using a key which is obtained by transforming the
decryption key. During thus partial decryption process the
proxy server will not get any information about the data. So
the data user performs only a few operations on partially
decrypted ciphertext to derive the final plaintext. The most
computation for revocation keys is performed in offline,
only less computations should perform for key
transformation that to in online phase
The implementation of blockchain on the cloud computing
technology, will provide more security to the data stored in
cloud. Integrity of data stored can be ensured by blockchain
method by user. The hash function is ued for this purpose.

In most of the ABE schemes are centralized, that is
decryption keys are issued by a single central authority. This
single authority is capable for issuing credentials for each
user and to verifying all the attributes. First multi- authority
ABE scheme provided by Chase[8]. an attribute authority is
handling a set of users. User who possesses at least a prespecified number of attributes can only decrypt.
Lewko and Waters’ proposed a scheme [8] where user is
predefined a set of Boolean formula, based on that formula
encrypting the data over attributes. The concept of “global
identifier” Concept was introduced by Chase, Lewko and
Waters which replaces the concept of central authority.
Global identifier is a unique number submitted by user. The
decryption keys issued to a user are associated with global
identifier. When the decryption keys was shorter will
provide lower computation cost.

3.
3.1

PROPOSED SCHEME
Problem Statement

To enhance the computation efficiency, the notation of ABE
emerges, where complex computations were migrated to
proxy to reduce the computation burden for users. To reduce
the computation to encryption phase will divide the
encryption to online and offline phase.

Even invented a online/offline cryptographic scheme[8].
This schema is mainly for resource-constrained device like
mobile phone. In Even proposed scheme where 2 phases in
encryption side, offline and online phase. In offline phase
pre-computations are done. While the device is being
charged or not being used. So that fewer computations need
to be done in online phase which can be complete fast. can
be don et al. Green introduce scheme to reduce the us er’s
overhead while decryption[8]. A transformation key is used,
using this key the cloud server can translate any ciphertext
stored. These will be done without knowing anything about
the plaintext. Later Green et al proposed a method where

3.2

Proposed Statement

To enhance the security of the existing system Introducing
this system to block chain technology. Combining the block
chain and cloud computing will ensure the integrity and
security of existing system. Also providing an hashing to
ensure the integrity.
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3.3

5.1 Performance analysis

Architecture
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METHODOLOGY

7

Data Owner: The owner of data, who can uploads the data
to cloud storage space. The DO will save the data after
encryption only, then the cloud service provider can not
know the content of data. Because we are using CP-ABE,
user can access the data stored in the cloud storage space,
only if the users attributes satisfy the given set of policy.

Decryption time (ms)

6

Cloud Service Provider: which provides storage facilities
to the data owned.We can not trust CSP. The CSP may try to
access the data stored by data user or try to modified /delete
the data.
Data Users: who can access the data stored by the data user
in cloud storage space. DU can only access the data, if the
DU satisfies the a given set of policy, because we are using
CP-ABE. For decryption the decryption keys collected from
Attribute Authorities. The decryption keys are made
corresponding to the attributes submitted by the user. The
system do not trust the data users . That is they may try to
access the data which is unauthorized, that they are not
authorized. In order to avoid the collusion between the user,
Each data user need to submit a GID (Global Identification
Digit) which is an unique number like passport number or
aadhar number. The DU can obtain the decryption keys by
submit the GID.
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Figure 5.2 online encryption time V/S number of attributes
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scheme. One AA control different users attributes,
decryption key and generate the public key to uses.

900
0
800
0
700
0
600
0
500
0
400
0
300
0

2

Proxy server: to reduce the burden in the decryption side,
the partial decryption is performed by PS. partial encrypting
the cipher text which is encrypted and saved in cloud. Which
is doing while DU is accessing the data. This partial
decryption helps to decrease the over load while decryption.
During the decryption process the proxy is encrypting the
date without knowing anything about the data.
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6.

CONCLUSION

In our paper, we implement the blockchain technology over
the cloud computing environment. To save and share the
infected patient's data. This proposed system provides a
solution for health department and government regarding the
data secure issue related to COVID-19 tested patients. The
intruder can not modify the data because of the blockchain,
once the data is modified by any unauthorized user the hash
value willbe changed. We aimed to address the issues of the
computation time and the weak security in cloud computing.
To improve that we combined the cloud with block chain

RESULTS & DISCUSSIONS

This scheme will provide full control over the COVID-19
tested patients date to government and health care
department. Also provide features to sharing the date with
research institutions, doctor's, hospitals etc. with securely.
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Abstract:

The same structures are followed in [22] to the best of our
comprehension. Each server is labeled in their algorithm as
either open or closed, where open (closed) means that
multiple VMs can (cannot) be received by the server. The
algorithm maintains a fixed number of servers open at any
time, and approximately assigns one of those servers to a
new VM. If the selected server is unable to take further VMs
due to these separations, it is fixed as closed, and a new
server is opened.

Cloud storage is a technology trend for storing and
retrieving useful data via global servers. Throughout these
services, different virtual machines (VMs) share the same
physical resources; these VMs are referred to as Co-resident
VMs or Co-location VMs. There is a possibility here that a
secret side channel that can be used to extract other users'
sensitive information will otherwise invent a Denial of
Service (DoS) attacker and even a Distributed Denial of
Service (DDoS) attack called a delayed whole network. In
this paper, by reducing the Co-location DOS invaders by
ensuring that attackers are hardened to make an attack, a
Fuzzy C-Means Clustering Improved Relevance Vector
Machine (IRVM-FCM) is presented depending on defense
systems. This strategy mainly verifies the attacker's behavior
by using Previously Selected Server First's VM allocation
strategy (PSSF). After that, partial labeling is done using the
FCM Clustering approach; it is used to categorize users as
legal or malicious. After that, with an IRVM classification
scheme for varying risk, all users with three categories such
as high risk (i.e. malicious), medium risk (i.e. uncertain) and
low risk are addressed with (genuine). In order to optimize
parameter kernel functions to improve training methods, the
Mosquito Flying actions according to Swarm Intelligence
Optimization (MFO) approach used within IRVM. Finally, to
increase the cost of creating new VMs, the Stackelberg
Game theory has been updated, thereby reducing the
possibility of DDoS attacks.

2. S TATE-OF-THE-ART PREVIOUS WORKS
M ainly 2 previous novel works are taken into consideration in

this paper.


CLR: Co-Location Resistant.

Keywords:- Cloud Storage, policies for VM allocation,
FCM, IRVM, MFO, attacks on Stackelberg
Game Model and Co- Resident DDoS.

This[33] takes into account the issue of developing multitenant public infrastructure clouds that are resistant to cross VM attacks without relying on single-tenancy or cloud
server assumptions. An adversary launches malicious virtual
machines (VMs) in a cross -VM attack (which was recently
demonstrated in Amazon EC2) to carry out side-channel
attacks against co-located VMs in order to recover their
content. We propose a formal model in which safe VM
placement algorithms are developed and evaluated, which
are online vector bin packing algorithms that meet certain
optimization constraints and security notions at the same
time. Work [34] The security of public IaaS cloud data
centers is a growing concern due to the rising number of
avenues for conducting cross -virtual machine (VM) sidechannel attacks. Such attacks allow an opponent to steal
private data from a target user whose VM instance is co located with that of the opponent.

1. INTRODUCTION



Methods of virtualization [1] provide logical isolation by
VMs located on the exact server (i.e., co resistant VMs).
This means that there is no need to merge programs running
with single VMs with other programs running with co resident VMs. However, these can be created in true cloud
systems. As an example, the measurement time of the cache
read feature is influenced by the cache utilization rate to a
maximum extent [2]. As a result, through their VM and the
target VM, malicious users may create different kinds of side
channels [2-7] with the same server and then extract
sensitive information from the victim. It is called a co resident attack. I expect to look for an effective way of
obtaining co-residence from ignored attackers, as it has been
shown that on current commercial cloud platforms, attackers
can get a relatively maximum co-location success rate [2,
21].

In this study[35], cloud computing helps users to consume
different IT services on demand and with low overhead
management. However, as they use cloud computing
systems, clients may face new security risks. We focus on
one such threat in this paper: the co-resident attack, where
malicious users create side channels and steal private data
from virtual machines co-located on the same server.

PSSF-Previously Selected Server First.

Previous works mostly aim to tackle the issue by cutting side
channels. We (1) identify safety metrics for attack
assessment; (2) model these metrics and evaluate the
complexity of achieving co-residence under three widely
used policies; (3) develop a new policy that not only
mitigates the danger of attack, but also meets the criteria for
workload balance and low power consumption; and (4)
introduce, test and demonstrate the efficacy of the p-policy.
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(A)

Tools used for implementation : CLOUDSIM

CloudSim: A platform for the modeling and simulation of
infrastructures and facilities for Cloud Computing. Since the
use of actual test beds restricts the tests to the size of the test
bed and renders the replication of findings an exceedingly
challenging undertaking, the advancement of modern cloud
technology is leveraged by alternative approaches to
research and experimentation. A good alternative is to use
simulation methods that open up the possibility of testing the
hypothesis in an environment where experiments can be
replicated before software creation. Simulation environments
on the supplier side allow evaluation of various types of
resource leasing scenarios under varying distributions of
load and pricing. These studies may assist providers in
optimizing the cost of resource access with a focus on profit
growth. Cloud users and providers have to rely either on
theoretical and imprecise tests or on try-and-error
approaches in the absence of such simulation platforms.

Two Player Security Game (TPSG) [Defender vs Attacker]
Approach

The study of the attacker's actions has been carried out in the
initial stages of the proposed technique and contrasted with
that of the legal user. In three separate cases, attacker
activity is evaluated, namely under no security framework,
with the presence of the PSSF VM allocation policy and the
proposed protection mechanism. Under no protection
mechanism, the actions of ordinary users can be identified.
From the viewpoint of the attacker, no matter how they start
VMs, in order to maximize the possibility of co- locating
with their targets, it is obviously better that they spread their
VMs over a wider range of servers. The new VMs will be
assigned to lightly loaded servers under the PSSF policy.
Moreover, in order to minimize power consumption, all
servers are handled in groups, and a new VM will not be
allocated to one server in a new group until all the servers in
the currently active groups are completely used. PSSF does
not separate users from each other, and handles all VM
requests equally. Consequently, if the attacker continues to
build new accounts, each of which begins with one and only
one VM, even in this worst-case scenario, PSSF becomes
less successful. But as this alternative can be used without
any restrictions, by creating new accounts, the attacker
continuously initiates new VMs. Hence, by raising the
expense of creating new accounts, the proposed defensive
strategy has concentrated on making it difficult for the
attacker. This minimizes the risk of initializing new VMs,
requiring the attacker to function as a regular user. The
overall design of the proposed protection mechanism is
shown in figure 1.

Instead of co-resident cloud storage DOS assault, few
previous security approaches have been suggested and this
section has added their benefits and non-benefits. From a
different point of view, Hanet al.[23] answered the issues
and reached a conclusion by maintaining a positive workload
balance and low power consumption to decrease the
likelihood of the attacker taking the VMs with the targets.
We therefore choose a Security Game Theory model with
various VM allocation policies in order to mitigate the Co Resident DoS assault on Cloud servers. In order to defend
themselves through co-resident attacks, several previous
works[9-17] have concentrated on ignoring the existence of
side channels. For instance, Vattikonda et al.[13] and Wu et
al.[14] discussed the removal or modification of the
maximum resolution clocks on which more side channels
rely, while the cloud computing framework architecture was
redesigned by Jin et al.[10] and Szefer et al.[12]. Many
current, discussed by Zhang et al.[16] to conduct periodic
time-shared cache cleansing, helps establish the strident side
channel.
In addition, Varadarajan et al.[17] finds that a scheduling
strategy called MRT assurances is effective in ignoring
cache-based side channel attacks. In addition to the previous
systems, Sundareswaran and Squcciarini[18] and Yu, et
al.[6] discussed irregularities in the use of CPU and RAM,
application calls, and missing cache methods when
malicious users use Prime+Probe[19, 20] methods to get
data through the victim. In my first previous work[23], I
dealt with the clustering of user accounts using EDBSCAN,
then continued with DAS3VM Classification and finally
introduced the Brach and Bound method to optimize valid
VM user accounts. It is referred to as the model for dropping
the cloud infrastructure Co-Resident DoS attack from the
Two Player Security Game[24]. Using a Risk Identification
metric, the user accounts are classified as 7 stages in my
second work and it was called the State Transition Model
(STM)[25].

Figure.1. Proposed TPSG Defense Mechanism Architecture

protection state varies and the sequence of states occurring in
the cloud system is denoted as X = x1, . ,xt, where xt x S. K
host-based and network based IDS sensors control the cloud
system. From the observation symbol set Vk = {vk1,...
vkM}, a sensor k generates observation messages, where M
is the number of messages for a sensor k. The sequence of
messages observed is denoted as O = o1, . Ot, where ot V is
the message of observation received at time t. The HMM
consists of a probability matrix of state transformation P, a
probability matrix of observation Q, and an initial
distribution vector of state π and is denoted by a tuple (P, Q,
π). There are 7 states considered in this analysis. Below,
these states are mentioned.

3. PROPOSED METHODOLOGIES
Mainly three algorithms are developed for detecting and
preventing the Co-resident DDoS attacks in Cloud Servers.
They are discussed below:

The security mechanism consists of two main parts: the
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detection module and the response module. When a user
requests to start a new VM, the detection module loads
historical data from the database, categorizes the user into
one of three types: low/medium/high risk, and sends the
outcome to the response module. According to the results,
the above limits the servers available, so that any user's VMs
only co-locate with VMs started by users of the same type.
Furthermore, in the PSSF VM allocation policy, the response
module sets the parameter (also based on the classification
result) which finally selects the server within the limited set
In the meantime, the security system has also modified the
VM allocation database on a regular basis, which may in
turn alter the allocation decision. To decide, therefore, how
this adversarial learning problem can be optimized. The
problem is thus modeled as a two-player defensive game (G)
between the attacker (A) and the defender (D).

behaviors. Due to the complex use of cloud services, the
context of experience inevitably affects protection.
(C)

IRVM FCM (Leader vs Follower) Method.

In this final work, based on the proposed security
mechanism, we discussed IRVM-FCM. The step by step
methods of the discussed scheme have been discussed within
the sub-area given below. Taking into account the following
attack scenario: attacker A achieves the VMs with a cloud
storage system, beginning with legal user U, and A aims to
reduce the cost of co-locating as many VMs with the VMs as
possible. Defender D is aware of the previous attack, but it is
not possible to verify who the victim or suspect is.

Figure 3: Architecture of proposed IRVM-FCM based co-resident
defense scheme

(i)
(ii)
(iii)
(iv)
(v)
(vi)
(vii)
(viii)
(ix)
(x)
(xi)

In this work, we mainly have two sections: one is the
Detection module and the next is the Response module. The
identification method loads historical data as low, medium
and high-risk accounts from databases and clustered user
accounts when a new job starts. Give this result to the level
of response, then. After classification and optimisation, user
accounts are categorized as legal or malicious. Meanwhile,
the defense system has to update the database periodically.

accident or pre- attack action
detect before attack
begin scanning
eliminate all negative effect
transparent recovery
undetected
graceful
fail with alarm
restoration/
restoration/reconfigura tion/ evolution
restoration/reconfiguration/ Evolution

Therefore, our model is said to be a two-player defense game
(G) through the attacker (A) and the defender (D). In fact,
we defined this game model in terms of the action fixes and
captures the role of the attacker and defender. Second, for
every user account, there was only one VM. Before it is
reclassified as a low to medium risk user account, the
attacker began the first VM, paid the initial cost, and given
just one VM, otherwise the initial cost rises again and again.
Finally, without paying the bill, the attacker always behaves
as a legitimate user, otherwise it has discarded the user
account and mitigated the attack on Cloud servers on VMs
by Co-Resident DoS.

(B) CR DOS (STM) Model.
degradation
reconfiguration/
evolution

Attackers plan, by co-locating with the malicious VMs, to
steal private and sensitive information from victim VMs. It
is in the same physical infrastructure and the various forms
of side channels are then built. In the proposed research
procedure, this is overcome by implementing the technique
called Co-Resident DOS Attack Detection based on State
Observation (SO-CRDOS-AD). Initially, the risk value of all
services based on user requests is calculated using the Risk
Identification Metric in the proposed research process. The
state value of each user request in terms of the VM is
modified based on this risk metric value. Security State,
Vulnerability State, Attacked State, Positive State, Negative
State, Degenerate State and Failure State are the states that
are considered in this work. These VM resource state values
are periodically modified with the aid of the Markov Chain
Model.
Assume that N different states can be modelled by the cloud
method, i.e., S = { s1, . ,sN } reflecting various conditions of
security. Over time, the cloud system's

4. RESULTS AND DISCUSSION
In CloudSim, the performance of the proposed IRVM- FCMbased scheme is implemented and evaluated with previous
works and a tabular result sheet for authentication is
prepared.

Figure 2. State Transition Model

The State Transition (ST) model is illustrated in Fig.2 where
the state set I ={Ss, Sv, Sa, Sp, Sn, Sd, Sf} can be mutually
transited as a structure for explaining complex cloud security

Two Player
Approach

90

93

91

92

8

SO- CRDOS-AD

93

96

94

95

5

IRVM- FCM

95

97.5

96.23

96.3

3.7

Table-1. Comparison on various defence mechanism techniques with
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proposed IRVM-FCM
Techniques
/ Metrics
CLR

Precision
(%)
79

Recall
(%)
81

F-measure
(%)
80

Accuracy
(%)
83

Error rate
(%)
17

PSSF

87

85

84

88

12

Figure 5 demonstrates the contrast, in terms of recall, of the
defense mechanisms. From the graph, it was found that the
suggested IRVM-FCM provides high recall classification.
The suggested solution improves, with greater recall, the
protection against co-resident DOS assaults. 1.5 percent
higher than the SO-CRDOS-AD approach, 4.5 percent better
than the two-player approach, 12.5 percent better than the
PSSF method and 16.5 percent better than the CLR method
are strengthened by recall of the proposed.

The results of the proposed IRVM-FCM-based method are
evaluated in CloudSim[36] from http://www.cloudbus.org/
cloudsim/. The results are contrasted with the State
Observation-based Co-Resident DOS Attack Detection (SOCRDOS-AD), the co-location resistant (CLR) algorithm
proposed in the theoretical game approach based on PSSF
(referred to as PSSF in graphs) and the two-player game
approach based on previous work (table 1.)

CLR
Two player approach
FCM

PSSF
SO-CRDOS-ADIRVM-

1
0

CLR
PSSF

0

Precision((%)

Two player approach

Accuracy (%)

100
90
80
70
60
50

9
0
8

0
7

0

40
6

30

20

0

10

Figure 7. Accuracy comparison various existing
with proposed IRVM-FCM

Methods

Figure 4. Precision comparison on various
existing with proposed IRVM-FCM

In terms of precision, Figure 7 shows the contrast of the
protection mechanisms. It was discovered from the graph
research method. that the proposed IRVM-FCM offers a
highly detailed classification. The proposed IRVM-FCM
study method shows 1.3% higher accuracy than SOCRDOS-AD, 4.3% higher accuracy than the two-player
approach, 8.3% higher accuracy than PSSF, strategy, and
13.3% higher accuracy than the CLR approach.

The comparison of defense mechanisms in terms of
precision is shown in Figure 4. The graph shows that the
proposed IRVM-FCM offers an accurate classification
thanks to the optimal solutions available for large data
centers. The proposed security mechanism is obviously able
to prevent the risk of attacks with greater probability. The
proposed IRVM- FCM research method tends to provide 2%
higher than the SO-CRDOS-AD approach, 5% higher
accuracy rate than the two-player approach, 8% higher
accuracy result than the PSSF method, and 16% higher
accuracy outcome than the CLR method.

error rate (%)

proposed solution improves the protection against co resident DOS attacks. The proposed study method's Fmeasure is strengthened by 12.23 percent more than the SOCRDOS-AD approach, 5.23 percent better than the two player approach, 12.23 percent better than the PSSF method
and 16.23 percent better than the CLR method.

SO-CRDOS-

Recall((%)

AD

Figure 6. F-measure comparison various existing
with proposed IRVM-FCM

The comparison of the defense mechanisms in F- measure
terms is shown in Figure 6. It has been developed from the
graph that the proposed IRVM-FCM provides high Fmeasure classification. With a greater F-measure, the
Figure 5. Recall comparison various existing
with proposed IRVM-FCM
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SO-CRDOS-AD

Cost ($)

SO-CRDOS-AD

Figure 10. CPU utilization comparison on various existing methods
with proposed IRVM-FCM under VM allocation process

Figure 8. Error rate comparison various existing
with proposed IRVM-FCM

Figure 9 shows the comparison of the total cost of the
attacker for initiating a new VM in the presence of assessed
protection mechanisms to launch a Co-resident DOS attack.
From the graph, in the proposed IRVM-FCM, the expense
incurred by the attacker to launch a Co-resident DOS attack
is greater than the other approaches. It is obvious that by
making an attack phase extremely costly, the proposed
defensive mechanism makes it impossible for an attacker.
This helps the attacker to minimize risks and behave like a
regular user. The proposed study method shows 2% higher
performance than the SO-CRDOS-AD approach, 14% higher
than the two-player approach, 20% higher performance than
the PSSF approach, and 26% higher performance than the
CLR approach.

CPU utilization (%)

Two player approach

Figure 10 demonstrates the contrast of the usage of CPUs
under the VM allocation process for different protection
mechanism techniques. Here, the proposed IRVM- FCM
solution was found to have a higher CPU utilization rate
compared to the other two existing approaches. So, as
compared to the other two current methods, the proposed
method has high performance.

Figure 9. Attacker’s overall cost comparison various
existing with proposed IRVM-FCM

In terms of error rate, Figure 8 indicates the contrast of the
protection mechanisms. From the graph, it was found that
lower error rate classifications are given by the proposed
IRVM-FCM. The proposed IRVM-FCM study method
indicates a 1.3 percent lower error rate than SO-CRDOSAD, a 4.3 percent lower error rate than the two-player
approach, an 8.3 percent lower error rate than PSSF, and a
13.3 percent lower error rate than the CLR approach.

5. CONCLUSION
In this paper, the IRVM-FCM-based security systems are
discussed through the co-resident invaders of the cloud
computing environments. The s ystems identify the
behavioral differences between attackers and general users,
and all users with the three divisions such as low, medium
and high risk are defined by implementing FCM clustering
and IRVM learning systems. Through this approach,
attackers have forced legal users (their targets) to behave the
same way that only VMs belonging to the exact type of users
could co-locate with each other, as necessary. As a
consequence, the attacker's all-over cost is greatly
maximized by one to two orders of magnitude. Where an
attacker with more money may achieve co-residence, it is
costly to implement VMs in practice.

Total Cost of Attacker.

This parameter helps to calculate the cost of launching an
attack, i.e. creating a fresh account to trigger a new VM. For
common cost assessment, the cost is expressed in US
dollars ($).

We have indications that our techniques could increase the
attacker's overall cost by one to two orders of magnitude.
Through this, the tradition is invaded by an important
presence in the ultimate objective of ignoring co- residency.
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In addition, with our previous work, a stable PSSF VM
allocation policy is created by protection systems. The
incorporation of the PSSF makes sure that various users are
unable to co-locate with their deadline. We have also taken
advantage of the impact of security systems on everyday
users in the future, in order to make it as practical as
possible.
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cereals like rice, wheat, soybeans, barley and wide varieties
of fruits and vegetables. More than 50 percent and 70
percent of the population are depended on agricultural sector
India. The country is suspectable to variation in climate and
natural calamities which adversely affects the farmers and
other population relying on it. Adverse conditions also have
a negative effect on the fertility of land thereby affecting
future vegetation. One of the solutions to these problems is
the use of reliable technology like blockchain which offers
full proof solutions to the inherent problems.

Agriculture is the most important activity which feeds the
population of the world. The number of people who depend
on this sector for revenue is also at large in the world. Being
one of the first activity of human beings, many inventions
have been introduced to this field. In the present industrial
era, new technologies such as Artificial Intelligence,
Blockchain, Data Science etc. are integrated to various
stages of agriculture and delivery of products. If farmers or
producers are awareof the changes in factors that affect
production such as fertility of land or change in weather
conditions at an early stage of farming without much
physical intervention, it helps them to plan accordingly and
pro- pose changes. Technology can play a crucial role in
this aspect to aid farmers without burdening them with
additional cost. This paper surveys and analysis various
applications of blockchain technology that are used in crop
production to distribution to the end customers. The study
also suggests the possibilities of adoption of the technologies
in the Indian scenario.

Blockchain technology is a balanced culmination of
numerous technologies used to store transactions in an
efficient manner. The cryptographic hashing techniques
makes the blockchain tamper proof or immutable. The
decentralized and distributed technology evades the system’s
susceptiveness to central control. This makes the
transactions to be visible to all the participants and makes
auding easy thus creating trust for the business. The
consensus algorithms ensure validity and authorization of
transaction and smart contracts automates agreement
between seller and buyer without the need for third party.

Key terms: Agriculture, Blockchain Technologies, land
monitoring, supply chain
Keywords: Key terms: Agriculture, Blockchain
Technologies, land monitoring, supply chain
1.

In general, when a transaction occurs, it is sent to a
transaction pool, which can be viewed by all the participants
of the system. After validation of the transaction by reaching
at a consensus by the participants, it is merged with other
validated transactions to form a block. The block is chained
to the exiting blockchain which completes the transaction.

INTRODUCTION

Agriculture is an art form pillared on scientific
advancements. Ever since human beings have started to live
in settlements, agriculture has been an integral part of their
lives. Though initially agriculture was meant for selfexistence, it later evolved to be in large scale owing to more
human settlements and growth of cities. Industrialism and
subsequent technologies developed from time to time
enabled more sophisticated form of cultivation. From the use
of natural fertilizers to artificial fertilizers, from the concept
of cross pollination to genetic modification of seeds, from
soil quality checking to weather forecasting, from the use of
animals to use of machines are few examples of
advancements made over time, to increase quality of
agricultural lands and products. That being said, there are a
few challenges in this area that persists which forms the
basis of this research study.

2.

RESEARCH METHODOLOGY

A comprehensive literature review with most relevant and
high-quality research works in the field of blockchain
technology applicable to framing and supply chain was
carried out. The study aimed at finding the application that
are in existence in the agriculture field and scope of
integrating blockchain technology to farming and
distribution of products.
Identifying the research questions
The study was carried out to seek answers to the following
questions
What are the current applications of blockchain technology
that are predominantly used in agricultural sector?
What are the challenges to apply the technology in current
Indian Scenario?
What is the future research work that can be incorporated to
the agricultural sector? Material Collection
The research materials were collected from digital
repositories and databases. The library included ScienceDirect, Web of Science, Scopus, Taylor & Francis Online,
Wiley Online Library, Emerald, Google Scholar and IEEE
Xplore.

How to cope up with the varying climatic conditio ns that
affect the land and cultivation? How fast and effectively
insurance can be disbursed to farmers?
How customers can ensure the quality of the product?
How can technology integration be done to mitigate these
challenges in a fruitful manner?
India is a predominantly agriculture country cultivating
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All related terms for blockchain technology, agriculture,
farming was used as keywords in searching for materials in
the digital libraries. The materials collected were from the
period 2008 to 2020 and a total of 42 articles were found
relevant to the research study. The following refining
strategies were adopted to eliminate a few materials and
bring the total count to 36:

information and quality control. L. Xu [20] found that
although blockchain has been a “buzz” word especially in
manufacturing sector, its implication to security, scalability
and autonomy in manufacturing has rarely been used.
Indian Scenario vs other countries
Kumar and Iyengar [17] proposed blockchain based system
to solve the problems in rice supply chain for Indian
markets. The work also discusses scenario based on
blockchain technology for food safety. Yadav and Singh [12]
used Delphi technique on the exhaustive literature review
they conducted to point out issues of Indian farmers. They
proposed an information system based on blockchain
framework to solve the issues identified.

Articles published in peer reviewed journals, conference
proceeding and book chapters published in English were
considered. The articles contain at least two keywords
selected for searching. Relevance of the article on
blockchain application to agriculture sector.
The papers were ordered chronologically and following
inferences were made.

Tian [13] proposed RFID based traceability system for food
quality assurance in Chineese markets. Lucena et al. [18]
implemented a real time tracking system based on
blockchain for grain quality assurance. They argue that the
system can help increase grain export by 15% in Brazilian
economy. Perboli et al. [24] proposed blockchain
implementation with case studies in Italian context for fresh
food delivery system.

In 2016 Yli-Huumo et al. [11] conducted a systematic
literature review on current research topics in blockchain
technology and future research opportunities. Their work
revealed certain research gaps in current research such as,
lack of high-quality research materials in the field and most
of them occur in conference proceedings and workshops.
Also, they identified that most of the research in blockchain
technology is centred around cryptocurrencies and little
work is carried out outside this filed. Other works from an
agriculture point of view came with Tian [13] and Faye [14].
These papers discussed blockchain integration in the
traceability perspective and notes the integration of
blockchain technology to current traceability systems.
Hamida et al. [19] provided exhaustive analysis on private
distributed
ledger
technologies,
its
applications,
opportunities and challenges. Caro et al. [15] proposed IOT
based food traceability system and used Hyperledger
Sawtooth and Ethereum to successfully implement a supply
chain system.
3.

4.

CHALLENGES, GAPS AND FUTURE
DIRECTIONS

The materials reviewed shows that there are a few challenges
while adoption of blockchain technology which are listed
below:
Privacy, Security and scalability of blockchain- The work
proposed by Koteska et al. [25] discussed the scalability
issues in blockchain, while adopting to larger applications
and Reyna et al. [26] discusses the storage aspects and
increasing number of node requirements while using
blockchain for agriculture. Kosba et al. [27] discusses the
privacy issues concerning blockchain technology, although
blockchain guarantees a full proof traceable system.

VARIOUS APPLICATIONS OF BLOCKCHAIN
TECHNOLOGY: CURRENT SCENARIO

Traceability System

Regulatory issues- Atlam et al. [28] details the regulatory
issues which forms a common concern to manufacturer,
distributer and end user. Lucena et al. [18] discusses the
legal aspects concerning the integration of blockchain
technology in supply chain system.

The most prominent area to which blockchain integration is
carried out extensively is traceability systems or supply
chain systems. Kumar and Mallick [21] proposed system
where blockchain technology can be used for supply chain
with extension to online food delivery system and quality
assurance. Tian [13] proposed traceability system which is
based on RFID to ensure quality food products in Chines e
scenario. Galvez et al. [16] analysed various challenges
while integrating blockchain to traceability systems and
notes that various malpractices done on sensors would
corrupt data and nullifies the use of blockchain in the first
place.

Technical knowledge – While comparing blockchain to other
technologies adopted in the field of agriculture, the stake
holders of the system has less knowledge in this technology.
Ge et al.[29] conducted interviews among the stakeholders
and found that little interest is there in adoption of the
technology in the agriculture field.
The review on the literature helped to identify the research
gaps existing and the future research directions which are
stated below:

Production and manufacturing
Li et al. [23] realised a decentralised system with edge
computing techniques to manage different enterprise based
blockchain applications. In their system edge computing acts
as medium for storage, networking and computing
capabilities and smart contracts acts as a binding document
to interact between clients and the manufacturer. Zhao et al.
[22], proposed a service model for secure sharing of
manufacturing resources based on Blockchain technology.
Kumar and Mallic [21] proposed blockchain integration to
various stages of production like storing production data,
management of resources, managing and storing warranty

It was seen that adoption of blockchain technology is mainly
focused on the supply chain side and a few research works
were only available which adopts blockchain technology to
other stages in farming. Use of other technologies such as
IoT, cloud computing, edge computing, RFID[36][43]
together with blockchain technology were reviewed which
enhances the adoption of the technology to other areas of
agriculture including production, irrigation and resource
sharing. Integrating blockchain with other technologies and
developing applications for agriculture production has good
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scope in future.
The survey shows that a number of research is been caried
out to increase the storage capacity [30][31] by using dataoff chain and multi layering approach. Future works can be
modelled to increase the storage capacity of the chain
without increasing the computational cost.

[6]

The literature review conducted shows that researches
[21][33] are being carried out to solve the privacy issue by
incorporating homomorphic encryption, ring signatures and
zero-knowledge proof to protect the user. Future works in
this aspect can be carried out to produce efficient systems
that uses the above schemes.

[7]

Since the adoption of the technology to the agriculture sector
is in the beginning stage in India, more standards should be
formulated to ease the use of the technology and application
for all the users of the system. A general education
advocating advantages of blockchain among the Indian
framers and other stakeholders is necessary for successful
integration of the technology to agriculture.
5.

[8]

[9]

CONCLUSION

The study we conducted was on reviewing research
materials on integrating blockchain to farming in an Indian
scenario. We had identified 36 literary works from various
online databases to conduct a comprehensive study on the
topic. The research shown that most of the application of
blockchain technology in the area is limited to supply chain
and traceability to ensure the quality of food products. The
work also discusses few other blockchain applications that
ae been proposed to other areas of agriculture like
production, irrigation and also discusses a few papers
detailing Indian context. The paper shows an overview of the
various challenges faced in adoption of the techn ology to
agriculture sector. The work identified certain gaps among
the researches in this field and suggests future research
directions to help for a faster integration of blockchain
technology to agriculture sector without burdening
stakeholders.

[10]

[11]

[12]

[13]
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and access depends on the needs of the application. The
devices in the IoT are heterogeneous, and that makes the
system more vulnerable to attacks [2]. Due to the resource
constraints of the IoT devices, specific methods are needed
to implement security mechanisms such as privilege
management and identity management [3]. In order to deal
with that today, many applications integrate cloud
computing, edge computing, fog computing, blockchain, and
other network technologies into the Internet of Things to
achieve efficient storage and security mechanisms.
Integration of such technologies makes the IoT system more
robust, reliable, and scalable. The below sections describ e
the advantages of the integration of such technologies.

The Internet of Things (IoT) is becoming increasingly
attractive to digital technologies due to its wide range of
applications. Physical quantities are measured and can be
easily stored with IoT devices. As the applicability of IoT
expands, the security vulnerabilities in systems also
increase. Likewise, the IoT devices are sensing data at all
times the amount of data to be stored is another issue. Due
to the resource constraints in IoT, it is difficult to com- pute
security functions as well as to store voluminous amounts of
data which generating at high velocity. These make it
necessary to integrate other tech- nologies like blockchain,
cloud computing, edge computing, fog computing, etc., with
IoT. Cloud computing can provide a scalable storage
mechanism while edge computing can reduce compute
latency. With the new decentralized technology, blockchain
can make a highly secured and trusted backend for IoT
architecture. All of these technologies meet some of the
requirements of IoT, but there are still issues. This paper
investigated the integration of the mentioned technologies
into IoT systems and found the benefits obtained.

The following sections describe the benefits of integrating
the above-mentioned technolo- gies. Section II describes the
research into the benefits of the IoT cloud-based on existing
systems. Section III focuses on the use of advanced
computing in the Internet of Things system, while section IV
describes the application of blockchain in the Internet of
Things. The final section analyses a comparative study of the
advantages offered by each technology.

Keywords: Internet of Things, Blockchain, Smart-contract,
Edge computing, Cloud computing

2. INTEGRATION WITH CLOUD COMPUTING
Cloud computing [4] refers to any hosting service provided
over the Internet. The cloud environment consists of
different technologies [5] that can be used to integrate with
IoT systems. Although cloud computing has developed to a
mature stage, the rearestill problems integrating with other
technologies. The main issuesare trust in the cloud [6] and
security[7]. There are many methods available to improve
cloud security [8]. Cloud computing has wide applicationare
as [9] such as bigdataanalytics, testand development
environments, storage, etc.

1. INTRODUCTION
The Internet of Things (IoT) is a prominent network
technology in the 21st century. IoT is a network of physical
objects composed of sensors and software used to establish
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connections and communications between devices. It is
embedded in most of thederives that use in our day-to-day
life, from home appliances and industrial devices. According
to IDC (International Data Corporations) [1], the spending
on IoT will experience double- digit growth in 2025 from
2021. It is estimated that by 2025, global IoT will generate
90 zettabytes of data. These predictions illustrate the
importance of the security of IoT devices and sensing data.
It also raises the need for optimized storage and access
methods for large amounts of generated data. Authentication,
confidentiality, and access control of data and equipment
primarily provide security, while the method of data storage

Hereisasurveyshowingthevariousbenefitsandchallengesofclo
udandIoTintegration. Wang and et al. proposed [10] a
system that can evaluate the trustworthiness of each cloud
service provider. The choice of cloud service providers can
be based on the quality of services and the reputation of
those services. The system consists of two models, one that
specifies the evaluation elements of the security assessment
and the other that uses a response model to evaluate the
reputation of the cloud service. In the safety assessment,
criteria and conformity are used as parameters, while in the
feedback rating, reliability and certainty are evaluated. The
authors proposed a new evaluation architecture [8] for trust
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based on security and reputation. The architecture is made
up of three layers of assessment based on security,
reputation, and integration. The paper also describes the
algorithm for all these assessments.

integrated IoT networks.
Sharma et al. proposed [15] a hybrid mechanism of private
and public cloud for enhancing security IoT. Since IoT
networks can consist of heterogeneous devices, the
possibility of varieties in security risk is also high. The
proposed system is using intradomain security between
communication and services in an IoT network with the aid
of hybrid clouds. In a hybrid cloud, users can gain access to
the system only if they have the right to use that domain. A
four-layered architecture is used in which each layer
separately enhances the security of the proposed system.
The bottom layer, called the Device layer, is dealing with
communication using Radio Frequency Identification
(RFID) [16] between different IoT devices. According to the
applicability of devices inside a domain, IoT devices can be
grouped into clusters. Each device in a cluster can
communicate to other devices only through the master node
in the cluster. With the use of gateways, the master node
forwards the message to the upper layer. The next layer, the
Adaptation layer, serves the function of a private cloud.
Even though a cloud environment can handle numerous
services, applications working in a particular domain require
only limited services. The given system uses private clouds
with policies that grant users only required services and
restrict access to users outside the domain. The next layer is
the Internet Layer, which makes interaction among all users
of the IoT-cloud network. The internet layer fetches the
information from the private cloud to the public cloud, and
thus all can access data from the public cloud. The topmost
layer is Service Layer, which connects the entire IoT
network to the outside world. The data access from IoT
devices is retrieved through the private cloud and stored in
the public cloud. With the help of the REST/CoAP [17]
application, the outside world can access the data.

Advantages: The system can be used for selecting the
trustworthy cloud service provider for integrating into an IoT
network.
Disadvantages: Despite the fact that the system identifies the
trust of different service providers, it will be difficult to
select the best cloud services in real-time when a large
volume of data is generated from an IoT like environment.
To improve security in the IoT cloud environment, Choi et
al. [11] have advised a secure ontology-based power system
that can be generated by analyzing and evaluating various
vulnerabilities in the IoT - Cloud and power environment.
The authors described a four-layer framework comprising a
cloud layer, a security context inference layer, an IoT layer,
and an application layer. The Security Context Inference
Layer forms a Web Ontology Language (WOL) by gathering
security-related information from the IoT layer and using
OWL to define the security context [12]. The response
module will then be executed according to the defined
security context.
Advantages: In the proposed system, the authors mentioned
the ontology-based IoT cloud environment used in power
systems, but taking into account the context of the system
makes it adaptable to any environment is different. It also
takes into account attacks from security elements such as
malicious bot detection, test profiling, agent protection, etc.
Disadvantages: The system is mainly discussed how
different IoT devices can be managed securely. But the
system makes no mention of implementation feasibility in
terms of cost or interoperability.

The advantage is that since security functionality is spanned
into different layers, further security enhancement can be
done layer-wise.

Han et al. proposed a Cloud-IoT [13] framework integrated
with a Software Defined Network (SDN) for assessment of
security in different phases of Cloud-IoT system [14]. The
system has considered security requirements at different
stages, from collecting data using IoT devices, then
transmitting data using private/public cloud and up to be
analyzed in the cloud storage platform. The authors specified
23 metrics that can be considered in the end- to-end security
assessment for any SDN Cloud-IoT network. These
indicators are classified into three different layers.

4. Integration with edge computing
The advantage of Edge computing [18], [19] over cloud
computing is its improved response time. It is done by
making the storage and computing closer to the source of
data like IoT devices [20]. By implementing edge
computing, security in IoT can be enhanced without creating
communication delays [21]. A number of Edge-IoT systems
configured to integrate data security or to reduce compute or
communication latency [18] have been reviewed here. Hsu et
al. introduced a system [22] that uses Edge computing for
authentication, au- thorization, and accounting (AAA) on an
IoT network before it is accessed on the network. Efficiently
execute all processes in AAA; the IoT network must require
supported devices. Using the concept of Edge computing,
resource-limited devices use the power of devices near the
user to perform AAA operations. In the framework of this
proposal, the powerful Near- user device is called a security
agent. The agent can be a router, mobile phone, or any other
device that can be used to run cryptographic algorithms. The
necessary AAA operations before communication between
IoT devices are performed by security agents. The only function each IoT device needs to do is establish secure
communication with the security agents, and then the agents
will perform other security functionalities. Since the
communication of two IoT devices is through an agent, the

1. Perception Layer Indicators: These indicators are used
for the assessment of the security of data collection in
IoT devices. Eight indicators among 23 are to be
assessed for ensuring device hardware security, security
of software in devices, and access control of the received
data.
2. Software-Defined Network Layer Indicators: Here, the
systems should mainly deal with the security in network
communications. Five indicators are considered for
analyzing security issues in the transmission of data
between spatially distributed devices
3. Cloud-based Application Layer indicators: The last layer
includes ten indicators used for evaluating the security of
user’s data in a virtual cloud environment.
The authors describe well the metrics to consider when
evaluating the security of an SDN cloud IoT network at all
the steps that can be applied to evaluate other cloud -
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system also highlighted methods to manage the privacy from
agents too. The authors also describe simplified key
management, anonymous user/device authentication, and a
data security scheme. One of the issues of this scheme is the
finding of nearby powered devices. Maybe the developers
need to deliberately distribute power devices in the network.

other authenticated members.
Advantages: The system proposed is using a decentralized
authentication system, so it will be highly scalable. Since the
blockchain network is less fault-tolerant, the failure of one
node doesn’t affect the authentication procedure.
Disadvantages: Blockchain is only used for the purpose of
authentication. So, no data is getting the security of
blockchain.

Likewise, Martin and colleagues have proposed an
architecture [23] for IoT applications that use edge
computing to reduce response latency for real-time
applications. Although the system described in [24] uses
cloud computing with Constrained Application Protocol
(CoAP) [25] architecture to solve heterogeneity issues, it
cannot efficiently store and process high volume and
elevation data from IoT devices. This proposed system
introduced edge computing into the intelligent gateway of
the λ-CoAP architecture to reduce communication latency.
The intelligent gateway also provides a set of components to
filter the data into data to be processed immediately or to be
transferred to the cloud. The system also includes an HTTP
manager to control all functions from the outside.

Gang et al. demonstrated an efficient storage mechanism
[31] in blockchain-integrated industrial IoT (IIOT) networks.
The system is called ChainSplitter, where blockchain and
cloud are used to create a decentralized storage mechanism.
A three-layer scheme is used to create a very efficient
storage mechanism. The first layer is the local IoT netwo rk,
the second layer is the blockchain overlay network, and the
third layer is the cloud network. The IoT layer considers the
blockchain as the main storage management system. It
detects the data and passes it on to the second layer. Due to
the blockchain’s security function to achieve data
immutability and reliability, data storage creates a bottleneck
in the long term. In order to avoid this, the proposed system
uses an overlay network to keep recent blocks and store old
blocks in the cloud infrastructure and thus manage the
storage limit.

Along with considering communication delay and
processing power of
the IoT network as in the abov e
system, reliability and fault-tolerance also need to be
considered. Grover and Garimella have proposed [26] an IoT
system that takes into account all these properties. They
divide the whole system into four levels, just like cloud -fogmist-dew. Where mist represents the IoT devices and fog is
the edge servers. Edge computing can reduce response times,
enforce security, and act as a source of processing power. To
create reliable and fault- tolerant systems, the authors created
a hierarchy in the cloud-fog-mist-dew network. The detected
IoT data is replicated multiple times for use as a backup in
the event of a cloud server failure. The system also provides
edge computation replication for greater reliability. If any of
the edge servers that manage the running applications fail,
the system must choose another server of the same level to
manage the applications in the failed server. To achieve this,
the authors incorporated mobile agents into each device, and
they all work together to manage the network. W hen an
Edge Server fails, the mobile agent in its higher hierarchy
communicates with agents from other Edge Servers to find a
server to run applications on the failed server. These make
the IoT Edge architecture more reliable and fault-tolerant.

Advantage: By moving the old blocks to the cloud network
system, the memory require- ment of blockchain P2P
devices is reduced, and thus the system can be easily
integrated into resource-constrained devices.
Disadvantages: Decentralized data storage is the main reason
for the use of blockchain. The movement of old blocks to
cloud networks actually makes the system a distributed
architecture. Thus, the proposed system can’t be called a
fully decentralized blockchain system.
Resource constraints of IoT devices prevent smooth
blockchain integration. Here, Xu et al. in the system [32]
discuss a blockchain architecture that uses edge servers to
achieve consensus smoothly and also to store data efficiently
and securely [33]. The system includes an IoT network, edge
network, blockchain network, and external network. IoT
devices interact directly with one of the nodes of the
blockchain to store discovered data. In order to store the
detected data as transactions in the block and validate the
block, most consensus mechanisms must use a hash
algorithm. Since IoT devices have limited resources, the
connected edge server is used to compute the hash, and the
result is sent back to the blockchain node. This hash
calculation is shown as computation offloading. The Edge
server also provides a mechanism to offload the cache when
a blockchain node does not have enough memory to
accommodate new blocks.

3. USE OF BLOCKCHAIN
The use of blockchain technology has taken us from a
centralized to decentralized and distributed computing
architecture. The immutability of blockchain, which drives
people to use it for applications, needs reliable, up-to-date
traceability of data. The combination of the IoT and
blockchain, as well as smart contracts, can create a powerful
IoT network [27], [28]. The authors proposed [29] an
Ethereum-based blockchain [30] system that could be
integrated with an IoT architecture to ensure the authenticity
of connected devices and users. The system classifies actors
as managers, users, IoT devices, and gateways that all actors
except IoT devices have Ethereum addresses. To function in
the system, actors must authenticate through the Ethereum
network. The interaction between members in the system
must go through two stages. The first is the validation phase,
where members are verified by the Ethereum blockchain.
The second is the information exchange stage, where all the
authenticated people in phas e one can communicate with

Advantages: With the help of the edge server, the authors
proposed a smooth consensus execution mechanism and
storage management
Disadvantages: For the computation of the hash, the
blockchain nodes are communicat- ing to a pool of edge
servers with their confidential data. So, it is necessary to
authenticate and verify the edge servers before using them.
The above-mentioned blockchain system is envisioned to
create security measures, but here Pouraghily et al., in the
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proposed system [34], blockchain is integrated to allow
sharing of IoT devices/hardware between different untrusted
users. This is mainly done by intro- ducing a trusted third
party [35]. The authors discuss the benefits of sharing IoT
devices, such as reducing capital investment for hardware
deployment. Each IoT device is registered in the blockchain
with an owner. The owners of devices can rent devices to
others, and using blockchain; the users are registered.
Blockchain smart contracts are used to register users and
create exclusive access to IoT devices for privacy. The
authors demonstrated the operation of the proposed system
based on CCTV cameras in a rental property.

4. CONCLUSION
The IoT is widely used in solutions to many public
problems. Even human daily activities are connected to th e
internet through small IoT gadgets. These details may also
involve sensitive information. Sometimes this information
has to be analyzed by powerful machines. Realize that
technologies like the cloud, the edge or the blockchain are
integrated into the IoT. This article attempted to explore
various recommendations to improve data security, privacy,
trust, and storage optimization when integrating IoT with
cloud computing, edge technology, or blockchain. Research
shows that these technologies cannot meet all the
requirements of IoT systems but only to a certain extent.
Compared to other technologies, blockchain is more
powerful in meeting the properties of IoT. Research shows
that combining more than one technology can fulfill more
IoT requirements, such as blockchain and cloud integration
with IoT or blockchain and advantages with IoT. Can use
cloud computing if you need more storage, can integrate
edge computing if applications require fast response times.

Advantages: Since the smart contract is handling the
confidentiality of data from a shared device, attacks can be
prevented.
Disadvantages: Most IoT devices are generating large
amounts of data. If the devices are shared, they, in turn,
generate much more data. The system is not discussing an
optimized method for handling these amounts of data.

We believe the study has generated some interest amo ng
researchers for future work.
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Abstract

forensics, network forensics, mobile forensics, memory
forensics, cloud forensics, etc.

Memory forensics plays an important role in digital forensic
investigation, as it can provide vital information, which can
sometimes serve as evidence to the investigator. Memory
forensics deals with the acquisition or dumping, and anal ysis of a system’s volatile memory. In the case of malware
attacks, volatile memory is sometimes the only source for
investigating malicious attacks. By analysing the volatile
memory, the investigator gets information such as network
connections, chat messages, account credentials, encryption
keys, running pro- cesses, injected code fragments, and
internet history. Memory acquisition and analysis are the
two main processes in memory forensics. Two major tools
used in Linux memory forensics are LiME (Linux Memory
Extractor) and Volatility. This research proposes an open source framework integrated with Blockchain, which
contains the open-source tools LiME and Volatility for
memory forensics. This framework can ensure the integrity
of memory forensics investigation with the help of
Blockchain.

Memory forensics deals with the acquisition or dumping,
and analysis of a system’s volatile memory. Volatile
memory is very crucial for the investigator as it can help
him/her to understand the state of a compromised system
and give a great insight into how an adversary might’ve
attacked the system. In the case of malware attacks, volatile
memory is sometimes the only source for investigating such
malicious attacks. The recent trend in malware technology is
that most of them are only memory-resident. That means
analysis of non- volatile evidence won’t give us convincing
clues about the presence of malware attacks. Memory
forensics [4] investigation can provide insights into runtime
system activity, including recently executed commands or
processes and open network connections. In many situations,
critical data pertaining to attacks or threats will exist solely
in RAM memory (examples include account creden- tials,
network connections, chat messages, encryption keys,
running processes, injected code fragments, and internet
history, which is non-cacheable). Any program (malicious or
otherwise) must be loaded in memory in order to exe- cute.
This situation makes memory forensics critical for
identifying attacks. As attack methods become increasingly
sophisticated, memory extraction and anal- ysis tools and
skills are in high demand for security professionals today.
Many network-based security solutions such as firewalls and
antivirus tools are unable to detect malware that is written
directly into a computer’s RAM memory. In- formation
security teams should look to memory forensics tools and
experts to protect invaluable data and business intellig ence
from stealthy attacks such as fileless in-memory malware or
RAM scrapers. Memory Forensics involves two steps such
as evidence acquisition and evidence analysis.

Keywords: Memory Forensics, Blockchain, LiME, Volatility
1.

INTRODUCTION

In this digital world, technology is growing in a rapid
manner, and these technologies are sometimes used for
illegal activities. These illicit activities are referred to as
digital crimes or cybercrimes. The process of scientifically
enquir- ing about these crimes and presenting the evidence in
a court of law is termed digital forensics investigation. In
some situations, the investigation is performed in a corpo rate
environment. Digital Forensics investigation [29] is defined
as the process of investigating the digital crime, which
contains the following processes such as identification,
preservation, extraction, documentation, and reporting of
computer evidence which can be used by the court of law or
the corporate management. It is the science of finding and
extracting evidence from digi- tal media equipment like
computers, mobile phones, servers, or networks. The process
of digital forensic investigation includes Identification
(identifies sources of relevant evidence (devices) as well as
key custodians and location of data), Preservation (data
isolate, secure and preserve), Analysis (identify tools and
techniques to use, process the data and interpret the analysis
results), Report- ing (reports are based on proven techniques
and methodology), Presentation (the process of
summarization and explanation of conclusions is done).
Digital forensics has a number of subdomains such as dis k

The first phase of memory forensic investigation is creating
the memory dump or core dump of the system, and the
memory dump can be defined as the snapshot capture of
system memory / RAM data from a specific instant of attack
or crime. The memory dump contains valuable data about
the state of the machine before an incident such as a crash or
security compromise happened. These forensics data can be
useful for identifying the cause of an incident and other key
details about what happened to the system. Nowadays, there
are a lot of tools for acquiring memory dump from a system.
Some of them are licensed, and some are open source in
nature. MoonSols DumpIt is a compact tool that can make it
easy to save the contents of your system’s physical memory.
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DumpIt is a console utility but no need to open a command
line or master a host command-line switch. Instead, the user
needs to do only a double click on the executable is enough
to generate a copy of the RAM in the current directory.
Another important tool Magnet Forensics is a free RAM
capturing or memory imaging or dumping tool, which is
used to capture the RAM of suspects systems, allows
investigators to recover and analyse the valuable information
that is only found in the RAM memory of the system. The
other tool Belkasoft Live RAM Capturer It is a free forensic
tool to reliably extract all content of the system’s volatile
memory, even if it was protected by some active antidebugging system. Memory dumps captured with Belkasoft
live ram capturer these live rams captured can be analyzed
with any RAM analysis software. In the case of Linux
operating systems, the memory dump tools available are
Acquire Volatile Memory Linux (AVML) is a tool recently
open-sourced by Microsoft. The tool is built using rust-lang
and has been found to be stable across most Linux distros.
LiME is another excellent tool written in C and, when
compiled, produces a kernel module that is used to extract
the physical memory.[2]

3.

Volatility [15] is a single, cohesive framework that analyses
RAM dumps of windows, Linux, Mac, and Android
operating systems. Its design allows to easily support new
operating systems and architectures as they are released. It’s
Open Source GPLv2, which can read it, learn from it, and
extend it. It’s written in Python, an established forensic and
reverse engineering language with loads of libraries that can
easily integrate into volatility. Most forensics investigators
are already familiar with the Python language and don’t want
to learn new languages. Other memory analysis frameworks
require using Visual Studio to compile C# DLLs, and the
rest don’t expose a programming API. Volatility Runs on
Windows, Linux, or mac analysis systems (anywhere Python
runs) - a refreshing break from other memory analysis tools
that only run on windows and require .NET installations and
admin privileges just to open.
Extensible and scriptable API in volatility gives the power to
go beyond and continue innovating. For example, we can
use volatility to build a customized web interface or GUI,
drive your malware sandbox, perform virtual machine
introspection or just explore kernel memory in an automated
fashion. Analysts can add new address spaces, plugins, data
structures, and overlays to weld the framework to their needs
truly. Volatility’s unparalleled feature sets are based on
reverse engineering and specialized research. Volatility
provides capabili- ties that Microsoft’s kernel debugger
doesn’t allow, such as carving command histories, cons ole
input/output buffers, USER objects (GUI memory), networkrelated data structures, etc. In addition, volatility can analyze
the output files from the memory acquisition tools in any
format such as raw dumps, crash dumps, hibernation files,
VMware .vmem, VMware saved state and suspended files
(.vmss/.vmsn), VirtualBox core dumps, LiME (Linux
Memory Extractor), expert witness (EWF), and direct
physical memory over Firewire. We can even convert back
and forth between these formats.

The second phase of memory forensics is analysis of
physical memory dump and extracting the valuable forensics
data or evidence from the dump. There are several analysis
tools available for the memory forensics domain. One of the
best Memory Forensics analysis tools in the technology
domain is BlackLight, and it provides details of user actions
and reports of RAM memory image analysis. Volatility is
another memory forensics tool that is open source in nature.
It helps the investigators to understand the power of
analyzing the runtime state of a system using the data found
in RAM memory dumps. This tool is available for Windows,
MacOS X, and Linux operating systems. Another vital tool
SANS Investigative Forensic Toolkit (SIFT), is a popular
digital forensics open-source tool that comes with all the
essential features. It supports Advanced Forensic Format
(AFF), RAW (dd) evidence formats, and Expert Witness
Format for deep analysis.[1]
2.

VOLATILITY

Fast and efficient algorithms used in volatility helps to
analyze RAM dumps from large systems without
unnecessary overhead or memory consumption. For
example, volatility is able to list kernel modules from an
80/160 GB machine with any operating system in just a few
seconds. Of course, there is always room for improvement,
and timing differs per command in volatility; however, other
memory analysis tools take several hours to do the same on
much smaller memory dumps. Volatility was designed by
forensics, incident response, and malware experts to focus
on the types of tasks these analysts typically form. As a
result, there are things that are often very important to
forensics analysts.

LIME

Linux Memory Extractor (LiME) is an open-source forensics
tool that helps investigators to capture volatile memory
(RAM) from a running Linux-based system. It is considered
the first tool of its type that also supports the cap - ture of
memory from Android devices. Forensics physical memory
analysis is an essential process to investigations as volatile
memory contains a significant number of information such
as process details, network details, etc., that is oth- erwise
unrecoverable. Lack of such information can make specific
investigative scenarios impossible.
With LiME, we have the option to either write to disk or
transfer over the network. To write over the network may
pose issues with firewalls or high network usage
environments. In a real-world scenario, we would be writing
to some form of external media. To write to disk use the
command:

4.

BLOCKCHAIN

Blockchain,[13] sometimes referred to as Distributed Ledger
Technology, makes the history of any digital asset
unalterable and transparent through de-centralization and
cryptographic hashing. Blockchain is a series of a connected
data structures called blocks that contains or tracks
everything that happens on s ome distributed systems on a
peer to peer to network. Each block is linked to and depends
on the previous block forming a chain, resulting in an
append-only system: a permanent and irreversible history
that can be used as a real-time audit trail by any participant
to verify the accuracy of the records by simply reviewing

sudo insmod lime-4.9.0-8-amd64.ko "path=/media/external/
dump.mem format=lime timeout=0"
To write over the network use the command
sudo insmod lime-4.9.0-8-amd64.ko "path=tcp:4444 format
=lime timeout=0"
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data itself.
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fraud”, “External fraud”, and “Clients, products, and
commercial enterprise practices” (the latter consists of, eg,
cash laundering). Moreover, there exist preferred concepts of
dealing with operational chance, which country particularly
that “chance control normally encompasses the approach of
figuring out dangers to the bank, measuring exposures to the
one's dangers (in which possible), making sure that a green
capital making plans and screen application is in place,
tracking chance exposures and corresponding capital wishes
on an ongoing basis, taking steps to manipulate or mitigate
chance exposures and reporting to senior control and
consequently the board at the bank's chance exposures and
capital positions.

Abstract
The economic price of financial statement fraud remains
trouble for organizations and society. The research problem
addressed on this study became the limited threat control
techniques to be had for the early detection and prevention
of financial statement fraud with the aid of using corporate
managers. These strategies are important to the proactive
prevention of fraud. This study is important to the future
trustworthiness of financial statements. The motive of this
qualitative, multiple-case study became to explore current
early detection and prevention strategies in financial
statement fraud the use of a threat control conceptual
framework. The research query centered on cutting-edge
fraud detection and prevention rules and threat control
techniques that might be presently used for proactively
detecting and stopping financial declaration fraud. Multiple
assets of information have been used, which include
analyzing the latest financial fraud scandals, documents,
and past research. The qualitative records have been coded
and analyzed using the idea of risk management, along with
triangulation to make certain credibility. The key findings
indicated that cutting-edge practitioners are moving beyond
the era of reactive measures born from the past fraud crises
and are operating in the direction of progressed financial
statement quality and trust. The outcomes of the study also
indicated that future research must encompass proactive
strategies for preventing fraud. This examination is socially
significant due to the fact it may enhance the cap potential to
trust financial statement reporting in the future and enhance
company reputations.

All those even though the quantity to both calculations of
regulatory capital to account for operational losses (the
usage of Basic Indicator, Standardized or Advanced
Measurement Approach) or following essential concepts of
operational chance control (like eg, setting up 3 traces of
defense: (1) line control; (2) functionally impartial company
operational chance function; and (3) impartial evaluation and
consequently the task of the bank's operational chance
control controls, processes, and structures).To be extra
proactive, one desires techniques for direct fraud detection
and prevention.
2. PROBLEM STATEMENT
The economic cost of monetary statement fraud continues to
be a difficult for organizations and society. finances fraud
indirectly, and negatively, affects employees, investors, and
the efficiency of the markets. finances fraud is also a
deliberate misstatement of the material facts of an
organization’s accounts that has significant negative effects
on the economy, as highlighted by the actions of the u. s.
Securities and Exchange Commission (SEC) following
instances of fraud (Gupta & Gill, 2012). the final problem is
that the economic impact of economic statement fraud. in
keeping with (Perols et al., 2017), fraud, in general, carries
an annual cost to organizations and investors of nearly 5% of
revenues. additionally, the fraud report of the 2016
Association of Certified Fraud Examiners (ACFE) showed a
record high of 2410 occupational frauds across 114 countries
with an entire loss of $6.3 billion (Westhausen, 2017). the
precise problem is that corporate financial managers and
auditors may have limited risk management strategies for
detecting and preventing fraud. Ahmed, Mahmood, and
Islam (2016) noted a lack of effective anomaly detection
techniques for fraud, indicating that changes in “normal”
behavior make it difficult to use anomaly detection for
locating fraudulent activity. Albashrawi (2016) noted that
the matter of monetary fraud is industry-wide and global.
there is a general gap within the literature on the proactive
prevention of monetary statement fraud.

1. INTRODUCTION
Financial misrepresentation is a wide term, which can be
characterized as "the deliberate utilization of unlawful
strategies or practices to get monetary profit" and also as
“the use of one's occupation for private enrichment through
the deliberate misuse or misapplication of the employing
organization's resources or assets ” and eventually as “any
intentional or deliberate act of depriving another of property
or money by cunning, deception or other unfair acts”,
presently commonest fraud types are depicted in Figure 2
and include bank fraud, corporate fraud, and insurance fraud.
Fraudulent activities are part of the risk, which is described
as “the risk of loss because of insufficient or failed inner
processes, humans and systems or from outside events”. This
consists of legal risk excludes strategic and reputational risk,
in which felony chance consists of, however, is not
restrained to, publicity to fines, penalties, or exemplary
damages because of supervisory actions, additionally as
personal settlements.
In particular, in the Basel class of operational chance types,
monetary fraud is commonly subsumed under “Internal
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3. PURPOSE OF THE STATEMENT

anonymity and availability of these remote methods gave
rise to the prevalence of organized crime in credit card fraud.
A typical method for identifying credit card fraud is to
analyze customers' regular spending habits and flag
transactions that are noticeably off the model.

The purpose of this multidimensional case study is to
explore current early methods of detecting and preventing
financial reporting fraud. A qualitative survey with multiple
case studies provided an opportunity to explore current
practices for detecting and preventing fraud from a
participant perspective. Examining methods of detection and
prevention using a qualitative approach and involving
practitioners, appeared to provide a better understanding of
current practices for detecting and preventing fraud in a
corporate setting as well as an understanding of the auditors’
perspective in discovering financial fraud. The design of
many case studies was suitable for a deeper understanding of
the topic through detailed data is rich in the collection of
information. Researchers can build upon current practices to
create proactive models for detecting and preventing
financial statement fraud. Practitioners can develop proactive
risk management procedures for preventing fraud, and
auditors can develop guidelines for risk oversight and early
detection of fraud. The implication for social change was the
ability to trust financial statement reporting in the future and
thus improve corporate reputations.

4.1.2

Mortgage fraud

Mortgage fraud is a specific form of financial fraud that
refers to the manipulation of property or mortgage
documents. It is rather often committed to misrepresenting
the value of a property for the purpose of influencing a
lender to fund a loan for it.
4.1.3

Money laundering

Money laundering may be a method employed by criminals
to insert proceeds obtained from illicit ventures into valid
businesses. This conceals the origin of the cash, giving them
the looks of legitimate income and making it difficult to
trace their crimes. concealing is extremely undesirable since
it enables criminals to own vast economic influence.
4.1.4

Financial statement fraud

This section provides a brief description of fraud detection
methods and techniques that can be used today and in recent
history. We rely on several review papers, namely, which
conveniently list the available methods, making additionally
their comprehensive comparison based on the results
obtained in a number of research papers on the topic of fraud
detection and prevention.

Financial statements are the documents released by a
corporation explaining its details like expenses, loans,
income, and profits. they will also include comments from
management on the business performance and expected
issues which will arise within the future. the varied financial
statements that the corporate releases give an overall picture
of the corporate status, and may be wont to indicate how
successful the corporate is, influence stock prices, and
determine if the stocks are eligible for loans. Budget fraud,
also referred to as corporate fraud, involves doctoring these
statements to form the corporate appear more profitable.
Reasons for committing budget fraud include improving
stock performance, reducing tax obligations, or exaggerating
business performance thanks to managerial pressure. budget
fraud are often difficult to disclose thanks to a general lack
of understanding within the field, infrequency of its
occurrence, and therefore the incontrovertible fact that it's
often committed by experienced people within the industry
who can disguise their deceit.

4.1

4.1.5

4.

INTELLIGENT FRAUD DETECTION

Types of financial fraud

We begin with a brief explanation of the considered fraud
types following mostly the convenient exposition of (which
in turn is based, in particular, on the material). Moreover,
gives another good and general insight into the nature of
some fraud types like eg, false financial disclosures and
financial scams.
4.1.1

Securities and commodities fraud

Securities fraud, also known as commodities fraud, refers to
a variety of methods through which a person is deceived into
investing in a company based on false information. It
includes pyramid schemes, Ponzi schemes, hedge fund
fraud, foreign exchange fraud, and embezzlement.
Insurance fraud may be a fraud which will be committed at
any point during the insurance process, and by a person (s)
within the chain. claim fraud occurs when a customer
submits a fraudulent claim as a results of an exaggerated
injury or loss of assets, or a totally fraudulent event. a
standard sort of claim fraud is car insurance fraud, which is
usually committed by faking or intentionally committing
accidents that end in excessive repair and injury costs.
Larger-scale claim fraud also occurs as, for instance, crop
insurance fraud, where an insurance purchaser overstates the
losses thanks to declining agricultural prices or the
consequences of natural disasters. Insurance fraud can
additionally include billing, duplicate claims, and kickbacks
to brokers, also as "upcoding" of things.

Credit card fraud

Credit card fraud refers to the unauthorized use of a personal
credit card to perform fraudulent transactions without this
personal knowledge. Transactions can be made using a
physical card if the card is lost or stolen, or remotely. The
cardholder information may be acquired through several
methods. A scam is when a fraudster poses as a financial
official to convince users to disclose their details, a scanner,
or a user provides an interface to an ATM or POS device,
which can read the card directly, or entire databases of user
information can be obtained provided that the fraudster is
able to breach the respective financial institution's network
security or get the help of an accomplice within the
company. Retrieving a person's credit card is as simple as
blocking messages containing a new or replacement tag. The
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4.1.6

Synthetic identity fraud

areas. However, Bayesian belief networks can sometimes be
more accurate than neural networks and decision trees. The
comparative performance of varied detection methods is
provided in Figure.

According to synthetic identity fraud is that the fastest growing form of monetary crime at intervals the U.S.,
accounting for 10-15% of charge-offs throughout a typical
unsecured loaning portfolio. Especially, artificial identity
fraud value U.S. lenders $ half dozen billion in 2016.

Who is chargeable for the prevention and detection of fraud?
There are two main perspectives - one states that
management has the responsibility for the prevention and for
the detection of fraud. Management: • is liable for the day to
day business operations; • is liable for developing and
implementing controls; • has the knowledge, and authority to
form changes therefore, fraud prevention and detection is
their problem. Audit, on the opposite hand: • has expertise
within the evaluation and style of controls; • reviews and
evaluates operations and controls; and • features a
requirement to exercise ‘Due Diligence’ therefore, fraud
prevention and detection is that the audit’s problem. The
reality is that both management and audit have roles to play
within the prevention and detection of fraud. the simplest
scenario is one where management, employees, and internal
and external auditors work together to combat fraud.
Furthermore, internal controls alone aren't sufficient,
corporate culture, the attitudes of senior management, and
every one employee must be such the corporate is fraud resistant. Unfortunately, many auditors feel that corporate
culture is beyond their sphere of influence. However, the
audit can take steps to make sure that senior management is
conscious of the danger and materiality of fraud which all
instances of fraud are made known to all or any employees.
Also, audit cal also encourages management to develop
Fraud Awareness Training and a Fraud Policy to assist
combat fraud.

Following, artificial identity may even be a state of affairs,
wherever fraud perpetrators mix fragments of taken or
pretend data to make a replacement identity and apply for
monetary merchandise. All artificial identity fraud forms,
namely, ancient (a fusion of valid data from multiple real
people), manipulated (all real data many single person with a
pretend national ID), and created (wholly pretend data,
together with national ID), will exist solely because of
inadequate on boarding and client due diligence.
5.

FRAUD DETECTION TECHNIQUES

There exist various mathematical (e.g., statistical) techniques
wont to detect the above- mentioned also as other sorts of
fraud, a number of which are considered during this section.
it's important to stress that these techniques weren't
developed specifically to deal with numerous fraud issues
but are just used as convenient existing tools. The techniques
in question include Bayesian belief networks, logistic
regressions or logistic models, neural networks, support
vector machines, genetic algorithms and programming,
decision trees, forests, and classification and regression trees
(CART), group method of knowledge handling, text mining,
self-organizing maps, process mining, artificial immune
systems, symbolic logic, also as hybrid methods, which
collectively use several of the just mentioned a quick
evaluation of those techniques. Moreover, Figure shows
fraud detection methods applicable to particular fraud types.

Finally, the audit can review and discuss organizational
goals and objectives to scale back the existence of unrealistic
performance measures. So, there are a variety of things
auditors can do to assist create a fraud-resistant corporate
culture.
6.

LITERATURE REVIEW

From all the different bodies of literature reviewed in this
report, the one dealing with the phenomenon of accounting
fraud is probably the most developed one. The literature on
financial statement fraud covers a wide variety of
disciplinary fields, including (corporate) law, economics,
business and organization studies, accounting, financial
economics, sociology, and criminology. Descriptive studies
provide illustrative examples and use anecdotal evidence –
often obtained from journalistic work or reports issued by
the investigative commission and regulatory agencies – to
identify recurring themes and find commonalities between
different scandals.

A number of metrics are wont to determine the performance
of a specific method, where the three most ordinarily used
ones are accuracy, sensitivity, and specificity. Accuracy
measures the ratio of all successfully classified samples to
unsuccessful ones. Sensitivity compares the quantity of
things correctly identified as fraud to the amount incorrectly
listed as fraud, also referred to as the ratio of true positives
to false positives. Specificity refers to an equivalent concept
with legitimate transactions or the comparison of true
negatives to false negatives. it's usually the case that
computational intelligence (CI) methods perform better than
classical statistical methods. Sensitivity is slightly better for
random forests and support vector machines than logistic
regression with comparable specificity and accuracy.
Genetic
programming,
support
vector
machines,
probabilistic neural networks, and group method of
knowledge handling outperform regression altogether three

7.

CONCLUSION

This short review paper tried to supply an account of fraud
detection and prevention techniques presently available
within the research literature. Following [19], we conclude
our review with the foremost important challenges arising
from combating financial fraud. Computational intelligence
and data mining-based financial fraud detection are subject
to equivalent issues as other classification problems, like
feature selection, parameter tuning, and analysis of the
matter domain. Financial fraud may be a diverse field and
there has been an outsized imbalance in both fraud types and
detection methods studied: some are studied extensively
while others, like hybrid methods, have only been checked
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out superficially. • Privacy considerations. Financial fraud
may be a sensitive topic and stakeholders are reluctant to
share information on the topic. This has led to experimental
issues like undersampling. • Computational performance. As
a high-cost problem, it's desirable for financial fraud to be
detected immediately. little or no research has been
conducted on the computational performance of fraud
detection methods to be utilized in real-time situations. •
Evolving problem. Fraudsters are continually modifying
their techniques to stay undetected, which suggests such
detection methods are required to be ready to constantly
adapt to new fraud techniques.
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Abstract

A. Terminology and Key Concepts:

This paper first studies modern kingdom of post-quantum
cryptosystems and how they can be applied to blockchains
and DLTs.Moreover, the most relevant post-quantum
blockchain constructions are studied, as nicely as their
fundamental
challenges.
Furthermore,
full-size
comparisons are supplied on the characteristics and overall
performance of themost promising post-quantum public-key
encryption and digital signature schemes. Thus, this article
seeks to grant a massive view and useful suggestions on
post-quantum blockchain safety to future blockchain
researchers and developers.

Before beginning to evaluation the kingdom of the art on
post-quantum blockchains (i.e., on blockchains whose
cryptosystems can resist quantum computing attacks), it is
fundamental to introduce numerous simple concepts, when
you consider that some of the terminology may vary in the
literature from one creator to another. It is the first
necessary to word that the idea of blockchain has developed
significantly considering its authentic definition for Bitcoin.
In fact, researchers are still discussing the different
elements that a blockchain has to ponder to be actually
considered a blockchain. The most frequent definition of
blockchain is the one given in the Introduction of this
article: it is a public ledger that shops facts (e.g., transaction
information, an tournament log) that are shared amongst
more than one entities that do no longer necessarily trust
each other. Every transaction on the blockchain is tested
and saved by using following a consensus protocol. Once a
transaction is stored, ideally, it can't be removed from the
blockchain barring making a significant computational
effort. A blockchain node is a computational entity able to
operate operations on the blockchain. It is frequent to
distinguish between regular blockchain nodes, which solely
interact with the blockchain, and full nodes, which have a
reproduction of the blockchain and make contributions to it
through validating transactions.

Keywords: Blockchain, DLT, Blockchain security, postquantum, quantum-resistant, cryptography,
cryptosystem, cybersecurity.
1. INTRODUCTION:

Blockchain is a technological understanding that was once
born with the cryptocurrency Bitcoin and that is capable to
provide impervious communications, records privacy,
resilience and transparency.A blockchain acts as a
dispensed ledger based completely on a chain of data blocks
linked with the useful resource of hashes that allow for
sharing records among friends that do no longer necessarily
trust every other, thus providing a answer for the doublespending trouble. Such elements have popularized
blockchain in the last years and it has already been
advisedas a key science for one-of-a-kind functions
associated to sensible health, measuring structures ,
logistics, e-voting or factories. Blockchain uses a
cryptographic system that can resist quantum attacks to
create a known cryptographic system. For example, postquantum cryptography, quantum proof, secure quantum or
tough quantum. Blockchain customers interact securely
with the blockchain by leveraging public-key/asymmetric
cryptography, which is essential for authenticating
transactions. Hash functions are also key in a blockchain,
on the grounds that they enable for generating digital
signatures and for linking the blocks of a blockchain. The
problem is that both public-key cryptosystems and hash
features are threatened by using the evolution of quantum
computers. In the case of public-key cryptosystems,
invulnerable transaction data might also be recovered
quickly by means of future quantum computing attacks.
Such assaults impact the most popular public-key
algorithms, which includes RSA (Rivest, Shamir,
Adleman). Blockchain basics and cryptographic primitives:

The formerly brought principles have contributed to the
success of blockchain and to its foremost security features:




Decentralization. If one node of the blockchain is
attacked or shut down, its statistics keeps on being
available from the other blockchain nodes.
Data privateness and integrity. Blockchain makes use of
public-key cryptography and hash features for supplying
data privacy, integrity and authentication.
Immutability of data. Once a transaction is saved on the
blockchain, it is not feasible to make similarly
adjustments on it (the solely exception is blockchain
forks, which require to reach a consensus among the
entities that participate on blockchain).

B. Blockchain security primitives:

The safety aspects supplied by blockchain are essentially
sustained with the aid of public-key/asymmetric
cryptography and hash functions, whose position in
blockchain protection is special in the next subsections.
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B.1. Public-key cryptography:

additionally others primarily based on problems like the
discrete logarithm problem, which can be solved fast
through Shor’s algorithm.

A blockchain commonly makes use of public-key
cryptosystems for securing facts exchanges between
activities by means of authenticating transactions by means
of digital signatures. During the signature process, the
signer symptoms with a personal key, while the public key,
which is shared publicly, is used to verify that the signature
is valid. Thus, when a signing algorithm is secure, it is
certain that solely the man or woman with a non-public key
may additionally prefer to have generated fantastic sign.
Public-key cryptography is additionally essential for the socalled wallets, which are non-public key containers that
keep documents and simple data. Thus, in a blockchain
system every person has a wallet that is associated with at
least a public tackle (usually a hash of the customer public
key) and a private key that the person needs for signing the
transaction. In order to spend bitcoins, their owner has to
exhibit the possession of a personal key. To affirm the
authenticity of the received currency, each and each entity
that receives bitcoins verifies its digital signature via way of
the use of the public key of the sender.

B. Hash function security:

In contrast to public-key cryptosystems, traditional hash
functions are viewed to be capable to face up to quantum
attacks considering that it appears not likely the
improvement of quantum algorithms for NP-hard issues.
Although new hash functions have been these days
proposed through academics to resist quantum attacks , it is
typically advocated to make bigger.This recommendation is
related to quantum attacks that can make use of Grover’s
algorithm to speed up brute pressure attacks through a
quadratic factor. Specifically, Grover’s algorithm can be
used in two ways to assault a blockchain:


First, to search for hash collisions and then replace
entire blocks of blockchain. For instance, in the specific
case of the work described, it is proposed to use
Grover’s algorithm to locate collisions in hash
functions, concluding that a hash feature would have to
output 3*n bits to furnish a n-bit protection. Such a
conclusion skill that many contemporary hash functions
would not be legitimate for the post-quantum era, while
others like SHA-2 or SHA-3 will have to expand their
size.



Second, Grover’s algorithm can be used to accelerate
mining in blockchains like Bitcoin (i.e., it is able to
speed up the generation of nonces), which would allow
for recreating whole blockchains fast, as a result
undermining their integrity.

B.2. Hash functions:

Hash features like SHA-256 or Scrypt are oftentimes used
by blockchains due to the fact they are easy to check, but
really difficult to forge, as a consequence allowing the
technology of digital signatures that blockchain users need
to authenticate themselves or their data transactions in the
front of others. Hash functions are also used through
blockchains to hyperlink their blocks (i.e., business es of
transactions that are regarded to occur at the identical time
instant).Such blocks are linked in chronological order,
containing every block the hash of the previous block.It is
simple to hash a block of a blockchain, however some
blockchains like Bitcoin preclude block hashing to make it
meet a unique mathematical condition (e.g., the hash should
incorporate a range of leading zeros ), which slows down
block addition. Finally, it is well worth citing that hash
features are used in blockchains for generating user
addresses (i.e., user public/private keys) or for shortening
the size of public addresses.

3. POST-QUANTUM CRYPTOSYS TEMS FOR

BLOCKCHAIN:
There are 4 primary types of post-quantum cryptosystems
and a fifth form that surely mixes each pre-quantum and
post-quantum cryptosystems. The following subsections
analyze the doable software of such schemes for the
implementation of encryption/decryption mechanisms and
for signing blockchain transactions.
A. Public-key post-quantum cryptosystems:

2. FROM PRE-QUANTUM TO POST-QUANTAM:

A.1. Code-based cryptosystems:

A. Blockchain public-key security:

They are truly primarily based on the concept that supports
errorcorrection
codes.
For
instance,
McEliece’s
cryptosystem is an example of code-based cryptosystem
that dates back from the 70s and whose protection is based
on the syndrome decoding trouble. McEliece’s scheme
presents fast encryption and particularly speedy decryption,
which is an gain for performing rapid blockchain
transactions. However, McEliece’s cryptosystem requires to
store and perform operations with massive matrices that act
as public and private keys. Such matrices normally occupy
between 100 kilobytes and quite a few megabytes, which
may be a limit when resource-constrained units are
involved. To handle this issue, future researchers will have
to find out about matrix compression techniques, as
properly as the use of one-of-a-kind codes (e.g., Low
Density Parity-Check (LDPC) codes, Quasi-Cyclic
LowRank Parity-Check (QC-LRPC) codes) and specific
coding techniques.

It must be first referred to that public-key cryptosystems
strength against classical computing assaults has been
traditionally estimated via the so-called bits-of-security
level. Such a level is defined as the effort required with the
aid of a classical computer to operate a brute-force attack.
For instance, an asymmetric cryptosystem has a 1024-bit
safety when the effort required to attack it with a classical
laptop is similar to the one needed to carry out a brute-force
attack on a 1024-bit cryptographic key.The price of
breaking modern 80-bit safety cryptosystems with classical
computer systems is estimated to be between tens of
thousands and thousands of hundreds of thousands of
dollars. In the case of 112-bit cryptosystems, they are
regarded to be secure to classical computing attacks for the
next 30 to 40 years .However, researchers have decided that
160- bit elliptic curves can be damaged with a 1000-qubit
quantum computer, while 1024-bit RSA would need
roughly 2,000 qubits .Such a danger affects now not only
cryptosystems that rely on integer factorization (e.g., RSA)
or elliptic curves (e.g., ECDSA, ECDH), however
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A.2. Lattice-based cryptosystems:



Lattice-based schemes furnish implementations that allow
for rushing up blockchain person transactions in view that
they are often computationally simple, so they can be
carried out fast and in an efficient way. However, like it
happens with other post-quantum schemes, lattice-based
implementations need to store and make use of large keys,
and involve giant ciphertext overheads.

7. CONCLUSION:

The recent growth on quantum computing has sparked
interest in researchers and developers that work with DLTs
like blockchain, where public-key cryptography and hash
functions are essential. This article analyzed the impact of
quantum-computing attacks (based on Grover’s and Shor’s
algorithms) on blockchain and studied how to practice
postquantum cryptosystems to mitigate such attacks. For
such a purpose, the most applicable post-quantum schemes
were reviewed and their utility to blockchain was once
analyzed, as well as their principal challenges. In addition,
widespread comparisons had been provided on the
characteristics and performance of the most promising postquantum public-key encryption and digital-signatures.
Thus, this article offers a broad view and insights on the
quantum threat on blockchain, and provides beneficial
pointers for the researchers and developers of the nextgeneration of quantum-resistant blocks.

A.3. Hybrid cryptosystems:

Hybrid schemes seem to be next step towards post-quantum
security, since they merge pre-quantum and post-quantum
cryptosystems with the objective of protecting the
exchanged data both from quantum attacks and from attacks
against the used post-quantum schemes, whose security is
currently being evaluated by industry and academia.
4. POST-QUANTUM BLOCKCHAIN PROPOSALS:

Commercial blockchains have also analyzed and addressed
the affect of quantum computers. DLTs like IOTA’s Tangle
claim to be extra resistant than Bitcoin to quantum attacks
that have an effect on tactics like nonce search .In addition,
IOTA has the advantage of being based on one-time hashbased signatures (Winternitz signatures) rather of on ECC.
Furthermore, IOTA is predicted to make use of ternary
hardware (instead of normal binary hardware) that will
implement a new hash function referred to as CURL-P,
which is currently being audited. Finally, it is worth
bringing up that there are other blockchains that have been
devised to replace Bitcoin in the post-quantum era, like
Quantum-Resistant Ledger which replaces secp256k1 with
XMSS.
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Abstract

design stage, before the system or device is used.

The world has become more advanced in communication,
especially after the invention of the Internet. At the same
time, nowadays cybercrime is growing constantly and
many people have been victims of hacking, theft and
malicious software. So here, cyber security plays major role,
to be protected against the criminal use of data, devices,
services and etc..., Especially, financial crime are growing
rapidly and it can be seen everywhere today. One of the
way to be secured from all these malicious activities is cyber
security. This paper deals with cyber security, cybercrime,
it’s detection and prevention.

1.2 Information Security

Keywords: Cyber security - Types of Cyber SecurityThreats of Cyber Security - Fraud Detection –
Preventing Methods - Financial Crime Preventing Methods.

2. CYBER SECURITY THREATS

1.

Information security protects the integrity and confidentiality
of data, both at the end and on the go.

1.3 Operational Security
Operational security includes procedures and decisions for
the management and protection of data assets. Permit users
do not have access to the network and procedures that
determine how data can be stored anywhere or where
everything falls under this umbrella.

2.1 Social Engineering
Social engineering attacks exploit social media to gain
access to important information. The root of all social
engineering attacks is deception. Cyber criminals deceive
and deceive their targets in order to take certain measures,
such as bypassing security measures or disclosing certain
sensitive information.

INTRODUCTION

Cybersecurity is a collection of tools, policies, security
concepts, security protections, guidelines, methods,
practices, training, best practices, assurance and technology
that can be used protect the cyber environment and
organization
and user property. User organization and
assets include connected computer devices, personal,
infrastructure, applications, services, telecommunications
systems, and the content of the information transmitted and /
or stored in the cyber environment .Cyber security strives to
ensure the availability and maintenance of the organization's
security structures and user assets targeted at appropriate
security risks in the cyber environment.

2.2

Mobile Security Threats

Mobile technology can be a great help to businesses, but it
can also put them at risk of cyber security breaches. Findings
from a recent cellular security report conclude that 1 in 5
organizations suffer from cellular security violations. Most
of these attacks come from malware and malicious WIFI.

2.3

Internet of Things (IOT)

Internet of Things (IoT) connects devices from all over the
world via the Internet. This allows a network of devices to
store, send, and receive data. Because of its simplicity, many
people and businesses use it, but the very thing that makes it
easy makes them vulnerable. Hackers can use the Internet
connection as an access point to steal data.

1. TYPES OF CYBER SECURITY
There are four types of Cyber Security they are Network
Security, Application Security, Information Security,
Operational Security

1.1 Network Security

2.4 Patch Management

Network security is the practice of protecting a computer
network from attackers, whether targeted attackers or
malware.

Most attacks start with outdated software. For this reason,
irregularities and software crashes leave companies
vulnerable to certain breaches of certain security
information. As soon as attackers hear about the dang ers of
software, they can exploit it to launch cyber-attacks. This
attack exploits critical vulnerabilities in the Windows
operating system known as Eternal Blue.

Application Security
Application security is focused on keeping software and
devices safe. The installed application may provide access to
data designed to protect it. Successful security starts at the
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3. FRAUD DETECTION AND PREVENTION



Fraudulent activities can cover a wide range of cases,
including money laundering, cyber security threats, tax
evasion, fraudulent insurance claims, fraudulent checks,
identity theft, and terrorist financing, and are rampant in
every financial institution, government, health, public sector,
and public sector. To combat this growing list of fraudulent
transaction opportunities, organizations are using state-ofthe-art technology to detect and protect fraud and risk
management strategies, incorporating large data sources and
real-time monitoring, and using analytical and speculative
techniques, such as Machine Learning, to create fraud
scores. Fraud detection by data analytics, fraud detection
software and tools, and fraud detection system enable
organizations to predict common fraud schemes, automated
data indicators using automation, manually and continuously
monitoring crime transactions in real time, and targeting new
and advanced strategies. Fraud detection and protection
software is available for both open source software.
Common features in analytics software analytics include:
dashboard, data import and export, data recognition,
integration of customer relationship management, calendar
management, budget, planning, multi- user capacity,
password
management
and
access,
Application
Programming Interfaces (API), dual- authentication feature
authentication,
billing,
and
customer
information
management.







Machine Learning Machine - analytics Machine
Learning automatically identifies features found in fraud
Pattern recognition - detects patterns or collections of
suspicious behaviour
Download and integrate all types of data across all
channels and incorporate them into the analysis process.
Keep track of all activities and use behaviour analytics to
make real-time decisions.
Incorporate a mathematical culture into every aspect of
business by seeing data.
Use layered security techniques.

5. FINANCIAL CRIME

Fig.2 Financial Crime
Financial crime over the past 30 years has been a major
concern for governments around the world. These concerns
stem from various issues because the impact of financial
crime varies from situation to situation. Today it is wellknown that the increase in economic crime in many societies
poses a significant threat to economic development and
stability .It is possible that financial crime is divided into
two very different types of behavior, albeit closely related.
For example, the exploitation of internal information or
fraudulent acquisition of another person's property will be
done regularly for the sole purpose of making material gain.
Alternatively, a person can engage in fraud to protect
another person's interests. Second, there are financial crimes
that do not involve the taking of dishonest benefits, but
which protect the profits already made or facilitate the taking
of the benefit.

5.1 Technologies
One can create a charger blockchain where you can record
all entries - debts, potential debts and all sorts of defined
risks. The state of the ladder can be repeated across multiple
bank nodes, so it would not be possible to interrupt without
being caught. However, someone will still need to sign when
something different. One may have another manager from a
different region take over the job from time to time, for the
purpose of reporting any differences. This is especially
common in the private sector, where one manager fills the
other during the holidays. It helps senior managers find an
alternative and not have curtains to look at the health and
performance of the unit.

Fig.1 Fraud Detection

4.







FRAUD
DETECTION
TECHNIQUES

AND

PREVENTION

Calculation of mathematical parameters, such as
measurements, quantiles, and performance metrics
Postpone analysis - estimates the relationship between
independent variables and dependent variables
Distribution of opportunities and models
Data Matching - used to compare two sets of collected
data, delete duplicate records, and identify links between
sets
Time series analysis
Data Mining - Data mining for fraud detection and
prevention includes data collections where millions of

5.2 Artificial Intelligence
Graph / Network Statistics to easily identify relationships
between businesses to support proper efficiency and
continuous monitoring of businesses and suspicious
activities. Good allocation of crime patterns between
institutions, to help find and capacity for intervention. The
financial institution asks for the confidential information of

transactions can be made to find patterns and detect
fraud


Neural Networks - suspicious patterns are studied and
used to detect repeated duplication
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another financial institution using homomorphic encryption
and zero-ignorance technology. This technology can allow
financial institutions to authenticate certain types o f
information to each other without compromising the privacy
and security of the data provided. The information has been
based on a number of institutions using shared information
which, in turn, analyses fraud, financial fraud and sanctions
monitoring objectives.

broader sector initiatives designed to reduce risk and
improve compliance.

6. CONCLUSION
Today due to high internet access, cyber security is one of
the world's greatest needs as cyber security threats are a
major threat to national security. Not only the government
but also citizens must spread public awareness to constantly.
update your systems and network security settings and use
the appropriate anti-virus so that your system and network
security settings remain free of viruses and malware.

5.3 Financial Institution
Conduct risk assessments based on banking products,
services, geographies and clients to better understand the
nature of the threat. Integrate the efforts of the various
sectors involved in financial crime prevention across the
organization to identify interdisciplinary interactions,
processes and technologies; this will help reduce layoffs and
improve processes. Improve availability and data quality to
support real-time transaction monitoring and advanced
statistics. Use advanced analytics to get a complete view of
the threats and organizations that cause them; this will help
to identify complex and subtle threats, as well as those that
arise, early and effective. Promote a culture of high ethics
and integrity by setting accountability standards, establishing
controls and policies, co-operating with regulators and
increasing employee awareness. Actively participate in
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knowledge of solutions and the usage of plan computing
ideas have gained sizable interest in recent years. Graphbased methods provide unique answer opportunities for
economic crime detection. However, imposing such options
at an industrial scale in real-time economic transaction
processing systems has introduced numerous application
challenges to light. In this paper, we talk about the
implementation difficulties modern-day and next-generation
plan solutions face. Furthermore, monetary crime and digital
payments developments point out emerging challenges in the
persevered effectiveness of the detection techniques. We
analyze the danger panorama and argue that it presents key
insights for developing graph-based solutions.

Fraud detection encompasses a set of processes and
analyses that identify and prevent unauthorized financial
activity, such as credit card fraud, identity th eft, cyber
hacking, and insurance fraud. Fraudulent and dishonest
conduct that accomplishes financial gain, including the
illegal conversion of property ownership, is generally
considered to be a financial crime.
Our research focuses on detecting and preventing financial
crime.
Financial Crime Preventing:Firms have specific necessities on client due diligence,
transaction monitoring, reporting suspicions of money
laundering, preventing bribery and corruption, managing
fraud risks, and preventing market abuse. Financial Crime
Prevention adopts the risk-based strategy and considers
monetary innovation in its strategic plans and operational
duties to make sure it achieves the absolute best possible
level of effectivity and effectiveness.

Identifies the key principles in evaluating the relative merits
of rules and crime control: regulation emphasizes persuasio n
and cooperation alternatively of policing, prosecution, and
punishment, which are related to crime control. Relates them
to the one-of-a-kind traits of financial crime such as the
difficulties of measuring it and morally assessing it: offenses
involving market legislation are occasionally regarded as
“technical”. Asks how far the two strategies are collectively
one of a kind as an alternative than complementary and
refers to Braithwaite’s model of an enforcement pyramid.
Sets out the prerequisites in which regulation, together with
self‐regulation, is likely to work, whether crook deterrence
works and the ethical and symbolic position of crook law.
Concludes that tremendous rules require a huge range of
strategies and sanctions with the stability of moral and
instrumental dimensions.

In recent years, the exceptional boom in digital repayments
fueled consequential adjustments in fraud and economic
crimes. In this new landscape, traditional fraud detection
approaches such as rule-based engines have mostly become
ineffective. AI and desktop getting to know solutions the
usage of plan computing principles have won significant
interest. Graph neural networks and emerging adaptive
options provide compelling possibilities for the future of
fraud and monetary crime detection. However, imposing
graph-based solutions in economic transaction processing
systems has added numerous barriers and software issues to
light. In this paper, we overview the modern-day tendencies
in the landscape of monetary crime and discuss the
implementation difficulties modern and emerging format
solutions face. We argue that the software demands and
implementation challenges furnish key insights in
developing tremendous solutions.

Every business in the UK faces dangers from economic
crime – from financial institutions to wholesale power
providers, from producers to retailers, from development
organizations to property agents, from media and telecoms
carriers to charities. Whatever your business, at any place
you sit in the distribution chain, you ought to be conscious of
the vulnerabilities of your enterprise mannequin and take
steps to mitigate these risks.
By following our top ten tips, businesses can be as well
prepared as possible to address any issues that arise.

The upward shove of digital payments has precipitated
consequential modifications in the monetary crime
landscape. As a result, traditional fraud detection strategies
such as rule-based systems have mostly come to be
ineffective. Artificial Genius (AI) and desktop gaining

1. KNOW WHAT LAWS APPLY
It may sound obvious, however, it is indispensable to
understand the legal guidelines that apply. Everyone doing
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business in the UK is a concern to the Proceeds of Crime Act
2002, Terrorism Act 2000 and different counter-terrorism
legislation, Bribery Act 2010, the economic sanctions
regime, and the failure to stop facilitation of tax evasion
offenses in the Criminal Finances Act 2017 (CFA). Many
businesses, now not solely those regulated by way of the
PRA and FCA, fall inside the "regulated sector" and
consequently ought to comply with the Money Laundering,
Terrorist Finance and Transfer of Funds (Information on the
Payer) Regulations 2017 (MLRs). For example, industrial
lenders, have faith and organization carrier providers, high cost sellers – all of these ought to have in the vicinity the
policies and approaches the MLRs to require, and should
register with the terrific supervisory authority. So,
understand what laws, and indeed what enterprise and
regulatory guidance apply.

2.

precisely what you require.

7.

TRAIN YOUR S TAFF

Businesses that assume a group of workers to study a dense
set of policies can discover a disengaged team of workers
who no longer understand the risks they face. Training that
calls out the dangers and necessities in way personnel
recognize will be some distance greater effective. Where
possible, educate every department separately, so the
workforce can recognize how the insurance policies related
to their jobs.

8.

MONITOR ADJUS TMENTS IN REGULATION AND
COMPLIANCE WITH POLICIES

Once you have a set of policies, it is fundamental to retain
them beneath review. Things change, not completely the
laws, but moreover the business. If you enter a new
organization line or new geographical area, your insurance
policies will favor review. It is additionally necessary to
have a compliance monitoring program in location to test
your policies work and that personnel and, the place
relevant, agents, comply with them. A pristine set of unread
insurance policies is no top to anyone.

GET YOUR THREAT AS S ES S MENT RIGHT

The high-quality policies stem from the most properly
thought-out threat assessments. All companies have only
finite resources, but focussing on the key dangers your
association faces is a resource well spent. Getting the risk
evaluation risk, and carrying it out holistically-all economic
crime risk, all areas of business, all departments, will result
in extra user-friendly, realistic, and tremendous policies.

9.

LEARN FROM YOUR (AND OTHERS ' MIS TAKES )

The satisfactory programs are ones that senior administration
is behind. Statements of ethics publicly promulgated by
senior administration and HR buildings that reward
compliance are far extra tremendous than policies that show
up to be just some other piece of bureaucracy.

There is a growing physique of fighting testimonies from
those who have suffered prosecutions or regulatory
enforcement actions for breach of financial crime prevention
requirements. These published instances ought to be
instantaneous for all organizations – mainly however now
not only those in a similar enterprise to the censored entities
– to check whether they may additionally face similar
dangers and can bolster their insurance policies in any way.

4.

10.

3.

GET S ENIOR
BACKING

ADMINIS TRATION

GRAS P

AND

GET THE PROPER GROUPS INVOLVED

Financial crime prevention is now not a job solely for legal
or compliance. Have a cross -unit group, involving also HR,
procurement, accounts, enterprise development, purchaser
relations, IT... that way, risks from all views can be
identified and addressed.

5.

HAVE
RELEVANT
POLICIES

AND

Tempting even though it might also be to sweep trouble
beneath the carpet and hope no one notices, monetary crime
troubles have a dependency of turning into public. Selfreporting might also additionally appear risky, and will no
longer guarantee any punishment, however, the prosecuting
authorities (SFO) and regulators (FCA) are typically at pains
to provide credit, in the form of lesser fines and punishments
to those who proactively self-report and truly make every
and every effort to address the problem. Asking your
criminal advisers for assistance is a correct s tart – and do not
wait till you recognize everything; the pace is key.

FIT-FOR-PURPOS E

There is virtually no "one-size-fits-all" policy. The pleasant
policies are those that float on from a suitable chance
evaluation and spend the most time and element on the areas
of particular risk. For example, assessing which clients are
the best possible risk, and what due diligence needs to be
carried out on them, or supplying easy comply with training
on the reporting of suspicions.

6.

IF THERE MAY ALS O BE A PROBLEM, DEAL WITH
IT

Fraud detection :
Digital growth coupled with meeting customers’
expectations for convenience is at the forefront of every
organization’s digital strategy. The full lifecycle of customer
engagement, from onboarding to everyday productive use, is
now an omnichannel process. While there are gorgeous
benefits to imparting services in a completely digital fashion,
it can depart companies extra prone to identity-based threats.
The venture will become knowing if new and current clients
are surely legitimate, barring creating a painful personal
experience.

CHECK YOUR 0.33 BIRTHDAY PARTY CONTACTS
AND CONTRACTS

Your doable liabilities no longer lengthen only to the things
to do of your very own staff.
Getting due diligence suited to those you do commercial
enterprise with, particularly those in your grant chain who
may also be "associated persons" for Bribery Act and CFA
features is key. As is making sure your contracts oblige them
to be compliant with applicable felony suggestions in a way
that they apprehend-so, requiring a small intermediary in
South America, for instance, to warrant that they will
"comply with the Bribery Act" is now not going to be highly
satisfactory-the contract must supply an explanation for

In general, fraud detection methods rely on data analysis.
Statistics and techniques based on artificial intelligence are
two general classes of these techniques. Let's get to know
each other better.
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• Data mining
Data mining for fraud detection and prevention classifies,
clusters, and segments the data and robotically unearths
associations and policies within the data which can signify
exciting styles, inclusive of those related to fraud.

• Neural networks

1. Statistical data analysis

Neural networks below fraud detection carry out class,
clustering, generalization, and forecasting of fraud-related
data that may be compared in opposition to conclusions that
might be raised in inner audits or formal financial files.

• Statistical parameter calculation

• Machine learning (ML)

Statistical parameter calculation refers to the calculation of a
range of statistical parameters such as averages, quantiles,
performance metrics, and probability distributions for fraud related data gathered at some point of the facts capturing
process.

Fraud detection with machine learning becomes possible due
to the ability of ML algorithms to study ancient fraud
patterns and apprehend them in future transactions. gadget
learning either uses supervised or unsupervised learning
strategies. In supervised mastering, a random subsample of
all information is manually categorized as either ‘fraudulent
or ‘non-fraudulent. In unsupervised gaining knowledge of,
on the other hand, methods look for not unusual patterns
(i.e., fraudulent) and correlations inside the uncooked data,
and predictions are built without additional labeling.

• Probability distributions and models
In this technique, models and probability distributions of a
variety of enterprise fraudulent activities are mapped, either
in phrases of distinctive parameters or probability
distributions.

• Pattern recognition

• Data matching
Data matching is used to compare two units of gathered
records (i.e., fraud data). The procedure can be carried out
either based totally on algorithms or programmed loops. In
addition, information matching is used to eliminate duplicate
records and pick out hyperlinks between two data sets for
marketing, security, or different purposes.

pattern recognition algorithms come across approximate
classes, clusters, or patterns of suspicious behavior, either
automatically (unsupervised) or manually (supervised).
Other strategies which include hyperlink analysis, Bayesian
networks, decision theory, and sequence matching are also
used for fraud detection purposes. also study: what is email
protection?

• Regression evaluation

Definition, benefits, Examples, and best Practices

Regression analysis permits you to take a look at the
relationship between or extra variables of the hobby. It
additionally estimates the connection among independent
and structured variables. This allows us to understand and
discover relationships between several fraud variables,
which further helps in predicting future fraudulent activities.
Those predictions are based on the utilization styles of fraud
variables in a potentially fraudulent use case.

REFERENCE :

• Fraud and Fraud Detection - A Data Analytics Approach
o By Sunder Gee
• White Collar crime in the Shadow Economy
o Petter Gottschalk & Lars Gunnesdal
• Research handbook on International Financial Crime

2. AI-primarily based techniques

o Barry Rider

Deploying AI for fraud prevention has helped companies
enhance their inner security and streamline enterprise
processes. Through advanced efficiency, AI has emerged as
an essential technology to prevent fraud at financial
institutions. AI-primarily based fraud detection strategies
consist of the subsequent techniques:

• Money Laundering Prevention : Deterring, Detecting,
and Resolving Financial fraud

o Jonathan E. Turner
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Abstract

2.

Financial frauds over the recent years have become a very
serious concern to governments throughout the world. This
concern arises from a variety of issues because the effect of
financial crimes differs in various ways. Today it is widely
recognized that the large prevalence of economically
inspired crime in many societies is a considerable threat to
the development of economies and their solidity. In the
current scenario, technology plays a vital role in society.
Frauds come under life threatening category. Frauds in the
financial sector, or in any sector, for that matter, can cause
mishaps in an individual’s life or the lives of many, or even
topple a government.

Fraud involves many repetitive methods; such as making
check- out procedures a major aspect for fraud detection. For
example, data analysts manage to prevent insurance fraud by
making algorithms and programs to identify usual patterns
and irregularities. Fraud detection is often separated by the
usage of artificial intelligence and analysis of statistical data.

Keywords:

3.

INTRODUCTION

1.1

Fraud detection:

STATISTICAL DATA ANALYSIS:

3.1 Calculation of statistical frameworks.

•
•
•

Regression analysis
Probability distributions and models.
Data synchronisation
3.2 AI TECHNIQUES FOR FRAUD DETECTION:

Frauds, Financial frauds, Prevention,
Detection, Analysis, Networking, Banking,
Transactions, Security, Illegitimate.

1.

FRAUD DETECTION TECHNIQUES

•
•

Fraud detection are a set of activities undertaken to stop
money or property from being obtained through false
pretences. Fraud detection is applied to many industries but
mostly it occurs in banking or insurance. Ventures such as
reorganization, downsizing, transferring data to new
information systems or dealing with a cyber security
imposition could increase institutions’ chances of detecting
fraud. Fraud Management Organizations should monitor
financial transactions, shared locations, devices used, etc, to
detect fraud.

•
•

Data mining- Which can categorize, collect and separate
data to search up to billions of transactions to find
sequences and identify fraud.
Neural networks- These can detect suspicious-looking
sequences, procedures and patterns, and use them to
detect them further.
Machine learning- Machine learning can automatically
detect features commonly found in fraud.
Pattern recognition- This can identify classes, objects,
clusters of data and other sequential patterns of
suspicious bearing.

4.

FRAUD DETECTION PROCESS:

•

•

Capture and collect all data types from every channel
and incorporate them into the analysis procedure.
Consistently monitoring all transactions, exchanges and
employing behavioural analytics to help in real-time
decision making.
Including analytics into every aspect of the endeavour
through data visualization.
Engaging multiple layered security procedures.

5.

ONLINE FRAUD DETECTION TOOLS:

•
•

Fraud detection solutions help organizations to detect high risk, fake, illegal online exchanges. Highly useful tools will
have the capability to continuously supervise all the
transactions, user patterns, devices, such that they help to
analyze and calculate the risk factors to be worked on or
identify potentially harmful and illegal transactions like ad
click spam, bots, stolen cards, etc.

Fig.1 Fraud detection
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An ideal fraud detection and prevention tool should have the
following features:

•
•
•
•
5.1

mobile fraud by evolving individual device profiles and
gaining a better understanding of the customer progress
is a highly essential feature.

Active supervision of all exchanges to detect potentially
high-risk characteristics and fraudulent activities.
Ability to calculate legitimacy of a transaction.
Customer support and implementation of privacy policy.
Alert teams about potentially risky transactions and
exchanges.

By involving and using a unique combination of realtime intelligence, controls, and irregularity detection to
detect fraud, it helps to prevent marketing and affiliate
fraud. Businesses, of any category therefore, will not
pay commission to unworthy affiliates; which also stops
people from paying for products using illegally stolen
identities and cards.



Automated multi-factor authentication to weed out bots
and suspicious users

Seon

SEON is a very powerful and fast AI- powered fraud
detection and prevention platform which has personalized
regulations and an innate equipment board. It allows
organizations to determine their consumers’ digital
footprints, which enables them to identify and remove
illegitimate accounts and stop illegal, fraudulent transactions
and other attacks. As a consequence, it prevents the loss of
money, time, and other resources that result from fraud. It
allows offers the power to smoothen the decision-making
process, perform KYC checks and improving support.

5.3

Xceed

Actimize Xceed is a cloud-based extensive solution that
protects businesses and other organizations of any sector
from online financial fraud and crime while supporting
customers with pertinent and applicable policies and
regulations. The tool has the ability to self learn to adapt to
ever changing attack modes and changes in customer
behaviours and characteristics.

Key Features
 Real-time data engine that provides up-to-date data as
well as zero false positives.
 It is easy to integrate via API to automatically detect and
block fake accounts and illegal exchanges.
 It is user-friendly, modular resultant with flexible
payment plans.
 It provides complete transparency into a customer’s
behaviour and by doing this has records of customer
activity and helps in reducing fraud.
 Filtering and blacklisting of potentially dangerous
accounts and devices.
5.2



Xceed is highly suitable and essential for banks, credit
banks, and similar institutions which offer such services
since it can inculcate advanced financial crime risk
management systems powered by data intelligence, AI, and
big data analytics.

Fraud.net

Fraud.net is a detailed suite of security products that allows
business, e- commerce, travel, and other industries to
identify and prevent a variety of frauds. The platform
includes the fusion of AI, deep learning, big data analytics,
live stream analytics, risk intelligence, and rules -based
decision engines and software to detect and stop fraud with
high precision in real-life.

Fig3: Xceed Key Features




5.4

Kount

Kount is a highly influential, AI-based fraud detection and
protection and trust solution that prevents frauds. The
effectual fraud prevention tool safeguards the customer
journey while providing help to manage disputes.

Fig2:Fraud.net Features Key features


High accuracy in fraud detection.
It provides Real-time Know-Your- Customer (KYC)
and Customer Due Diligence (CDD) analysis,
Comprehensive AI-powered fraud and Anti-money
Laundering (AML) protection for customers.
Xceed also includes behavioural analytics powered by
advanced machine learning technologies.

Fraud.net inculcates the concepts of big data, artificial
intelligence, and data visualization to obtain a better
understanding of the activities and identify and close in
on the fraudulent methods. Identifying and prevent
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verification or solution depending on the risk level.
5.7 RSA
RSA Adaptive Authentication is a solution that uses very
advanced risk calculation and machine learning technologies
to analyze various risk signals and detect fraud with high
accuracy. The powerful fraud detection solution, suitable for
either on-premise or cloud deployment, is highly flexible
with a broad range of deployment and arrangement options.
Furthermore, it employs risk-based authentication techniques
to protect the users from high risks while accessing online
portals, websites, apps, IVR systems, ATMs, etc.

Fig 4: Kount Key Features




Analyzing and deciding the reliability of an identity
behind a login, account creation, and payment process.
Using supervised and unsupervised machine learning to
inspect billions of trust and fraud-related indicators on
which it deduces data-driven decisions immediately.
Artificial intelligence is inculcated to identify and
prevent emerging and existing fraudulent activities.

5.5 Adjust
Adjust fraud prevention suite is a solution tool that
dynamically blocks a wide spectrum of fraud before they
occur.
Specifically, it can detect and prevent common frauds such
as Ad fraud. The tool enables you to monitor, discern and
stop ad fraud, which cause manipulated datasets and stolen
ad budgets.
Key Features
 Ensures that all data sets are clean and trustworthy.
 Multi-layered encryption that allows organizations and
businesses identify and blacklist fraudsters.
 Uses an automatic and dynamic filter to permit only the
legitimate installs while blocking click spams and other
fraud.
 Detects and blocks bot traffic, click injection, fake clicks,
spam, SDK spoofing, and more.
 Automated identification and focusing on abnormal Click
To Install Time (CTIT) patterns.
5.6

Fig5: RSA SIMPLE DIAGRAM
Key features
It is cost-effective and easily distributed and allows the
assignment of verification tokens.
 Designates users to protect personal online transactions,
privacy of accounts, and other data information.
 It provides threat -based authentication based on
possible risks before, after and during user login.
 Includes a self-learning risk- handling engine that
shields systems against apparent and existing fraud
threats
 Analyzes device and user profiles for fraud detection.
 Detecting and Tracking of a flagged user or a device
activity using the inbuilt case management tools.
5.8

IDVision

AppsFlyer

The AppsFlyer Protect360 is an outstanding protection suite
that protects businesses and organizations from ad fraud.
The tool uses algorithms based on machine learning to detect
and analyze the traffic in the overall customer journey during
and after an install, hence detecting and preventing any
unusual app activities from suspicious sources.

Trans Union’s IDVision with innovation is a constructive
fraud and identity security suite that helps to identify and
obstruct online threats. The descriptive solution combines
machine learning and conventional data tools to provide a
detailed understanding for all transactions.
It can automatically predict the risk level of each transaction
and provide the necessary defence. For example, it protects
businesses and other major card holders against credit card
fraud, illegal account takeover and other online crimes.
Key features







It is easy to arrange flexible multi- factor verifications
and an extra dimension of security and privacy for users.
Uses device-based authentication to shield and protect
its’ users and businesses from potential security risks.
It has the capability to analyze users or device
behavioural patterns and stop fraud by detecting and
blocking suspicious transactions, accounts, and
activities.
It uses a custom-made device to identify, supervise and
work on information, analytics, and risk insights and
stops suspicious and fraudulent activities.
Secures each touchpoint with custom risk-based

Fig6: AppsFlyer technique
Key features
 A multi dimensional approach that provides real-time
fraud detection and preventive measures.
 It ensures that users pay only for the actual, userdefined, and verified installations made on their device.
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6.

REFERENCES:

Uses user behaviour and character biometrics to detect
and block bots. The scalable tool can discern bots,
which are widely distributed and highly targeted.
Immediately identifies non-human behavioural patterns,
and stop illegal traffic.

1. https://www.omnisci.com/techn
2.
3.

CONCLUSION:

4.

From the given descriptive analysis, we can understand that
financial fraud is a global problem that can be prevented,
provided appropriate measures and safety precautions are
taken to reduce the number of such cases. Employing such
useful characteristics, such as these tools will protect
sensitive data. The tools mentioned above are very helpful in
their own ways, yet, there may be several ways that are still
undiscovered in which technology can help in preventing
financial frauds. But the key to conquering it lies in the drive
of the financial sector as well as the successful
implementation of protective measures, consistently, in the
present and in the future.
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ulcers from in hospitalized patients and they are divided into
two categories called as the extrinsic and intrinsic factors.
The extrinsic factors are drugs, moisture, mattress quality,
patient handling techniques, pressure and shear friction.
Microclimate, position of the patient, immobility.The
intrinsic factors include Poor nutrition, age, low blood
pressure, duration of mechanical ventilation, vasoactive
medicines, length of stay in ICU ,medical history,Loss of
sensation, paralysis and insensibility.

Decubitus ulcers often known as bed sore or pressure ulcer
are injuries caused to the skin as well as the underneath
tissue that cover bony areas due to long exertion of pressure
on the skin. This situation is commonly experienced by the
bed ridden elderly and people living with major disabilities;
mainly due to spinal cord injury. Many dressing modalities
are developed for pressure ulcer treatment and many
therapies are available but none of these has shown a clear
advantage over the treatment for pressure ulcer. There is a
necessity of advanced research to develop products that are
more effective in avoiding pressure ulcers as this is one of
the most disregarded issues of medical care in Indian
scenario. The proposed work provides a platform for
monitoring and detecting the chance of pressure ulcer
occurrence in the immobile patients or the bedridden
elderly. This would help the care takers to provide better
care by taking precautionary measures for preventing the
chances of pressure ulcer occurrence thereby enhancing the
quality of life of such vulnerable group. This device includes
a sensor based system to continuously monitor human body
parameters; temperature, humidity and pressure ensuring no
discomfort for the patients. The data collected from the
sensor is preprocessed to train the model. A good level of
accuracy is obtained while comparing the proposed model
with other machine learning algorithms.

Wearable technology has made some great advancement in
healthcare embedding the concept of IoT. Various IoT
enabled devices are designed to predict the formation of
pressure ulcers in patients considering external factors.
These wearable devices collect real time data from patients
and intimate the risk of development of pressure ulcers in the
patients and also analyze the data for future purpose. A
motion sensing device with accelerometers developed by
leaf healthcare [3] can sense the motion of the person and
indicate whether the person is at a risk of pressure ulcer. A
pressure sensing bedsheet with e-textile sensing layers [2]
senses the pressure exerted by the person to detect and
predict the possibility of pressure ulcer formation. Another
similar example is discussed in [4] which is the wireless
sensor system that alerts the medical professionals on the
development of pressure ulcers with the help of machine
learning algorithms and IoT. A patient specific algorithm
gives the details about pressure, temperature and other
patient related details to calculate the risk. [5] designed a
pressure ulcer risk assessment system for home scenarios.
This device used accelerometers and sensors to obtain the
movement of the person in the bed. This device can be used
to mount on any types of bed and it can detect movement
and pressure from head to toe. [6] proposed an e-health
image system for pressure ulcer prevention that provides
steadiness and feasibility. It is a device that identifies the
patient’s exposure to the pressure, patient’s body position
and also temperature to see if there is any risk of pressure
ulcer. Smart bed introduced by [7] help patients to change
position without assistance of a caretaker. A smart bandage
[8] for early detection of pressure ulcer can give details
about the pressure induced tissue that cannot be visually
observed. A wearable sensor patch [9] to capture the skin
pressure and temperature will help in the need of position
chnage of a patient.[10] proposed a pressure redistribution
device attached to a mattress which prevents any chance of
pressure ulcers. Another such system is [11] an intelligent
remote monitoring and caution system.

Keywords: Internet of Things, IoT, IoT in Healthcare,
Machine learning, Sensor data, Wearable device
1.

INTRODUCTION

Pressure ulcers are caused due to the damage of skin by
continuous pressure exerted and sometimes followed by
shear and friction. According to European Pressure Ulcer
Advisory Panel (EPUAP) and National Pressure Ulcer
Advisory Panel (NPUAP) [1]. Pressure ulcers usually
appears on the bony areas which can lead to conditions of
ischemia, tissue necrosis or even cell death. These are also
called as pressure sores, bed sores. decubitus ulcers, pressure
necrosis, ischemic ulcers. Pressure ulcers are most
commonly found in elderly, post-surgical patients, ill infants
and children, wheel chair bound patients, Spinal cord injury
patients. The occurrence of pressure ulcers varies from 3%
to 11% in hospitalised elderly patients hence suggesting that
they are prone to more risk than others. Pressure ulcers are
usually found above the bone areas. Pressure ulcers are
formed when the areas prone to immediate friction, cause
damage to skin and in turn will stretch the blood vessels.
This condition occurs when a person is immobile, bedridden
due to severe illness and cannot reposition himself. The body
parts that are prone to pressure ulcers are heels, sacrum hips
and elbows [2]

2.

SYSTEM ARCHITECTURE

The proposed system architecture is depicted in Figure 1. It
describes an overview of the system design in which the
sensor data collected from various sensors. These sensors are
selected based on the parameters that are predominant in the

There are several factors that affect the growth of pressure
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formation of pressure ulcer. The sensors collect data from
the areas that are easily susceptable to pressure ulcer. The
collected data is passed through a sequence of connectivity
of the hardware components for monitoring and analysis. All
the hardware components proposed in the design have low
power consumption; provide accurate value, reliable and
readily available. The raw data from the sensors are sent to
the micro controller unit using an integrated circuit through
an interface so that the interference between the signals is
avoided. The data collected from the sensors are pre
processed and sent across to the cloud database for further
analysis.

thresholds mentioned in Table 1, an intimition is sent to the
stakeholder. We use a NODEMCU-ESP8266 module which
is WiFi enables. The device is connected with a monitoring
module. The monitoring module is deisgned with a mobile
application that helps in visualising the changes in the data
collected from the sensors. The data collected and pre
processed is sent to the remote server on every change in
data values crossing threshold level. The analysis of this data
will be available for stakeholders on the mobile application.
4.

RESULTS AND DISCUSSION

The data collected from the sensors are labelled and then
modelled with decision tree algorithm for classification.
Figure 2 depicts the decision tree that is generated from the
training set in order to classify the two different groups.

Figure 1: System architecure
Pressure ulcer is formed in a bedridden patient when various
external parameters are above a particular threshold. Hence
these values are considered for the computation to decide if
there a possibility of pressure ulcer formation. The threshold
value of each of the parameter considered for the pressure
ulcer is mentioned in Table 1.
Figure 2: Decision tree from training set

Table 1 Parameter and threshold
Parameter
Temperature
Pressure
Humidity

The performance of the classification algorithm is
summarised in figure 3.The column of the matrix represent
the predicted classes and row represent the actual class. The
matrix contain four values; TP(True Positive), TN(True
Negative), FP(False Positive) and FN(False Negative). The
term ‘True’ is if the classifier predicts the class correctly and
‘False’ if the classifier does not predict the class correctly.
The terms ‘Positive’ and ‘Negative’ shows whether the
classifier has predicted the desired class.

Threshold
36°C
32mmHg
25%

The data received at the cloud database is analyzed with
machine learning algorithms to classify the possibility of
pressure ulcer. The proposed method uses ID3(iterative
dichotomiser 3)algorithm given in Table 2, one of the most
efficient algorithm of decision tree [12] . This algorithm uses
information gain to choose on the division of attributes as
represented in Eq. (1)
(1)
Where I(S) is the entropy of dataset, T is subset created from
splitting S by attribute. P(t) stands for probability and I(t) is
subset t’sentropy . Entropy is calculated as given in Eq.(2).
(2)
S is the dataset for which entropy is found. p(x) is
probability of the number of element x in the set S.
3.

WORKING MODEL
Figure 3: confusion matrix

This section describes the working model of the overall
system. The system uses temperature sensor, humidity
sensor and pressure sensor to capture the value of the
parameters from the body of the patient. The proposed
system in the detection of pressure ulcer detection has two
important modules. The data collection and the
preprocessing module are the most important part of the
hardware system. This module includes the sensors
responsible for collecting temperature, humidity and
pressure. The data is collected every 5 seconds and stored in
the gateway to check for the threshold. If the value of the
data collected by the sensor is greater than the value of

From the confusion matrix, the indicators depicted in Table
3 are computed that helps in better evaluating the
performance of the algorithm. Precision is an important
metric that indicates the accuracy of the model in the
classification
(3)
Recall is an indicator to the percentage of correctly classified
results by the model.
(4)

53

C. S. Sung and J. Y. Park, “A monitoring sensor-based
eHealth image system for pressure ulcer prevention,”
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10.1007/s11042-017-4992-3.
[7] Y.-S. Hong, “Smart Care Beds for Elderly Patients with
Impaired Mobility,” Wirel. Commun. Mob. Comput.,
vol. 2018, pp. 1– 12, 2018, doi: 10.1155/2018/1780904.
[8] S. L. Swisher et al., “Impedance sensing device enables
early detection of pressure ulcers in vivo,” Nat.
Commun., vol. 6, pp. 1–10, 2015, doi: 10.1038/
ncomms7575.
[9] J. Mcneill, “Collaborative Research in Medical
Sensing: Wearable Wireless Sensor for Pressure Ulcer
Prevention Collaborative Research in Medical Sensing
: Wearable Wireless Sensor for Pressure Ulcer
Prevention,” 2017.
[10] C. Karen, “Evidence-Based Prevention of Pressure
Ulcers,” Crit. Care Nurse, vol. 33, no. 6, pp. 57–67,
2013.
[11] T. Y. Wang, S. L. Chen, H. C. Huang, S. H. Kuo, and
Y.J. Shiu, “The development of an intelligent
monitoring and caution system for pressure ulcer
prevention,” Proc. - Int. Conf. Mach. Learn. Cybern.,
vol.2, pp.566–571, 2011, doi: 10.1109/ ICMLC.
2011.6016779.
[12] M. Somvanshi, P. Chavan, S. Tambade, and S. V.
Shinde, “A review of machine learning techniques
using decision tree and support vector machine,” Proc.
- 2nd Int. Conf. Comput. Commun. Control Autom.
ICCUBEA 2016, 2017, doi: 10.1109/ ICCUBEA.
2016.7860040.

When the variability of precision and recall is high, F1 score
is computed which takes the harmonic mean of precision and
recall.

[6]

(5)

Figure 4: ROC Curve
Figure 4 summarizes the performance of decision tree
classifier and Table 2 summarises the accuracy of the model.
Table 2: Accuracy of the model
Accuracy
0.97
Error rate
0.02
Recall
0.99

5.

Specificity

0.88

Precision

0.97

Prevalence

0.80

F1 score

0.97

CONCLUSION

The use of remote health monitoring system is a great
advantage especially in the case of elderly who live alone
with limited access to medical services. In this study a
remote monitoring system for immobile patients to prevent
pressure ulcer is proposed. A wearable technology that can
capture temperature, humidity and pressure from human
body to indicate the possibility of pressure ulcer to the
caretaker is designed using sensors. The data collected from
the sensor is trained using decision tree model to get an
accuracy of 97% in predicting the possibility of pressure
ulcer. In future, The internal factors will ne included that can
help better in detecting the possibility of pressure ulcer.
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Abstract

that anyone can join without specific information. All people
who join the network can read, write and participate in this
network that is not controlled by anyone.

This paper mainly focuses on the applications of Blockchain
technology, which can lead to significant changes in our
business environment and will have great impact on
upcoming decades. Thistechnology is impacting a variety of
sections in ways that range from how contract are enforced
to making government work more effectively.

3.2. Private blockchain:
A private blockchain is a special type of blockchain
technology where only a single organization has authority
over the network. So, it means that it’s not open for the
public people to join in. A private blockchain isn’t fully
decentralized like the public blockchain platforms.

Keyword: Blockchain Technologies, New Application.
1.

INTRODUCTION:

3.3. Consortium blockchain:

Blockchain is the backbone of digital crypto currency
bitcoin. It was first introduced by Stuart Haber and W.Scoot
Stornetta in 1991. These two researchers wanted to
implement a system where document timestamps could not
be tampered with. Imagining a world where we can send
money directly to someone without a bank that is money
stored in an online wallet not tied to a bank, simply we are
our own bank and we have a complete control over our
money. This scepticism exists today is understandable
because we’re still very early in the development and
widespread adoption of blockchain technology.
2.

Consortium blockchain is a blockchain technology where
instead of only single organization, multiple organizations
govern the platform. It’s not a public platform rather a
permissioned platform. Moreover, it’s quite similar to
private blockchains as well.
3.4. Hybrid blockchain:
Hybrid blockchain is a revolutionary type of blockchain
technology. The blockchain is uniquely transforming the
world. It enables enterprises, government, and other
organizations to better handle their workflow and improve
their system with better solutions.

WHAT IS BLOCKCHAIN TECHNOLOGY?

Blockchain technology is a public digital ledger of
transactions that records information hack or atter. It collects
information together in group, also known as blocks, that
holds sets of information, the original blockchain is an opensource technology which affers an alternative to traditional
intermediary for transfer of the currency Bitcoin. The
intermediary is replaced by the collection verification of the
ecosystem offering a huge degree of security and speed.
3.

4.

APPLICATION OF BLOCKCHAIN:

Blockchain application go far beyond crypto currency and
bitcoin. With its ability to create more transparency and
fairness while also saving business time and money, the
technology is impacting a variety of sectors in ways that
range from how contracts are enforced by making
government work more efficiently.

TYPES OF BLOCKCHAIN:

4.1. Money transfer and payments processing:

These are four major types ofblockchains:
• Public Blockchain
• Private Blockchain
• Consortium Blockchain
• Hybrid Blockchain

Potentially the most ideal and rational application of
blockchain technology is using it as a means to accelerate the
transfer of funds from one party to another. Most of the
transactions are carried over via blockchain. It can be settled
within a matter of seconds, while banks take 24 hours a day
and even seven days a week.

Each blockchain network has its own benefits, drawbacks
and ideal uses. All these types of blockchain has their own
transparency and they create a better record of transactions.

4.2. Supply chain monitoring:

3.1.

Blockchain technology is easy to apply when it comes to
monitoring supply chains. By eradicating paper-based trials,
enterprises are able to spot inefficiencies within their supply
chains rapidly, as well as to detect items in real-time.

Public blockchain:

Public blockchain is a blockchain that is open to public so
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Blockchain also enables enterprises, to perceiver how
products perform from a qualitu-control point of view as
they move from theirplace of origin to the retailer.

network, it makes sure that there no single point of failure or
any single entity controlling it. This quality makes the
system inherently durable. More so, as no one can alter the
blocks, it remains to be a solid secured platform. Other than
that, it’s quite efficient in fending off hacking attempts as
well. So, there’s little to no possibility of overpowering this
network.

4.3. Digital ID:
More than 1 billion people around the globe face challenges
related to identity issues. Microsoft is looking to alter that.
It’s designing digital IDs within its Authenticator application
that are currently used by millions of people, which would
give users a way to control and manage their digital
identities. This would enable users in indigent regions to get
access to financial services or begin their own business.
4.4.

5.2.

5.2.1. Complex signature verification process:
Another con in our advantages and disadvantages of
blockchain list is the signature verification process.
Basically, for every transaction in the system, you’ll need a
private- public cryptographic signature verification. It then
uses the ECDSA (Elliptic Curve Digital Signature
Algorithm) to ensure that the transaction happens between
the correct nodes. Thus, every node needs to verify the
authenticity of the user, which can be a tricky and complex
process.

Protection of royalty and copyright:

Copyright and royalty laws on music and other content have
grown claggy in a world that has growing internet access.
Blockchain can be applied to beef up those copyrights for
digital content downloads which will ensure that the creator
of the content being purchased gets theirlegitimate share.
5.

PROS AND CONS OF BLOCKCHAIN
TECHNOLOGY:

5.2.2. Private key:
To transact on the network, you’ll need to own a private key.
Even though other users can see your public key, a private
key is much more crucial as it remains hidden. Furthermore,
all the blockchain addresses will have a private key. You
need to keep your private key secured by any means if you
don’t want other people to misuse your assets. However, if
you lose yourprivate key, you’ll lose access to your funds on
the network, as well. There’s no way to recover them
anymore.

There are a lot of pros and cons of blockchain technology.
5.1.

Cons:

Pros of blockchain technology:

5.1.1. Disintermediation:
First of all, with blockchain, you get a distributed system. It
means that it gets rid of any middlemen from your system.
But how is that an advantage? In reality, middlemen tend to
be the third party source that connects you to your services.
However, in the business world, from every service the
middlemen offer, they get a cut. In reality, a small amount of
payment might not seem like much, but it does add up when
your service requires a 10-15 step process. Other than that,
there’s no way of knowing whether the middlemen would be
honest with their services. In reality, corruption runs deep,
and in many cases, these intermediates tend to abuse
enterprises and consumers for their personal gain.Thus, by
getting rid of them, the whole trust issue is solved.

5.2.3.

Integration concerns:

It’s another one of the major blockchain technology cons.
It’s mainly for enterprises that run legacy networks. In
reality, blockchain would replace legacy networks. However,
the integration process is still not fully functional. More so,
many blockchain technologies don’t have the capability to
work along with the legacy networks. It means that to use it
properly, companies would have to get rid of their legacy
networks for good completely. This is something many are
skeptical about.

5.1.2. High quality data:
Blockchain technology offers a superior level of data quality.
In reality, it is a distributed ledger system where it stores
data. But how does it provide high-quality data? Well, you
need to know that low-quality data would not convert into
high-quality data within a night. That’s not how it happens.
Anyhow, this distributed ledger technology offers a
consensus process that allows you to filter out any bad data
with useful data. It means that no one can just add any kind
of information on the ledger or even manipulate the existing
ones. So, when every piece of information is being verified
before getting added to the ledger, it will eliminate any false
data. Moreover, it also gets rid of the issues that come from
human-made errors. As every single piece of information is
verified, there’s no scope for a human-made mistake.

6. CONCLUSION:
Blockchain technology could be quite complementary in a
possibility space for the future world that includes both
centralized and decentralized models. Like any new
technology, the blockchain is an idea that initially disrupts,
and over time it could promote the development of a larger
ecosystem that includes both the old way and the new
innovation.
REFERENCE:
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Thus, it significantly increases the quality of data.

3.

5.1.3. Durability and security:
4.

Blockchain offers durability at its best. You could think of it
as the internet where there’s built-in robustness. In reality, the
overall structure of the technology makes it so durable.
Moreover, as it stores blocks of information around the
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Abstract
Motivating by the growing threat of fraud facing banks and
payments firms, this short review consider presently most
popular approaches to fraud detection in financial
institutions including ,e.g., credit card fraud, financial
statement fraud, insurance fraud, money laundering ,and
terrorist financing.

2.3. Financial Statement Fraud
Financial statement fraud cases often involve the reporting of
fictitious revenues or the concealment of expenses or
liabilities in order to make an organization appear more
profitable that it really is. Financial statement fraud, involves
the intentional misstatement or omission of material
information from the organization’s financial reports; these
are the cases of “cooking the books or figures”.

Keywords : Credit card fraud, data mining, fraud detection
system, machine learning, money laundering,
mortgage fraud, operational risk, securities and
commodities fraud, suptech .

Employees

Management

1. INDRODUCTION
Fraud is any intentional act or omission designed to deceive
others, resulting in the victim suffering a loss and the
perpetrator achieving a gain, usually, monetary.

Clients

FRAUDSTERS

“Deliberate deception or cheating intended to gain an illegal
advantage” “Deception deliberately practiced in order to
secure unfair or unlawful gain”

Organised

Employee Syndicate

Suppliers

2. TYPES OF FRAUD

•
•

Asset Misappropriation Corruption

3.

TYPCAL PERPETRATORS

Financial Statement Fraud

Gender

: Larger and higher volume of frauds

Age
Education

: Typically middle aged
: As the level of education rises so do the

committed by men

2.1. Asset Misappropri ati on
Asset misappropriation schemes are frauds in which the
perpetratorsteals or misuses an organization’s resources.

losses caused
Criminal
History

An examples of asset misappropriation include a staff using a
company fuel and vehicle to a private funeral.

: Majority

of perpetrators are first time

offenders
Time with the
Company
: The longer employed the bigger the loss
Department : Most likely to work in accounts, sales,

2.2. Corruption
Corruption refers to schemes in which fraudsters use their
influence in business transactions in a way that violates their
duty to their employers in order to obtain a benefit for
themselves or someone else. For Example, employees
through collusion with other third parties might receive or
offer bribes, extort funds, or engage in conflicts of interest,
payroll fraud.

customer service, purchasing, engineering
and internal auditors.
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before it happens .It’s a good idea to perform background
checks on potential employees.

4. THE FRAUD TRIANGLE
(Basic factor influencing the occurrence of fraud)

6.2. Be A Role Model and Lead By Example

Pressur
e
Fraud

An effective way to prevent fraud in your business is to
create a positive work culture. It is important that the
business owner and senior management serve as role models
of honesty and integrity. Set clear standards example zero
tolerancepolicy for fraud.

Medical bills,
expensive tastes,
Addiction problems
to commit

6.3. Work with Professionals
Rationalization
(Attitude)
5. DETECTION

Consider hiring a professional to conduct both regularly
scheduled and surprise audits. Audits can serve as a deterrent
because when employees are aware that there will be checks
of their areas, they are more likely to stay honest.

Opportunity
(due and weak and
Override of
controls)

6.4. Implement Internal Controls to Reduce Fraud Risk

5.1 Fraud



Many businesses depend on one person to process payments
and invoices, make bank deposits, handle petty cash, and
reconcile bank statements. This is asking for trouble. Your
business should implement a system that spreads ana, if
possible, rotates the financial duties of the business among
two or more employees. Insist that all employees , especially
those with financial responsibilities, take a mandatory
vacation of at least one week of consecutive days.

Refusal to take vacation or sick leave.
Significant personal dept and credit problems.

5.2 Indicators
 Lack of segregation of duties in a vulnerable area
 Management decisions are dominated by an individual or
small group.
 High employee turnover, especially in those areas which
are more vulnerable to fraud.
 Behavior changes – These may be an indication or drugs,
alcohol gambling, or just fear of losing the job.
 Policies and procedures are not documented or enforced.
 Managers display significant disrespect for regulatory
bodies.
 Employee lifestyle changes: expensive cars, jewels,
homes,clothes.

6.5. Whistle blower
Every company should establish a system that makes it easy
for employees, vendors and customers to anonymously report
suspected fraud activities.
7. CONCLUSION
In today’s economic climate, it is more important that ever to
take every precaution possible to reduce exposure to
financial loss, reputational damage and service interruption
which are the common consequences of fraud.

6. PREVENTION – IS BETTER THAN A CURE
6.1. Screen Applicants Thoroughly Before Hiring Them
Hiring the night employees is the best way to stop fraud
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Insurance companies, hospitals), blockchain applications can
be designed to be public, private or hybrid to cater their
respective needs. The implementation of interoperability of
the medical data ought to be in compliance with the
regulations specified by HIPPA or GDPR. [4]

Blockchain has come a long way since its introduction in
2009, as the underlying technology which implements the
perception of distributed ledger in the first digital currency,
bitcoin, proposed by Satoshi Nakomoto. The immutable and
decentralized nature, along with the security it provides by
means of the cryptographic concepts caused the upsurge of
blockchain, makes it apt to apply in many thriving domains
like finance, supply chain, education healthcare etc.
Digitization in healthcare have resulted in massive volume
of electronic records about patients. Popularity of IoT
technology and cloud computing provided better options in the
collection and storageof medical data. The security of health
information in cloud systems has always been a concern. The
security and privacy of the medical records, its easy access
and control by patients in transparent way can be realized by
using blockchain technology. This article analyses the
possibilities of integrating blockchain technology to various
healthcare applications and various approaches adopted to
ensure the security and privacy of data.
Keywords: blockchain, healthcare, security, interoperability,
privacy
1.

2. MAJOR
CHALLENGES
APPLICATIONS

IN

HEALTH

CARE

Theprivacyofpatient’spersonalhealthrecordisutmostcrucial,
andtherearelegalrights and Acts like HIPPA or GDPR instilled
for safeguarding patients medical information. The adoptionof
cloud storage for maintaining medicalrecords andwideusage
ofmobiledevices
likesensorshavemadethe data
more
vulnerable to various malicious attacks and amplified the
hazard of compromising personal information while sharing.
[5]
2.1. Data Security
The medical data is subjected to many types of attack from
time to time due to its high commercial value. Managing the
security of information has become one of the greatest
challenges in health care sector. Tampering of medical data
to reap monetary benefit may have extreme consequences,
compromising patient’s trust and organization’s credibility
[6].The security techniques currently implemented in this
sector is weak and vulnerable and are subjected to malware
attack. The requests for accessing healthcare records should
be strictly monitored and permitted based only on assigned
access rights, minimizing the risk of data tampering or
copying. [7]Secure sharing of data is indispensable for many
research institutions to conduct disease research.

INTRODUCTION

Innovation of technology in the past decade has prompted
and brought progressive changes in health care domain.
Incorporating IoT technology in health care has witnessed
the implementation of remote health monitoring, using
sensors attached to patient’s body [1].Automation of medical
records and medical insurance claims has improvised the
data management and guaranteed better health care service
to patients. These new changes in the clinical field have
resulted in producing huge volume of medical data. The
storage, security and interoperability of this data became a
primary concern. The cloud computing services have been
incorporated tostore these large volumeofmedicaldata.
Butthesecurity and interoperability of this data in the cloud
has been a major challenge. Numerous solutions werere
commended from time-to- time toresolve theissue.
Butmostof these solutions relayed on a centralized system
[2] and doesn’t guarantee the security of the medical data
whilst sharing it.

The incorporation of IoT in medical field enables real time
monitoring of vital signs and conditions of patients and
medication management in a cost effective way. It also
manages remote patient monitoringsaving hospitalization
charges. Asmultiple devicesareinvolved inaccumulating
sensitiveandpersonaldata, privacy concerns are compounded,
as this data is shared among mobile applications and cloud
services connected to device. [8] The use of cloud services for
data storage is another major concern in the context of
security. The need for high level data integration and
interoperability of health care data, requires multiple
organizations to share their information on internet based
environment provided by the cloud service provider, making
the data prone to all forms of cyber attacks like fraud, hacking
etc.[9] Advanced Persistent Attack (APT) executed via an
intruder or a group of intruders for a long time on a system
can greatly damage healthcare networks. [10]

The blockchain era is cutting-edge in this regard. The
decentralized and immutable nature of blockchain, alongside
the cryptographic techniques used to secure records makes it
suitable for handling medical records in a secure way and
warrant its interoperability. Interoperability facilitate the
trade of health-related information among healthcare
providers and patients consistently, securely and efficiently
[3]. Depending upon the requirements of the different
participants in health care applications (patients, doctors,

2.2. Interoperability
Interoperability is the method of sharing and transferring data
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among diverse sources. [11]. In medical arena, the data
sharing by medical institutions is significant for scientific
research, to reduce healthcare cost and to improve quality of
health care delivery. Interoperability in healthcare
aimstoexchange medicalinformation between health care
providers and patients so that they can be shared throughout
the environment. [12] The main issue in interoperability is
the usage of centralized storage by medical institutions
which stores data in different formats and structures. The use
of standards for communication, for rep- resenting clinical
information and images have been proposed and
implemented to ensure interoperability. [13] However
these standards are often too general and subject to local
interpretation and implementation. Rather than conferring to
a single standard, health care organizations uses different
standards leading to confusion [14].Legacy systems
implemented prior to the introduction of standards, which are
nonetheless in use, has limited interoperability as they were
designed for a particular task. [15] There has been a recent
shift in the focus of interoperability from the ‘data exchange
between healthcare organizations’ to ‘patient driven
interoperability’, controlled by patients. [16].This new
approach has
also introduced challenges related
toprivacy,security, technology, governance etc. manyof them
are yet to be resolved in traditional interoperability
approach.
3.

These schemes were able to conquer many of the
shortcomings and challenges of present healthcare
applications. Public or private blockchain can be used based
on requirement regarding the visibility of the medical
data/information to the participants. Consensus algorithms
are protocol sets which provide a technique with the help of
which the users or machines can coordinate in a distributed
and decentralized setting. [19] There are different consensus
protocols like Proof of work, Proof of stake, Proof of
Elapsed Time etc. available, which validates the transactions
and enforce security and trust in blockchain.
3.2. Schemes for ensuring privacy
Ensuring security of the medical data and measures to keep
the privacy of the patients is very critical in health care
applications, which has been specified as a mandatory
requirement through legal acts like HIPPA. Medical records
can be shared among several entities involved- patients,
research in- situations and semi-trusted cloud servers where
the concept of Zero knowledge is used to verify whether the
medical data of the patient meets criteria of research institute
without revealing the private data of the patient. [20]
Healthcare Data Gateway (HGD), an implementation based
on the blockchain architecture, enables sharing client’s data
easily without compromising privacy,canbe incorporated
inhealthcare applicationsto maintain patient’s privacy. [21]
Zhangetal. proposed a scheme comprising consortium
blockchain and private blockchain, incorporating the
technology of keyword search, guaranteeing the privacyand
protection of patient’s data. [22] Haibo Tian et al. proposes a
scheme in blockchain is used to store the data in the diagnosis
and treatment process by encrypting the data and using the
shared key. Authentic parties can be reconstruct the shared
key before the process of diagnosis and treatment begins.
[23]

SCOPE OF BLOCKCHAIN IN HEALTH CARE
APPLICATIONS

There is an exponential growth in the available medical data,
mainly due to the incorporation of mobile devices and
technologies like Internet of Things (IoT) in Health care
Industry. The centralized nature of available storage
concepts doesn’t comply with the requirements like
availability, scalability and security of data. The
decentralized and distributed nature of blockchain with
features like immutability and scalability, makes it a suitable
candidate to alleviate the currently existing challenges in
Health care.

Alevtina et al. proposed a medical record sharing systembased
on blockchain in which patient’s data is encrypted and stored
in a cloud server. When the data is to be used, it is
necessarytoobtain the decryption key from the data owner
ensuring privacy of the data [24]. Antonio Emerson et al.
proposed a blockchain based solution for data storage and a
light weight Non-Interactive zero- Knowledge proof Scheme
for authenticating the mobile devices used to collect the
health care data. Attribute based Encryption is used to
protect the shared data. [25].MedBlock, a blockchain- based
information
management
system, handle patients’
information, with an improved consensus mechanism and
achieves consensus in an efficient and cost effective way. It
alsoprovide high security for data by combining customized
access control protocols and symmetric cryptography [26]

The immutable nature of the records in blockchain ensures
the integrity of the data, conforming that the information is
not tampered with, which is highly required in the case of
medical data, while used for medical research and providing
healthcare services to patients. The decentralized storage of
blockchain records helps in faster retrieval of data, system
interoperability and improved data quality. The cryptographic
techniques used for data management inblockchain ensures
the privacy of the data. The consensus mechanism and
encryption schemes incorporated ensures the authentication
of information stored. [17] Another significant feature of
blockchain is smart contracts, a set of rules specifying the
conditions that are agreed upon by various parties involved,
while performing interactions.[18] The implementation of
smart contracts in blockchain made it more convenient to
manage the access control of various participants in the
healthcare applications and monitor it.
3.1. Implementing
Applications

blockchain

in

Health

3.3. Schemes ensuring Interoperability
Gaby G. Dagher et al. proposed a framework which utilizes
smart contracts in an Ethereum- based blockchain called
Ancile. It guarantees efficient, secure and interoperable,
access to medical records by patients, providers, and third
parties. [27]. Rateb Jabbar et al. proposed BiiMED: a
Blockchain framework for Enhancing Data Interoperability
and Integrity in EHR- sharing, which includes an access
management system, allowing the exchange of EHRs
between different medical providers and a decentralized
Trusted Third Party Auditor. [28] Xia et al. developed
BBDS [16], a high-level Blockchain-based framework,

care

Realizing the scope of blockchain in building efficient
healthcare applications, numerous schemes incorporating
blockchain technology were derived and implemented,
depending upon the specific requirements of applications.
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which allows data owners and users to access medical records
from a shared repository after successful authentication of the
keys and identities. [29] OmniPHR: a distributed architecture
model that integrates Personal Health Records for patients
and Healthcare providers, incorporating blockchain
technology. Patients are provided with a unified view of their
scattered health records, and healthcare providers are given
access to up-to-date data regarding their patients. [30]
4.

5. CONCLUSION
The adoption of blockchain technology in healthcare domain
has redesigned the aspect of healthcare applications.
Demand for clinical data has been increased in past few
years due to its extensive use by researchers toidentify and find
cure for diseases. Usage of blockchain helps to time stamp the
records so that no one can tamper with it. It gives the patient
the right to decide regarding who should have access to data
and the how much information should be shared. The
immutable and secure nature of the blockchain guarantees
that the researcher will be getting the required relevant data,
meanwhile patients can hold back their personal information.
The use of blockchain has great impact on health applications
involving IoT technology, providing better data management
and secure data sharing. Still there are certain areas in
healthcare that needs improvements. While implementing
healthcare applications that involve cross borders, data
sharing is one of the major concerns as the privacy policies
adopted by governments in different countries are unique.
Blockchain is not a solution to all the challenges faced by
health industry. While developing an application, we need to
scrutinize and evaluate the requirements, making the
decision regarding whether incorporating blockchain can
improvise the performance of the application. Only a
fraction healthcare organizations, especially multinational
organizations, have taken the initiative to understand the
benefits of blockchain and put the effort to implement it.
Majority of the medium and small scale organizations are
still oblivious about its advantages. More initiatives and
campaigns are required to popularize and encourage the use of
this technology for building better applications.

CHALLENGES

Despite of all these features, implementation of blockchain
has numerous disadvantages. Lack of standardization is an
important challenge that hinders the wide acceptance of
blockchain as solution in many domains including
healthcare. [31] Even though decentralized architecture is
suitable for ensuring the interoperability in health care
applications, there is a potential threat about the privacy as
the data is stored and retrieved from a public ledger. IoT
Based blockchain solutions are popular in healthcare sector
due to the wide use of mobile devices in remote health
monitoring. But these solutions provide limited scalability,
computationally expensive and provides additional overhead
due to inadequate computational capacity of IoT devices like
sensors. [32] The management of keys, used by
cryptographic techniques for ensuring the data privacy in
blockchain applications is another is sue that is yet to be
resolved.[33]. There are few vulnerabilities specific to
system’s implementation and architecture like 51% attacks,
double spending attacks, selfish mining attacks, eclipse
attacks, block discarding attack etc. [34]
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Abstract
Security is a significant issue in the field of IoT, where an
enormous number of gadgets are connected. With the
development of IoT devices, the coordination of these
contraptions into the standard Internet presents a couple of
security and assurance challenges. As IoT gadgets are
obliged gadgets, they have fewer assets like memory,
handling, and force in contrast with conventional gadgets.
That is the reason widespread answers for security and
protection issues that were at first planned for the Internet
won't work in light of the fact that these arrangements
require an immense amount of assets and energy, which
compelled gadgets undoubtedly don't have. So, there is a
need to update the usage plans to cope with security and
protection challenges in the IoT. So, it is necessary to
develop a design that will improve the security level of the
IoT connection by implementing a secure hash algorithm on
FPGA platforms. This paper implements a secure hash
algorithm on the FPGA platform based on the SHA-256
function.
Furthermore, proposed
architecture
is
implemented on Altera (DE2) Cyclone II FPGA with 50
MHz system clock. This implementation synthesized using
Altera Quartus II and simulated using ModelSim Software.
Power, area, latency and throughput are measured for SHA256 algorithm. 1441 Mbps throughput is achieved by using
pipeline architecture.

Figure 1: Security challenges of IoT
FPGAs used by hardware platforms are appropriate for such
systems. There are numerous territories of network
protection engaged with IoT. Quite possibly the most
significant alludes to cryptographic methods, which are
utilized to get IoT data and exchanges. In traditional
networks, cryptographic methods have now become
commonplace. While IoT can be implemented in most of
those networks, there are still many challenges for the rest.
Since the necessary environmental obligations of IoT
applications, it is necessary to amend the existing
cryptographic techniques.
A.

Keywords: Internet of Thing, Cryptography, Hash Function,
Field Programmable Gate Arrays, Integrated Circuit, Data
Integrity, Confidentiality
1.

Cryptography

Encryption and decryption operations can be accomplished
in the form of algorithms using hash functions, symmetric
keys, and private/public keys. Cryptography supports these
operations. Symmetrical and decryption operations use
symmetrical and public key algorithms, but hash functions
perform one-way operations because the processed data
cannot be retrieved. The phrase 'lightweight' is the rising star
of cryptography, covering a wide range of parameters such
as small size, speed, power usage, energy usage, or a
combination of these depending on the situation. In terms of
FPGA design, this study focuses on the findings in terms of
lightweight, lightweight total power usage in a wide range of
applications.

INTRODUCTION

The Internet of Things (IoT) turned out to be generally used
a few years ago, because of the huge number of items that are
associated with it - PCs, yet additionally people, sensors, and
actuators. Sooner rather than later, an enormous number of
articles will impart to one another in a manner never
experienced by mankind. Interfacing every one of these
articles together will accompany a wide zone of difficulties
as demonstrated in Fig-1. One of the main issues concerns
trust. As the majority of the data sent over the
correspondence channel are significantly classified so it
requires more security. Yet, this classified data is effortlessly
taken by programmers and it influences the clients' security.
In most cases, centralized architectures are used to take care
of issues, however, the tremendous number of things that
can be related to IoT will make for all intents and purposes
hard to manage and execute these arrangements. A solid
arrangement should be adaptable to changes and should offer
ground-breaking assets to befruitful.

B.

Secure Hash Algorithms

Secure Hash Algorithms (SHA) contain a set of various
cryptographic functions used to verify the integrity and
validity of data and data roots in order to provide a higher
level of security. It accomplishes this by modifying the data
based on the hash function. the Hash function performs
various operations like bitwise, additions, and compression
operations, etc. Algorithms such as SHA-1, SHA-2, and
SHA-3 were developed to protect against hacker attacks and
then designed with more robust encryption. When the size of
the input data is large, many complex operations are
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performed using the hash function and require a large
number of computer resources. Therefore, hardware
implementation with strong security and good performance
is more appropriate than related software implementation.

spread. Also in this model two components compressor 7: 2
and 6: 2 are used which are similar to the delay data path
and two LUT6 [4].
Madhura A. Patil, et al. [5] suggested the SHA-3 for Keccak
which increases the throughput and reduces the area based
on the padding and permutation. A high-level parallelism
algorithm was implemented on the FPGA model. Manoj D
Rote, et al. [6] proposed the SHA-2 algorithm based on the
area and frequency that achieves the high throughput. The
proposed architecture is based on the round-robin pipelined
fashion.

The main selection criteria for a good cryptographic hash
function after security is performed in software and
hardware. The two major platforms such as Application
Specific Integrated Circuit and Field Programmable Gate
Arrays are used for hardware implementations. When
considering hardware implementations, apart from the speed
the scalability of the algorithm also plays an important role.
Reconfigurability at run time, design re- usability, low nonrecurring engineering costs, and faster time to market make
the FPGA preferable at certain times. With the development
of low power and low-cost FPGAs, implementing
applications that use cryptographic hash functions (along
with some other components) especially for resourceconstrained environments on FPGAs thus seems a logical
alternative. They are generally used for data integrity and
authentication.
2.

Ravindra Chaudhari, et al. [7] proposed an optimized
pipelined model based on the SHA-256 hash function in
hardware HDL Verilog with 170.75 MHz clock frequency.
This model used carry skip adder for performance
improvement. The proposed model achieves the 2.2
Mbps/slice efficiency which has improved.
Magnus Sundal, et al. [8] proposed the SHA-3 hash function
based on the FPGA using three approaches. The proposed
architecture is based on unfolded and pipelined structures,
and compare with other existing state of art methods. The
proposed architecture achieves good performance and
efficiency.

RELATRED WORK

There has been a lot of existing research on IoT security.
After a detailed study of security research in the field of IoT,
it was found that relatively little research has been done in
the field of cryptography algorithms as well as they have
been implemented by hardware, so this is an important area
to explore. In particular, to improve the security of IoT
systems when relying on cryptography algorithms as well as
transmission protocol standards. This cryptography
algorithm was used sparingly. There is a lot of research to be
done in the field of hardware design.

3.

PROPOSED SYSTEM

Using SHA-2 in hardware can achieve higher throughput
than software, and such an implementation is more
important and adaptable for high-speed applications.
Additionally, unlike software implementation, the hardware
hashing functions are unaffected. Figure 2 showsthe basic
building block of proposed SHA-2 algorithms.

Kang-Joong Seo, et al. [1] designed the models of gate- level
hardware complexity using SHA-1 and SHA-256 as well as
analyzed these models from a hardware perspective. By
logically describing the complexity of the model's hardware
in terms of area and time which determines the number of
transistors required for the design of the model and the time
it takes to change the signal through the gate.
Fatma Kahri, et al. [2] implemented hash functions using
SHA-256 and Blake-256 and discussed comparative studies
on existing systems. SHA-256 and Blake-256 hash functions
were implemented on Xilinx Virtex-5, Virtex6 Virtex-7
FPGA. The study compared their area, frequency,
throughput, and performance, and found that the Blake-256
performed well in terms of area, throughput, and
performance. Chanbok Jeong, et al. Proposed FPGA
hardware model for vehicle communication using security
protocol SHA- 256. High-throughput and low-latency
hardware architectures were used to create such models, as
well as a parallel design for preprocessing and hash
calculations in the SHA-256 for the fast and efficient
models. The proposed design was simulated in Vertex-5 and
verified for proper hash operation. [3]. Anane Nadjia, et al.
were discussed
optimization
techniques
for the
implementing the SHA-256 algorithm on hardware based
on the Virtex- 5 Xilinx FPGA. Optimization techniques for
the implementation of the SHA-256 algorithm on hardware
based on the Vertex-5 Xilinx FPGA were discussed. The
main purpose of the study is to design and implement a
compact SHA-256 core. Carrie Save was used until the
last addition to this model, as well as overcoming Carrie's

Figure 2: Block diagram ofproposed SHA-2 algorithm
Following are the four main blocks used in proposed SHA-2
architecture.The data path is linked to the compression
function. The proposed design used the Round Pipeline
Method (RPM) for implementation of hash function,
making it possible to obtain more throughput per slice.
1.

2.

64

Padding Unit: The padding unit indicates that message
length is greater than one of the block sizes. The last
message is added using block bit ′1′, then 𝐾 − ′0′ bits
and 𝐿 indicates the length of the message.
𝐿 + 1 +𝑃
= (𝐵𝑙𝑜𝑐𝑘 𝑆𝑖𝑧𝑒 – 𝑀𝑒𝑠𝑠𝑎𝑔𝑒 𝐿𝑒𝑛𝑔𝑡ℎ 𝑠𝑖𝑧𝑒) 𝑚𝑜𝑑 (𝐵𝑙𝑜𝑐𝑘
𝑆𝑖𝑧𝑒)
Where, P is minimum positive integer value L
=Message Length
Message Scheduler: Each block messages from a
process (32 𝑜𝑟 64 − 𝑏𝑖𝑡𝑠) messages are created using
the scheduler so that the first 16 words are obtained by
dividing the 32 𝑜𝑟 64 − 𝑏𝑖𝑡 block and word are
obtained using the following equation,

𝑊𝑛 = 𝜎1(𝑊𝑛 − 2) + 𝑊𝑛 − 7 + 𝜎0(𝑊𝑛 − 15)
+ 𝑊𝑛 − 16 , 𝑤ℎ𝑒𝑟𝑒 17 ≤ 𝑛 ≤ 𝑁
3. Compression Function: In each stage of the procedure,
the compression function is employed to modify the
hashing constants (𝑎 𝑡𝑜 ℎ). The fractional component
of the cube root of a prime number is used to calculate
the round constant Kt for each round. There are some
predefined non-linear functions for computing the final
hashing constants.
Primarily, hash constants are evaluated using the first 32
𝑜𝑟 64 𝑏𝑖𝑡𝑠 of the fractional part of the square root of the
evaluator
(𝑆𝐻𝐴 − 256, 𝑆𝐻𝐴 − 512 used first 8 𝑝𝑟𝑖𝑚𝑒
𝑛𝑢𝑚𝑏𝑒𝑟 , and 𝑆𝐻𝐴 − 224, 𝑆𝐻𝐴 − 384 uses the 9𝑡ℎ 𝑡𝑜16𝑡ℎ
𝑝𝑟𝑖𝑚𝑒 𝑛𝑢𝑚𝑏𝑒𝑟). After completing the final set of
operations, the resulting hash value is determined by add an
initial hashing constant (ℎ0 𝑡𝑜 ℎ7) to the hashing register (𝑎
𝑡𝑜 ℎ).
Mathematical Modeling
SHA-256 is a module built using two functions. The first is
the message block schedule and the second is the
compression function. In the message schedule, the entire nbit message is combined with bit 1 and then contains zero
bits using the equation 1.
𝑁 + 1 + 𝑘 = 448 𝑚𝑜𝑑 512 (1) is satisfied.
Where, 𝑘 shows the total amount of 0 𝑏𝑖𝑡𝑠 added.
The 𝑁 − 𝑣𝑎𝑙𝑢𝑒 was changed to its 64 − 𝑏𝑖𝑡 binary values
and then added to the 448 − 𝑏𝑖𝑡 intermediate value to get the
512 − 𝑏𝑖𝑡 message block. This created block is
The compression function has 8 different registers like 𝑎, 𝑏,
𝑐, 𝑑, 𝑒, 𝑓, 𝑔, ℎ and 6, logical functions like 𝐶ℎ, 𝑀𝑎𝑗, 𝛴0, 𝛴1,
𝜎0, 𝜎1. As well as another set of eight registers 𝐻0, 𝐻1, 𝐻2,
𝐻3, 𝐻4, 𝐻5, 𝐻6, 𝑎𝑛𝑑 𝐻7 is provided for storing 32 − 𝑏𝑖𝑡
hash values which helps to update M-times if there is an 𝑀 −
512 − 𝑏𝑖𝑡 message block. These registers are started with the
initial 32 − 𝑏𝑖𝑡 constant values, which are acquired after
computing the square root of only a fraction of first 8
positive integers. Logical functions include XOR, right
rotate, and right shift operations.
Such
complex
operations
are
performed 𝑜𝑛 32 − 𝑏𝑖𝑡 words for 64
𝑟𝑜𝑢𝑛𝑑𝑠 . The following functions are calculated in each
round and each register is modify from time to time.
1) 𝐶𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒 𝑀𝑎𝑗(𝑎, 𝑏, 𝑐), 𝐶ℎ(𝑒, 𝑓, 𝑔), 𝛴0(𝑎), 𝛴1(𝑒),
𝜎0(𝑎), 𝜎1(𝑒).
2) The following equation is used to prepare words for
each round.
For the first 16 rounds,
W n = Message i
(2)
Where,
N indicate the ranges from 0 to 15. i shows number of
message blocks.For next rounds,
𝑊𝑛 = 𝜎1(𝑊𝑛 − 2) + 𝑊𝑛 − 7 + 𝜎0(𝑊𝑛 − 15) +
𝑊𝑛 − 16
(3)
Where, n can have value from 16 to 63.
3) The earlier values of 𝑎, 𝑏, 𝑐, 𝑒, 𝑓, 𝑔, ℎ , registers get
modified in six 𝑏, 𝑐, 𝑑, 𝑓, 𝑔, ℎ,registers accordingly.
after completing each round.
Register 𝑎 = 𝑇1 + 𝑇2
and Register𝑒 = 𝑑 + 𝑇1.
4) T1 and T2 have the following equations:
𝑇1 = ℎ + 𝛴1(𝑒) + 𝐶ℎ + 𝑊𝑛 + 𝐾𝑛
(4)
K is the set of 64-constant words.
𝑇2 = 𝛴0(𝑎) + 𝑀𝑎𝑗
(5)
After completing 64 rounds, registers 𝐻1 𝑡𝑜 𝐻7 must be

modify for ‘𝑖’rangefor1 𝑡𝑜 𝑀asbelow
(𝑖)
(𝑖−1)
𝐻 =𝑎+𝐻
subdivided into sixteen 32 − 𝑏𝑖𝑡 word sub-blocks that
(𝑖)
(𝑖−1)
𝐻 =𝑏+𝐻
were used as inputs to the compression function.
(𝑖)
(𝑖−1)
𝐻
=𝑐+𝐻
Fmax =
Minimum
Propogation Time (T)
(𝑖)
(𝑖−1)min
𝐻 =𝑑+𝐻
3
(𝑖)
(𝑖−1)
𝐻 = 𝑒+𝐻
(𝑖)
(𝑖−1)
𝐻 =𝑓+𝐻
Power Consumption in mW
Throughput in Mbps is calculated as:
5
5
(𝑖)
(𝑖−1)
𝐻 =𝑔+𝐻
6
6
(𝑖)
(𝑖−1)
𝐻
= ℎ+𝐻
(6)
7
7
Finally, get 256-bit Hash value for performing the
concatenating operation of 32- bit values 𝐻𝑀 to 𝐻𝑀.
𝑁𝑜.𝑜𝑓𝐵𝑖𝑡𝑠𝑋𝑀𝑎𝑥.𝐹𝑟𝑒𝑞𝑢𝑒𝑛𝑐𝑦
Throughput =
𝑁𝑜.𝑜𝑓𝑐𝑙𝑜𝑐𝑘𝑐𝑦𝑐𝑙𝑒𝑠
0
7
𝐻𝑎𝑠ℎ𝑑𝑖𝑔𝑒𝑠𝑡 =
𝐻𝑀𝐻𝑀𝐻𝑀𝐻𝑀𝐻𝑀𝐻𝑀𝐻𝑀𝐻𝑀 (7)
0
1 2 3 4 5 6 7
Efficiency = 𝑇ℎ 𝑟𝑜𝑢𝑔 ℎ 𝑝𝑢𝑡
𝐴𝑟𝑒𝑎
Statistical Modeling
RESULT ANALYSIS
The proposed architecture is implemented on Altera (DE2)
Cyclone II FPGA with 50 MHz system clock. This
implementation synthesized using Altera Quartus II and
The proposed SHA-256 algorithmis developed in such
manner that it can build a hash valuefor every 𝑁 − 𝑏𝑖𝑡
message after splitting it into 512 − 𝑏𝑖𝑡 size ofblocks and
allocate the registers and perform compression function
iteratively. This has been accomplished by setting the input
messages to any-bit value and constructing the reusable
message chunksthat generate the fixbit size message after
completion of padding operation.
After 64 rounds of compression, each register 𝑎, 𝑏,
𝑐, 𝑑, 𝑒, 𝑓, 𝑔, ℎ must be updated for each message block.
𝐻0 𝑡𝑜 𝐻7 is recorded using this value according to Equation
6 mentioned above. The starting values for registers 𝑎 𝑡𝑜 ℎ
for the 𝑖𝑡 ℎ message block have become the updated data
stored in 𝐻0 𝑡𝑜 𝐻7 for the 𝑖 − 1 message block, and the
compression module is run for a further 64 rounds. The
entire hash is achieved after performing the same across all
𝑀 blocks of messages.
Statistical Parameters
We selected following parameters to compare our work with
related ones in the literature which are as follows:
Device Utilization Summary (Area)
Minimum Propogation Time / Delay (T min ) in ns Maximum
Frequency in MHz is calculated as :
simulated using ModelSim Software. Power, area, latency
and throughput are measured for SHA-256 algorithm. 1441
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Mbps throughput is achieved by using pipeline architecture.
Simulation Result
The behavior of proposed system is expressed in finite state
machine format. It consists of three states such as Idle, Busy
and Final.
Step1: when clk, reset and enable signals set to high and
update signal to low, program goes to Idle State at rising
edge of the clock, in which setting of initial hash values is
done. Now, all output hash contains the initial hash values.
Step2: when reset signal set to low for upto 7 clk cycles,
program goes to Busy State in which input data is loaded
and stored into expanded message schedule and then
compression function is performed on it.
Step3: when update signal turns to high, program goes to
Final State in which final hash calculation is done and at last,
hash output of 256 bits is obtained.
Fig. 3 shows the simulation of proposed system. In this
ﬁgure, the clock period is set to 100 ps and the hashing
process starts at the rising edge of the “update” signal. After
48 clock cycles, hashing of one block is completed. On the
next cycle, the “ready” signal is asserted and the core can
start processing the next set of data.
Test Vector:
Entered ‘abc’ (616263-Hex-dec) as a vector for testing the
24-bit input message and converted to a 512-bit 1-block
message after completion of the entire padding operation:

terms of the throughput compared to the latter.
RTL Schematic

61626380 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000018

After evaluate the hash function, we get the 256-bit message
block as given below: ba7816bf 8f01cfea 414140de
5dae2223 b00361a3 96177a9c b410ff61 f20015ad
448-bit message are represented, after the completion of
hashing
operation
are
as
follows

Figure 4: RTL Schematic of proposed system
Technology Schematic

“abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq"

After padding operation, 2-block of message are represented
as follow
61626364 62636465 63646566 64656667 65666768 66676869 6768696a 68696a6b
696a6b6c 6a6b6c6d 6b6c6d6e 6c6d6e6f 6d6e6f70 6e6f7071 80000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 000001c0

The final output of hash function
248d6a61 d20638b8 e5c02693 0c3e6039 a33ce459 64ff2167 f6ecedd4 19db06c1

Figure 3: Simulation result of proposed SHA-2 algorithm
Synthesis Result
The design/ algorithm is synthesized in device
“EP2C35F672C6” belonging to the CYCLONE II family of
FPGA. To produce the 256-bit message digests, 48 clock
cycles are required for this algorithm. Maximum frequency
of operation attained is 270.12 MHz and 1441Mbps
throughput is achieved by using pipeline architecture.
Performance parameters of the design were compared to the
previous implementation of the otherhash algorithm designs
and it was found that the former have greater advantage in

Figure 5: Technology Schematic of proposed system
Comparative Analysis:
Below Table presents the performance parameter summary
for the design of SHA-256 algorithm with and without
pipeline architecture
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Figure 8: Power

Table 2: Performance comparison among
SHA-256 architectures
Min.
Max.
Archit Propogati
Frequen
e cture on Time
cy (MHz)
(ns)

Power
(mW)

Through
put
(Mbps)

Area
(Slices/

Withou
t
Pipelin
e

3.77

265.25

148.67

1414.66

5754

With
Pipelin
e

3.70

270.12

148.55

1440.64

6579

LE)

Graphical Representation of Statistical Parameters
Figure 9: Throughput

Figure 6: Minimum propagation time
Figure 10: Area

Figure 11: Photograph of Experimental Setup

Figure 7: Max. Frequency

We have successfully implemented the proposed system
architecture after synthesis. This implementation is donein
device “EP2C35F672C6” belonging to the CYCLONE II
family of FPGA on Altera DE2 Board using Quartus II
software. This FPGA implementation is shown in above.
We observed the following results on board and
figure. To power-up the board, USB, USB Blaster driver
software, 9V adapter is required. After connecting board, we
observed that all user LEDs on board are flashing and
programming (bitstream) file is generated in software. To
match the input/output signals of design entity to the
FPGA’S I/O pin,pin assignment is done as shown in below
figure. For giving input, toggle switches are used and for
observing outputs, Red LEDs are used in our system. Then,
configuration file is downloaded to target FPGA and then
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Case 1: when S3=0,S2=0,S1=0,S0=1:

finally we got the output.
Test: In our design, following 32-bit input is hardcoded:
word input => x"61626364"
As our proposed system produces 256 bits output. For
observing 256-bits output on board, that much LEDs are not
present on board so, we multiplexed it and selector line is
taken as input.
Then, finally we got the output as follows:Hash Output=>
x"6A09E667BB67AE853C6EF372A54FF53A510E527F9
B05688C1F83D9AB5BE0CD19"
This output is observed by using selector lines as follows:
photographs of each case of selector line are taken and
they are as follows:
Table 3: Truth Table of proposed system
Input

Hash Output H[15]-H[0]

S3 S2 S1 S0

Hex
Code

0

0

0

0

1100 1101 0001 1001

CD19

0

0

0

1

0101 1011 1110 0000

5BE0

0

1

0

1101 1001 1010 1011

D9AB

0

0

1

1

0001 1111 1000 0011

1F83

0

1

0

0

0110 1000 1000 1100

688C

0

1

0

1

1001 1011 0000 0101

9B05

0

1

1

0

0101 0010 0111 1111

527F

0

1

1

1

0101 0001 0000 1110

510E

1

0

0

0

1111 0101 0011 1010

F53A

1

0

0

1

1010 0101 0100 1111

A54F

1

0

1

0

1111 0011 0111 0010

F372

1

0

1

1

0011 1100 0110 1110

3C6E

1

1

0

0

1010 1110 1000 0101

AE85

1

1

0

1

1011 1011 0110 0111

BB67

1

1

1

0

1110 0110 0110 0111

E667

1

1

1

1

0110 1010 0000 1001

6A09

Case 2: when S3=0,S2=0,S1=1,S0=0:

Case 3: when S3=0,S2=0,S1=1,S0=1:

Case 0: when S3=0,S2=0,S1=0,S0=0:

Case 4: when S3=0,S2=1,S1=0,S0=0:

68

Case 5: when S3=0,S2=1,S1=0,S0=1:

Case 9: when S3=1,S2=0,S1=0,S0=1:

Case 10: when S3=1,S2=0,S1=1,S0=0:

Case 6: when S3=0,S2=1,S1=1,S0=0:

Case 11: when S3=1,S2=0,S1=1,S0=1:

Case 7: when S3=0,S2=1,S1=1,S0=1:

Case 12: when S3=1,S2=1,S1=0,S0=0:

Case 8: when S3=1,S2=0,S1=0,S0=0:
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Case 13: when S3=1,S2=1,S1=0,S0=1:
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ARTICLE INFO

offs exist in the planning and management of a blockchain,
including security, performance, decentralisation, and many
others. Artificial intelligence (AI) can help with these decisions, as well as automate and optimise blockchain for better
performance and governance. Furthermore, every data on
the blockchain is open to the world [8].

Keywords:Blockchain Artificial Intelligence Decentralized
Integration Hash Encryption
Abstract
Two of the most trendy and revolutionary innovations have
been Artificial Intelligence (AI) and blockchain. A
blockchain is a distributed, decentralized, immutable ledger
used to preserve encrypted data. On the other hand, AI is the
engine or the “brain” that will enable analytics and decision
making from the data collected. The combination of these
two technologies will give rise to a new trend. AI and
blockchain are among the key drivers behind innovation
today. A blockchain may be a public ledger, shared and
agreed on by all users during a distributed network. Data
records, for instance, transactions, are stored in blocks
along side hash values and timestamps. Every block is
connected to the previous one, creating a chain. AI systems
often exhibit the subsequent behaviors associated with human
intelligence: planning, learning, reasoning, and problem
solving, also as social intelligence and creativity.

ORCID(s):

2. LITERATURE SURVEY
Strobel et. al. proposed an idea of resolving issues concerned with swarm robotic ecosystem using blockchain. In
this, Author used smart contracts because it is decentralised in
nature to create a systematized swarm mechanism to eliminate Byzantine members. Ekblaw et. al. developed a decentralised EHR MedRec. It encouraged medical associations and EHR stake-holder participate in POW as min- ers
and reciprocally allowed to access the info . This pro- totype
was developed and tested under an association with Harvard
school of medicine teaching hospital [8]. Dubovit-skaya et al
advanced a special prototype in distinction to MedRec.It
provided a convenient access to the controlled EHR
system.Thus it results in the acceptance of cloud stor- age
and access key transfers for encryption[10]. Single diagnostic reports performed on a patient can typically be obtained via decentralised AI, according to Peterson et al [1].
In 2019, the 12th Annual International Conference will be
held, with a focus on security, safety, and sustainability challenges from a global viewpoint. It may provide an opportu nity for system scientists, researchers, and operators to keep
up to date on new developments and solve problems while
networking. In Pisa, Italy, Osaba et al conducted studies to
forecast pollution levels.

1. INTRODUCTION
The current resurgence in AI is fueled by breakthroughs in
machine learning, especially within the sector of deep
learning. It has also been driven by the explosion in available
data, making the training of machine learning algorithms
simpler . Immutability may be a core function of the
blockchain that is without network consensus, it’s almost
impossible to vary any data. Whereas Artificial Intelligence
is centralized and is mutable. AI is understood to work
with huge vol- umes of knowledge and Blockchain as a
trusted platform to store such data. The combination of
these both is also termed as DAO (Decentralized
Autonomous Organization) Blockchain will also make AI
more coherent and compre- hensible and track and decide
why machine learning deci- sions are made. All data and
variables that go through a decision made under machine
learning can be registered by Blockchain and its ledger [11].
In addition, AI can improve the efficiency of Blockchain
even quite humans and normal computing. For many
components of AI, such as data, al- gorithms, and
processing power, blockchain can enable de- centralised
marketplaces and coordination platforms. These will
catalyse AI innovation and adoption at a never-before- seen
scale. Blockchain will also make AI judgments more
transparent, explainable, and dependable. Because every data
on the blockchain is public, AI is the key to ensuring users’
security and privacy. Thousands of characteristics and trade-

3. BLOCKCHAIN
Blockchain may be a peer-to-peer distributed, open source,
immutable digital ledger [4]. Blockchain is, at its core, a series of interconnected blocks that form a sequence. The
ledger should be increased This ledger keeps track of all
transactions and interactions between participants. Gaining
access to the blockchain network, which is both distributed
and decentralised Each block contains the transaction information also as the asset exchanges (e.g., Ether or Bitcoin) that occurred between the users [4], [7]. Smart Contracts are computer programmes which will be
implementedby mining nodes on the blockchain. Blockchain
may be a very expensive medium for storing vast quantities
of data in its traditional form. Holding massive files or
records on the Bitcoin blockchain, for example, is
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prohibitively costly. Since each block features a size limit
of 1 megabyte [3]. To a decentralised data-storage medium
is employed to un-ravel this problem. for storing such data,
also as hashes of the info the blocks of the blockchain are
used. Further- more, because of its decentralised existence,
there’s no sin- gle point of failure, meaning that even if one
system fails, the file can still be accessed. The features of
blockchain are as follows: Immutability: refers to the lack to
switch or al- ter something. this is often one among the most
significant blockchain features for ensuring that the
technology remains because it is – a stable, unchangeable
network. But how does one keep it that way? Blockchain
technology varies from conventional banking systems during
a few respects. It ensures the blockchain functionality instead
of counting on centralised authorities. Decentralized: The
network is de- centralised, which suggests there’s no
controlling body or single person responsible of the
infrastructure. The network is now maintained by a
community of nodes, rendering it decentralised. this is often
one among the foremost effective aspects of blockchain
technology. Let me simplify things for you. The blockchain
places us, the consumers, during a clear role. Since the
tactic doesn’t necessitate any form of governance. Enhanced
Security:No one may easily al- ter the characteristics of the
network for their own gain so it eliminates the necessity for
a central authority. Encryp- tion provides another layer of
protection to the device.Any piece of knowledge on the
blockchain is cryptographically hashed. In simple terms, the
network information conceals truth nature of the info. Any
input file is skilled a mathemat- ical algorithm that generates
a different quite value, but the length remains constant.
Distributed Ledger:A public ledger can usually contain all
relevant information about a transac- tion and its participants.
There’s nowhere to cover because it’s all call at the open.
The case for personal or federated blockchain, on the
opposite hand, may be a little different. However, in such
situations, an outsized number of individ- uals will see what’s
actually going on within the ledger.Since the network’s ledger
is maintained by all other users on the device, this is often the
case. to realize a far better result, the computing power was
spread through the computers.This is why it’s considered one
among the blockchain’s most vitalfeatures. the top result will
always be a simpler ledger sys - tem capable of competing
with conventional ledger systems.

man intelligence are often described in such how that a computer can easily imitate it and carry out tasks starting from
the foremost basic to the foremost complex. Artificial intelligence’s aims include simulating human cognitive function. To the degree that these are often concretely estab lished, researchers and developers within the field are making remarkably rapid progress in simulating behaviours like
learning, thinking, and perception. Some claim that within
the near future, innovators are going to be ready to create
devices which will learn and reason about any topic faster
than humans can. The features of AI is as follows: Eliminate
Dull and Boring Tasks: At some point in our lives, we’ve all
achieved a mission just because we had to, instead of
because we wanted to. That job was boring or dull to us.
However, with a computer, you’ll never be bored within the
same way. regardless of what percentage times a task is given
to an ar- tificially intelligent machine, it will complete it and
still do so. Data Ingestion: One of the most important aspects
of artificial intelligence is data ingestion. Artificially intelligent systems have to deal with a lot of information. Even a
small company of about 50 employees has huge chunks of
data to analyse, we can’t even imagine the quantity of data
that organisations like Facebook handle. In addition, an artificially intelligent device stores data from multiple sources
about multiple entities. All of this appears synchronously, or
at the same time, on the machine. Human cognition: We call it
an artificially intelligent machine because it basically imitates or mimics the way the human mind thinks and solves
problems. This is what makes AI special. An AI can effectively interpret the world and act appropriately in the same
way that humans study their environment, draw inferences,
and then interact with it accordingly.

5. INTEGRATION OF BLOCKCHAIN AND AI
By integrating all technical ecosystems, any shortcom- ings
of AI and blockchain can be effectively solved. To learn,
infer, and predict, AI algorithms depend on data or facts and
are available to a conclusion The algorithms for machine
learning when data is obtained from a knowledge archive,it
works easier, or a dependable, stable, trustworthy, and
credible platform. Blockchain may be a distributed ledger
that permits data to be stored and transacted during a cryptographically signed, authenticated, and agreed-upon manner by all mining nodes. Data on the blockchain is maintained with high integrity and resiliency.This means it can’t
be tampered with. The results of these decisions is used by
machine learning algorithms to form decisions and perform
analytics.AI and blockchain combined will provide a stable,
immutable, decentralised framework for the sensitive data
that AI-driven systems must collect. store, and make use of
[10].Many blockchain systems are available for execut- ing
machine learning algorithms and tracing data stored on
shared ledgers, which AI can cash in of. Storage systems that
employment on a peer-to-peer (P2P) basis.Intersection
between AI and blockchain is of two types, supported how
one technology can benefit the opposite one.

4. ARTIFICIAL INTELLIGENCE
The analysis of "intelligent agents," i.e., any system that
perceives its environment and takes actions to enhance its
chances of success at some objective [4], is what AI research is
all about. The overwhelming majority of AI systems in development today are usually, advanced expert systems that
believe a database of data to form choices based on experience. Many researchers, on the opposite hand, are performing on AI systems that can apply genuinely intelligent
decision-making processes to a limited range of issues, some
of which can have a positive effect on our everyday lives.
the power of AI to rationalise and take actions that have the
simplest chance of achieving a particular goal is its ideal feature. Machine learning may be a branch of AI that refers to
the thought that computer program’s can learn from and
adapt to new data without the necessity for human intervention. This automated learning is formed possible by deep
learning techniques. AI is founded on the thought that hu -

6. BLOCKCHAIN FOR AI
Secured data sharing and Marketplace: The mining nodes keep
a replica of the whole ledger, which is formed from chained
blocks of all transactions, and that they require pri-vate keys
to access the info. As a result, it provides a safer lo- cation
for storing confidential and private data during a non- disk
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environment. It facilitates data sharing of different components of AI, like data and algorithms, since it offers transparency and accountability in data access. It promotes data
sharing of varied components of AI, like data, algorithms,
and computing resources, since it offers transparency and accountability in data access [5]. As a result, blockchain will
provide a decentralised and coordinated Marketplace platform. Decentralised AI: during a supervised learning programme, several agents are involved in making high -level
decisions, and that they all have access to an equivalent
train- ing data [9]. In terms of Organizing cybersecurity, and
de- ploying individual AI agents to figure together to
provide protection across the board to unravel problems,
people cre- ate a network. Explanation to AI: Since all of the
data and programming is shielded from view, AI programmes
are now known as blackbox systems. All of AI is focused on
vast quantities of data, algorithms, and computation.vigour
As a result, AI decisions are difficult to understand and comprehend. Every data phase can be tracked with blockchain.
chain of processing and decision-making As a result, might
instil more certainty and transparency in decision-making
of AI built it [6]. Synerzise untrusted devices: Untrusted
devices include swarm robots, the Internet of Things, and
mobile phones. In this scenario, Blockchain will serve as a
coordinating mechanism where agreement is only possible if
full benefit is realised. This plot could be used for a num-ber
of things, from updating refrigerator software to assem-bling
swarm robotics [10]. Enhancing trust on Bot decision: Bots,
which are the product of artificial intelligence, now ac- count
for 52 percent of all web traffic. However, half of all bots on
the internet are malicious rather than helpful. To monitor
this, a stable and trustworthy framework is needed, which
Blockchain provides. It will remove the flaws in these
technologies while still increasing transparency. Finally, it
will aid in the development of public confidence. Collective
decision making: Bots, or artificial intelligence-based programmes, now account for 52 percent of all web traffic [10].
Half of all bots on the internet, on the other hand, are malicious rather than helpful. A secure and trustworthy platform
is needed to control this, which Blockchain provides. It will
correct these technologies’ vulnerabilities while also growing accountability. Finally, it will contribute to the growth of
public confidence. Increases Efficiency: Participation of
thanks to multipartite authorization of transactions, multiple
stakeholders within the business, like government organisations and business companies, are essentially feeble. Decentralized AI technology enables clever decentralised selfgoverning agents to approve data for various stakeholders
quickly and automatically.

developing more stable cyphers and improving the system
attack protection mechanism. Pro- vide Scalability:
Scalability refers to the power to scale func- tionality
because the number of users grows. Scalability issues like
reaction time, initiation time, and cost brought forward per
verified transaction restrict the efficiency of the blockchain
system. As a result, mining methods are suffer- ing from
these problems. For the blockchain system, it col- lects
knowledge and offers the simplest possible solutions [5].
Personalized privacy preservation by optimizing hash
function: because the amount of personal data in the
blockchain system grows, data protection becomes a priority
for ensur- ing user privacy. to unravel this problem, various
AI al- gorithms are often wont to find the key keys. The
bitcoin blockchain scheme, for instance employs elliptical
curves to get both private and public keys. Automatic
Governance:
AI can control the attacked feature on the blockchain network, and if it detects a rise within the number of transactions, AI is sensible enough to detect the rise in block development rate and recognise the infection site, as well as take
appropriate measures to guard it. As a result, it handles and
secures the blockchain network [4].

8. CONCLUSION
In terms of decentralised AI operations, blockchain forms and
infrastructure, and consensus protocols, a thorough taxonomic discussion and comparisons of common blockchain
implementations are given[8]. With regard to decentralised
data processing and AI infrastructure, a comprehensive study
of blockchain techanologies for intelligent multi-agent systems is checked. In addition, various AI features for
blockchain applications are summarised [3]. Our analysis of
the litera- ture indicates that blockchain adoption for AI
applications is still in its early stages, with numerous research
challenges to be addressed and solved in areas such as safety,
smart con- tract protection, trusted oracles, scalability,
consensus pro- tocols, standardisation, and interoperability
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helps to increase the steadiness of blockchain systems by
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first defined in the paper “Generative Adversarial Networks”
by Ian Goodfellow and colleagues in 2014.

Abstract
Deep learning frameworks obtained a vast attention mainly
because of its improved performance when comparing to
other algorithms as well as classic approaches been used.
For any framework to work well, sufficient training data is
needed. But in the case of medical image analysis, these
are often not available. These images can be produced
either by augmenting data or by means of GANs - neural
networks. By using GANs sufficient amount of synthetic
medical images can be generated and used for training
purposes.

Generative Adversarial Neural Networks (GANs) achieved a
vast atten- tion from researchers in a number of fields in
recent years because of their ability to produce synthetic
data. It’s especially noteworthy that GANs can be used not
only to generate images which are synthetic, but also to
restore balance in unbalanced datasets, due to its unique
adversarial learning con- cept.
GANs are able to learn the available distribution of data and
thereafter generates new samples from it. GAN framework
consists of two networks- generator which generates fake
data samples and discriminator which classi- fies generated
image as a fake or real one.

As technology continues to emerge at a rapid rate we can
see a growth in medical imaging sector. Medical imaging
has formed a new shape in the healthcare industry, even
physicians and scientists learn more about the human body
than ever before. In some situations the detection and classification of diseases or segmentation of tissues may seem to
be a challenging task for the physicians. So for resolving this
issue a neural network frame- work GAN is used to produce
medical images which are synthetic.

2. LITERATURE SURVEY
SPECKLEGAN (Issued on 18 June 2020 by International
Journal of Computer Assisted Radiology and Surgery
15:1427–1436)- (A generative adversarial network with
an adaptive speckle layer to augment limited training data
for ultrasound image processing– Lennart Bargsten,
Alexander Schlaefer) Using generative adversarial
networks, an algorithm is used for producing synthetic
medical images using speckle noise. Speckle layers, can be
inte- grated into a neural network which is the key
component. SpeckleGAN is the resultant GAN
architecture.

With Google Colab, a generative adversarial network (GAN)
will be build and trained that can generate Coronary CT
images. The dataset will be Mendeley Dataset (coronary
artery image sets) where images are in Mosaic Projection
View (MPV). GANs have proven to be really successful in
mod- eling and generating high dimensional data which is
really useful for medical image processing. There exists
neither patient data handling nor privacy issues as images
are generated synthetically.

(1)

Keywords: GANs, SPECKLE, PG-GAN, DC-GAN, PSNR,
SSIM, VAE
1. INTRODUCTION
Deep learning technologies recently had a lot of success in
activities re- lated to computer vision, due to the use of
huge datasets with annotations. It is quite challenging to
obtain such dataset for medical image processing. As a
result, creating a stable automated disease diagnosis model
with a re- stricted dataset is extremely hard.

PG-GAN (Diller et al. BMC Medical Imaging
(2020) 20:113 (Utility of deep learning networks for
the generation of artifi- cial cardiac magnetic
resonance images in congenital heart diseaseGerhard-Paul Diller, Julius Vahle, Robert Radke,
Maria Luisa Be- nesch Vidal, Alicia Jeanette Fischer,
Ulrike M. M. Bauer, Samir Sarikouch, Felix Berger,
Philipp Beerbaum, Helmut Baumgartner, Stefan
Orwat)

Deep learning algorithms are widely being used in automatic
medical image analysis and heart chamber segmentation.
Collecting required num- ber of training data are still
difficulties, especially in congenital heart disease.

GANs, or Generative Adversarial Networks,are actually a
form of gen- erative modelling which uses deep learning
techniques like neural networks. The GAN architecture was

(2)
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DC-GAN (Islam and Zhang Brain Inf.(2020) 7:3 )(GAN- based synthetic brain PET image generation-

Jyoti Islam, Yanqing Zhang) Developing a good
automated disease diagnostic model with a small
dataset and annotated samples is difficult. Using
generative adversarial networks, this novel approach is
used to produce synthetic medical images (GANs).
This model will generate brain PET images for three
stages of Alzheimer’s disease: normal regulation (NC),
moderate
cognitive
impairment (MCI),
and
Alzheimer’s disease (AD).

Figure 2: random sample input image (1)

3. IMPLEMENTATION
Deep learning model is used for identifying and classifying
the diseases. Medical imaging has been used in several
applications in the health care industry. Deep learning
solutions have exceeded many health care tasks in detecting
and diagnosing abnormalities in medical data.

Figure 3: random sample input image (2)
Output images:

Data management seems to be one of the most critical steps
in deep learning solutions. By the reports of 2020, the size of
new health care data is reaching 2314 Exabytes. Even in
January 2020, it can be seen that Google’s Deep Mind AI
outperformed radiologists in detecting breast cancer
according to Nature’s Publication.
The project is inspired by the current advancements in the
field of un- supervised deep learning. The main aim is
generation of synthetic images with the help of a reference
dataset using a GAN model. For the time being manual
inspection of generated synthetic images will be carried
out.
Stable Deep Convolutional GAN architecture guidelines:
1) Pooling layers are replaced with strided convolutions
and fractional-strided convolutions.
2) Both the generator and the discriminator should use
batchnorm..
3) For deeper architectures, remove completely connected
hidden layers.
4) Except for the output, which utilises Tanh, use
ReLU activation in thegenerator for all layers.
5) For all layers, use LeakyReLU activation in the
discriminator.
The discriminator takes an image as input and outputs a
number that represents the chance that the image is real. The
generator takes a random seed vector as input and
generates an image from it. Additional seeds can be used to
create an infinite number of new images.

Figure 4: Epoch 1
It is observed that initial epochs resulted in very noisy and
unclear im- ages. As number of epochs are increased the
image quality increased on each epochs. Noticeable changes
in image quality were obtained from 50th epoch onwards.

Figure 5: Epoch 5

Figure 6: Epoch 50

Figure 1: GAN structure
In Synthetic Image Generation using GANs, ultimate
purpose is genera- tion of synthetic medical images of
coronary artery using Mendeley dataset. For the time being
no qualitative or quantitative measures are used to eval- uate
the efficiency of the GAN model.
Input Images(Mendeley Dataset):

Figure 7: Epoch 100
Manual inspection is the most basic way of model
evaluation, although it has several drawbacks, including:
1) Subjective knowledge is required.
2) Limited images can only be reviewed.
3) Not apt for final model selection.
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and so forth for the avoidance of obscure assaults and
hacking of security data [1]. Joshi et al present the square
tying as ”acquiring foothold” and one among the prepredominant needs in this day and age. He likewise refers to
that the utilization of the blockchain would warrant a
”dependable and a helpful as - sistance” [3], Singh et al, say
that the dependability and the unwavering quality of the
blockchain innovation have made it a spine of information
par- taking in the correspondences channels, upgrading the
exactness and hence the confidence in it [4] a large portion
of the applications are asked to adjust to the impeding
innovation since it further develops the protection saving of
the private data’s [5]. The blockchain in basic can be
referred at the time- stepped series of unchangeable data
oversaw by a gathering of PCs that are claimed by various
substances. Each square of information is secured and made
inescapable using the crypto-realistic standards to guarantee
the well- being of the data or the cash. The blockchain at
first used distinctly in the measure of exchanges is presently
used in the correspondence channels to work on the
unwavering quality and confidence in the information
sharing. So the paper proposes reliable and trustworthy data
sharing within the huge set of knowledge generated from the
health sectors utilizing the blockchain and therefore the RSA
digital signature, for securing the info transmission from the
misuse and therefore the hacks.

Blockchain is one of the most frequently discussed methods
for securing data storage and transfer through
decentralized, trust-less, peer-to-peer sys- tems. The goal of
blockchain is to allow digital information to be recorded and
distributed, but not edited. It is predominant in solving
the problemof privacy-preserving and security in a large set
of data generated from a multitude of sectors. In the year of
2020 so many data breach was reported, for instance,
CAM4, Marriott, easy jet data breaches are some of them.
The importance of data preservation is vital and hence
discusses the procedures for conserving and maintaining
both the safety and integrity of data. The goal of data
preservation is to protect our data from being lost or
destroyed and to con tribute to the reuse and progression of
the data. By keeping data for an extended period by
choosing durable formats, archiving files locally, and
submitting data files to a data repository. It is essential to
protect and secure our data in all aspects.
The proposed work discusses the security and the privacy of
health data using blockchain technology to enhance
confidentiality along with the in- tegrity and authentication
in the sharing of the health data. Due to the sensitivity of
patient data, preserving the privacy of patients appears to be
challenging. In healthcare applications, patient data are
usually stored in the cloud, which makes it difficult for the
users to have enough control over theirdata. So the proposed
model using blockchain with the RSA digital signa - ture,
where a dual encryption method is followed using the private
key of the sender and the public key of the receiver, thus
allowing only the authorized receiver to access the
information.

2. INTRODUCTION TO BLOCKCHAIN
These days, blockchain (BC) has become one of the
foremost frequently discussed methods for securing data
storage and transfer through decen- tralized, trustless, peerto-peer systems. In addition, BC is a cryptographic- based
distributed ledger, it empowers confided in exchanges among
untrusted members. Blockchain could be named as the central
innovation, it is equipped for fostering another establishment
for the monetary and social frameworks. Inside a moment,
blockchain technology ensures frictionless communication
across businesses, machines, individuals, and protocols.
Blockchain technol- ogy has been utilized in many areas like
legal, supply chain, healthcare, retail, and so on. The purpose
of the engaging quality of the blockchain is to make the
records hard to imitate, with harm verification and alteration.
The most features of the blockchain are:

Keywords: Data sharing, Blockchain, Security

1.

INTRODUCTION

The latest advancements in data innovation have brought
about an enor- mous progression of data and the colossal
measure of significant information contained inside it,
making them immersed and defenseless against digital
assaults that outcome in information hacking and control [2].
The continu- ous headway of blockchain innovation has
made it progressively interesting to a wide scope of
utilization, including banking, smart frameworks, web of
things-based applications, government areas, modern areas,

Transparency: Blockchain enables one to look at all the info
that’s entered into it. Decentralization: processing the info
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within the blockchain that belongs to multiple entities.
Immutability: Restricts the tampering of the info using the
hash func- tions.

endeavors working behind the devel- opment of the web of
things and its application. Web of Things plans to associate
billions of gadgets to accomplish the shared objective of
interfacing anything whenever anyplace. The historical
backdrop of web correspondence has shown huge
development somewhat recently. The review proposed response for protection safeguarding utilizing secure character
the board and conceivable specialized strategy by utilizing
public key-based cryptography used in the blockchain.
Blockchain innovation utilizes public-key cryptog- raphy to
carefully sign every exchange and hash capacity to ensure
that no one can adjust or erase any single tad of significant
worth inside the square. furthermore, this review has taken
the biological system of shrewd home ad- ministration and
savvy wellbeing the board. This paper audits the idea of
blockchain with RSA advanced mark for getting the
information transmis-sion. Subsequently, an enormous
arrangement of information created from the medical care
area can be safely sent with secrecy, uprightness, and verification.

3. LITERATURE SURVEY
Ji, et al [1] give an extensive assessment of issues in the
security of pri- vate data, including bank exchanges, casting
ballot frameworks, the Internet of Things, insightful
frameworks, and the trading of individual data, and
blueprints innovations dependent on the blockch ain for
protection assurance. The creator of Sang Oun et al [2]
covers security challenges in associated cars and gives an
outline of blockchain-based security insurance. The work by
Joshi et al [3] is a far-reaching assessment of the specialized
viewpoints and employments of blockchain. As indicated by
Singh et al [4], blockchain is a dependable and solid answer
for information dividing between independent vehicles. In the
trading of e-health data, Zhang et al [5] present a double
blockchain engineering dependent on protection and
consortium, Casino et al [6], the precise writing survey
dependent on the blockchain applications is introduced in
the paper with the deficiency s and the constraints of the
blockchain innovation. Pilkington et al [7], the creator
explains the center ideas, the standards, and the state of
the art applications that depend on blockchain innovation
for unwavering quality, security, and protection. The creator
of Iansiti et al [8] proposes reality in blockchain innovation to
work on financial and social frameworks. The scientific
categorization of blockchain innovation is introduced by Xu
et al [9]. Zheng et al. [10] talk about the blockchain’s
constraints as far as versatility and capacity. The proposition
by Lin et al [11] talks about blockchain confirmation using an
ID-based directly Homomorphic signature procedure. The
biometric blockchain for informa- tion partaking in the
savvy vehicle proposed by Xu, et al [12] is proposed in the
paper to improve trust and reliability in distributed
organizations. Smys et al [13] detail the cryptography-based
engineering for the friend peer orga- nizations.Koosha
Mohammad Hossein saw that Since the presentation of the
Internet of Things (IoT), e-health has become one of the
principal research points because safeguarding the security
of patients gives off an impression of being a test. He offers
a blockchain-based design for e-wellbeing applica- tions that
gives proficient security safeguarding access control
instruments to ensure patients’ information. We exploit the
blockchain(BC ) characteris - tics, like changelessness and
client obscurity, while changing the conventional blockchain
design to resolve the issues it faces in IoT applications (i.e.,
low throughput, high overhead, and dormancy). In addition,
the excavators of the blockchain approve new exchanges and
record them on the BC record. To achieve this, we bunch BC
excavators into groups and store and break down
information at the group nearest to the patient. The
recommended design, BC, is used to store a hash of
clients’ medical care information just as their information
access strategies. Clients can have unlimited authority over
their touchy information got by wearable sensors on account
of the pro-posed plan. In this design, clients can store access
control arrangements over their information in BC to indicate
who can get to their information and howmuch.

4.

BLOCK CHAIN AND THE RSA DIGITAL
SIGNATURE IN DATA SHARING

The blockchain is employed together with the RSA digital
signature to boost confidentiality, integrity, and genuineness
within the sharing of health- related knowledge. The
blockchain while not the RSA digital signature en- sures the
confidentiality of the messages however not the
authentication. contemplate someone A causing a message to
person B, victimization the blockchain the information is
hashed and sent to the receiver waterproofing with the nonpublic key of the A and within the receiver facet aside from
B, alternative members like the C and D may conjointly read
the message sent by A by employing a public key of the A.
Therefore this methodology lost the authentication of the
messages. This drawback may be tackled by the victimization of the blockchain with an associate degree RSA
digital signature that ensures the authentication of the
messages transmitted to the commu- nicating. During this
methodology the message sent by the A is initially encrypted
using the public key of the A and once more encrypted using
the public key of the B, currently, the message with associate
degree RSA digital signature is transmitted to B, and on the
receiver facet, the B decrypts the message its public key and
once more decrypts the general public key of the A.
Therefore guaranteeing the confidentiality and authentication
within the message transmitted. The strategy utilizing the
blockchain with the RSA digital signature and also the
cryptography hashes ensures the information sharing of the
health sector in a very secured approach of conserving the
confidentiality of the information and with the reassurance
of sending the information to the approved persons.

5. CONCLUSION
This paper talks about the techniques for using the
blockchain innovation with the RSA computerized signature
that guarantees viable information transmission with
secrecy, respectability, and confirmation. Here a double
encryption strategy is followed utilizing the private key
of the sender and the public key of the receiver, along these
lines permitting just the approved recipient to get to the data.
What’s more, it likewise guarantees execution improvements
as far as time, cost, and security provisioning. Therefore, this

Chintan Patel saw that in this digitalized world, Internet of
Things (IoT) security will be really difficult for the
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technique is a reasonable answer for getting patient
information in the clinical field.
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record of the public end user.

Covid 19 Pandemic has introduced various challenged to the
world to which we had to find solutions at a fast pace. One
such challenge was the distribution of vaccines and issuance
of the vaccination certificates. Providing a decentralized
approach to the above challenged will reduce the risks and
increase the fault tolerance of the system. Blockchain
implementation includes a supply-chain man- agement
system for vaccine distribution that allows the vaccines to
trace back to creation of vaccine, thus authenticity of
vaccine. While all the genuine vaccine will have a data to
back it up, the fake vaccines will not be listed in the
blockchain and thus won’t have any data to be traced. The
certificate issuance by using blockchain is proved to be an
efficient way to create certificates. The project allows the user
to provide authentication that the user has received
vaccination. Since the data is stored in the blockchain, it is
immutable and only authorized persons can edit the data.
Since we can access the blockchain using a client we can
easily integrate it to third party application to verify the
Covid vaccination certificate.

2. LITERATURE REVIEW
For every large scale vaccination there are at least 3 phases.One
phase includes vaccine testing, vaccine approvals and
supply-chain management. Another phase includes vaccination training, field support. Last phase includes vaccine
rollout, vaccination and certificate issuance.[2]
Current system in India for supply chain logistics is han- dled
by eVIN (Electronic Vaccine Intelligence Network) or similar
systems. eVin is an integrated package of people, process
and products and enable a real-time monitoring of stock
and storage temperature of the vaccines kept in multi- ple
locations across the country.
In this system the cold chain handlers are provided with
smartphone that have eVIN application that allows them to
digitalize vaccine inventories, which includes – real-time stock
and temperature, vaccine requirements, consumption patterns,
route planning, stock reallocation and emergency management.[1] The technology uses smartphone, web apps temperature loggers and cloud servers to digitize vaccine stock
inventories and storage temperature from every vaccine storage and cold chain points at government health care facilities.

Keywords: Blockchain Hyperledger Sawtooth Distributed
system Certificate Issuance
1. INTRODUCTION

Certification issuance is performed with the help of an
open-source software known as DIVOC which is built with
strong technical design, privacy and security principles.
DIVOC is a platform for huge scale control and rollout of
digitally verifiable credentials related to diverse programs. Itis
critical for countries to invest in a scalable testing or vaccination digital health infrastructure to be self-reliant to successfully conduct the vaccination of Covid-19 vaccines and to
be ready for managing similar future scenarios like Covid.
Currently in India all the vaccination certificate is issued
with the help of this technology.[4] It uses Asynchronous or
Public Key Cryptography to sign the certificate and then it
compress the certificate template and upon that compressed
data a QR code is generated. A public key is provided to
check with a certificate is valid. This mentioned technology
can also be integrated in third part application easily.

With increasing demand for vaccines, the window for fake
vaccines and fake vaccine certificates are increasing. There
have been many incidents of fake vaccine drives re- ported
in India. The current system uses a centralized ap- proach to
monitor the distribution and vaccination of vac- cines [3].
We also have a portal for verifying the certificate issued.
The issued certificate is such that a certain set of information of the vaccinated person is signed and converted
into a QR code.
There is no portal for verifying the vaccines till now to find
the authenticity of vaccines. By introducing a blockchain
implementation we will able to track the vaccine and provide
the records to prove that the vaccines were created by an authorized manufacturer.
The project will enable the public to verify vaccine that they
are vaccinated with and hence it will reduce their fear of being
vaccinated with a fake vaccine. At the same time the
certification issuance system will enable the user to seamlessly provide the verification and proof for the vaccination

3. DESIGN
This section deals how the project is designed based on
different use cases and also how we approach the solution
with the help of a block-chain network.
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vaccine. Vaccinator can also get user details about the user
to be vaccinated. They can update the vaccination status of
the user. The public user can get details about the vaccines,
user details. The public user can also verify the vaccination
sta- tus of a person. They can also get the vaccine details
about a specific vaccine batch. They can get all the data
about thevaccine, tracing all the data from manufacturing stage
to vac-cinations stage.
3.2 . Flow Diagram
3.2 .1 . Manufacturer Flow Diagram
A Manufacturer can –
• Create Vaccine – Gets request from manufacturer client
server with the actions and details signed by the user that
handles the creation of new vaccine. The client then ap pends certain other information.
• Transfer Vaccine – Manufacturer can transfer the vaccine
batch ownership to the distributor. A user from manufacturer initiates the action signed by him and sent to the
Server.
• Get User Details – Manufacturer can anytime access the
vaccine information.
• Validate Vaccine – The public portal of manufacturer can
allow validation of vaccination to the users.
It is necessary that every user that belongs to a specific
manufacturer have to sign all the request he sent to the server
from the client side itself so that the data sent from the user
can directly be forwarded to the block-chain server without
any tampering. Otherwise there is a possibility the data can
be tampered in between the transaction.

Figure 2: Flow diagram for Manufacturer

3.2 .2 . Distributer Flow Diagram
Distributer can Transfer Vaccine -Manufacturer can transfer the vaccine
batch ownership to the distributor. A user from manufacturer initiates the action signed by him and sent to the
Server.
 Get User Details-Manufacturer can anytime access the
vaccine information.
 Validate Vaccine-The public portal of manufacturer can
allow validation of vaccination to the users.
 Monitor Vaccine-Get monitor data from device and update it in the blockchain.

Figure 1: Use Case Diagram to depict
use cases of the project
3.1 . Use Case Diagram

3.2 .3 . Vaccinator Flow Diagram

The Use Case Diagram depicts how the whole system and
users interact with each other. Central Authority has the
responsibility to authorize a new blockchain node that that
may be a Manufacturer, Distributer, Vaccinator, or a Public
User Portal.

Vaccinator can 1. Vaccinate User
2. Get User Details-Manufacturer can anytime access the
vaccine information.
3. Validate Vaccine-The public portal of manufacturer can
allow validation of vaccination to the users.

Manufacturer can create vaccine, authorize users that be- long
to that specific manufacturing company, can transfer a batch
or batches of vaccines to a Distributer company. Manufacturers create vaccines and transfer them to distributors.
Distributers can authorize users that belong to that company, they monitor and transfer batches of vaccines within
their ecosystems from one place to another. They monitor
the vaccine batches; update the data within an interval of
time. Distributors can also get vaccine details.
Vaccinator can get vaccine details from the manufacturer’s or
the distributers that manufactured or the distributed the
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icy decisions that they are best equipped to make. They can
choose the transaction rules, permissions and consensus algorithms that are best suited to the unique business needs.[9]
4.1 .1 .
1.
2.
3.
4.
5.

Features of Hyperledger Sawtooth includes

Supports both private and public networks
Provides Smart Contract Abstractions
Parrallel Transaction execution
Ethereum contact compatibility with Seth
Consensus algorithms supported = PBFT, PoET

4.1 .2 .

Components

1. Clients-That interacts with blockchain network.
2. REST API-Has querying functions to retrieve and update
data to blockchain.
3. Validator-Responsible for validating batches of transactions.
4. Transaction Processor-define the business logic for your
application.
5. Consensus Engine-Handles the functions and parameters for the consensus engine used in the network.
Each node in the network belongs to any of the organizations mentioned earlier that includes Manufacturer, Dis tributer, Vaccination Centre, and Central Authority. Each of
these nodes will maintain a blockchain node as well as a
Client Server application for its end users to interact with the
blockchain.

Figure 3: Flow diagram for Distributor

4.2 .

Node.Js

Node.js is a free open source server environment that run of
various platforms such as Windows, Linux, Unix, Mac OSX,
etc. Node.js uses JavaScript on the server.
It is an asynchronous event-driven JavaScript runtime,
Node.js is designed to build scalable network applications.
4.2 .1 .

Features

1. Asynchronous and Event Driven – The server is non
blocking meaning that it will never wait for an API to
return data.
2. Very Fast-Built on Google Chrome’s V8 JavaScript
engine, it is very fast in code execution
3. Single Threaded but Highly Scalable-Uses a sin- gle
threaded model with event looping that helps the server
to responds in a non-blocking way and make the server
highly scalable.
4. No Buffering-The server never buffers any data.
4.3 .

It is also a free and open-source front-end JavaScript li-brary
for building user interfaces or UI components. It was
developed and maintained by Facebook and its community.

Figure 4: Flow diagram for Vaccinator
4.

TECHNOLOGIES USED

4.3 .1 .

Blockchain Technology Used-Hyperledger Sawtooth Client
Backend Server used-NodeJS Client Front End Frame- work
-ReactJS
4.1 .

ReactJs

Features

1. JSX-JavaScript XML. It is a syntax extension for
JavaScript.
2. Components-The React Application is made up of
multiple components and each component has it own
control and logic. They are reusable and helps us to
maintain the quality of code.
3. One-Way Data Binding-React follows a unidirec- tional
dataflow or one way data binding. It gives us better
control throughout the application.

Hyperledger Sawtooth

Sawtooth is an enterprise blockchain platform for build- ing
distributed ledger applications and network. It targets
keeping the ledgers distributed and making the smart con tracts safe for enterprise use. It separates the core system
from the application domain. [3][7] Sawtooth is highly modular and enables the enterprises and consortia to make pol-
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4. Virtual DOM-is a representation of original DOM object.
Whenever there is a change in state of the ap- plication,
the components are re-rendered in virtual DOM.
5. Performance-It is known to be a great performer for
building web applications.
5.

The Distributer Node will have similar functions as the
manufacturer except for creating a vaccine. The Distributer
can monitor the vaccine during the cold chain phase. The device, probably an IoT device will be there to monitor the
data and we have to modify the IoT device such that the
device will send updates at regular intervals to the server so
that the data can be monitored and added to the blockchain
network. The request sent should be signed by the user that
belongs to the distributer organization to prove the
authenticity.

METHODOLOGY

The project focuses on the process and the workflow of
manufacturing a vaccine, distributing a vaccine through the
cold chain and finally vaccinating and issuing certificate.
The whole process is currently being done in a centralized
man- ner and there is no transparency in the procedure. The
public is faced with a dilemma of fake vaccine and fake Covid
cer- tifications and passport.

The Vaccinator Node will have function to Vaccinate User.
To vaccinate a user the vaccinator has to own a batch of vaccine that he is to vaccinate, then the recipient of the vaccine
should also be enrolled in the system. The user enrollment
can be done via a public portal. The vaccinator has to enter
the batch of the vaccine and the user’s public address or the
user id and then sign the request and forward it to the server.
The server will check for the authenticity of the request and
then forward it to the Transaction Processor. The transaction processor will check for the ownership of the vaccine
and upon authorization the vaccine will be administered to
the user.

The project introduces a decentralized way to managing the
supply and issuance of Covid 19 vaccination certificates.
5.1 .

Blockchain Network

The blockchain network will consist of nodes that mat
belong to each of the entities that participate in the whole
process, that may include- manufacturers, distributers, vaccination centers or a central authority. Each Blockchain Node
will contain a Transaction Processor that will contain the
logic for functions that organization is capable of. Manufacturer Node will have the ability to Create Vaccine, Transfer
Vaccine, Enroll new users.

All the nodes will have some common functions such as
getting user details, getting vaccine details, validate vaccine,
etc. Certificate or the proof that a person has received vaccine is stored along with the vaccine details is stored with
the user data in the blockchain.

To create a new vaccine the manufacturer enrolls a new user
that belongs to the manufacturer. The user will have a
Private Key for signing all the action that are to be performed
by him to ensure the authenticity and has the responsibility to
keep the Private Key secure. The user can now create a
Create Vaccine Request to the Manufacturer Node.js server.
The server will check for enrollment status of the user and
verifies the authenticity of the request received. If the user’s
public key is not in the manufacturer’s list, verification cannot be done and hence request will be rejected. Upon
proving the authenticity the request will be forwarded to the
Saw- tooth’s REST API. There the authenticity is again
verified by the transaction processor. The transaction
processor ver- ifies the authenticity of the request received,
and updates the state of the blockchain with new vaccine’s
address. The vac- cine public address in the blockchain is
determined with the Organization Name’s Hash value and
Hash value of the vac- cine’s batch id. The vaccine’s state will
consist of vaccine’s batch id, manufacturer’s address, created
user’s address and a field for monitoring the data.

5.1.1.

Consensus Algorithm used

A consensus is a process of building agreement among the
distributed network so as to build a form of trustfulness in the
distrusting parties. A consensus algorithm is a cru- cial part
of blockchain network as it will guide the creation of new
blocks in to the blockchain and hence affect the ad-dition of
data. For the project we require a fair yet reliable algorithm
so that we can process the transaction efficiently.
Sawtooth supports mainly two algorithms – PBFT (Prac-tical
Byzantine Fault Tolerance) and PoET (Proof of Elapsed
Time ). The project has been implemented with PoET since
the block creation doesn’t require any competences among
the nodes and hence we don’t need to prove any incentives.
This is an important factor in the cost effectiveness of the
whole project. In Proof of Elapsed Time consensus
algorithm, the nodes have to wait for a fixed amount of time
until it can create a new block in to the network. The
algorithm uses secure CPUInstructions available in processor
to ensure the safety and randomness of the leader election
process. A special CPU instruction set called the Intel
Software Guard Extension (SGX) is the building block of
the algorithm. SGX allows the user to run a trusted code in a
protected environment where the code cannot be manipulated
for gaining malicious advantages. Using the PoET algorithm
we will be able to run up to 1300 transactions per second on
the network.

To transfer a vaccine, the manufacturer has to create a
Transfer Request with the address of the user or the distributer to which the vaccine has to be transferred. The request is then signed and then forwarded to the Node.js server
from where the request is forward to Transaction Processor
of the blockchain node. There the transaction processor will
check for the authenticity of request check is the request user
is the current owner of the vaccine, and only then the vaccine
will be transferred to the new address. To enroll a new user
the manufacturer will create enrollment token for a user. The
user has to use this one time enrollment token to sign up. To
sign up he will have to create a Private Key and its Public
Key and sign up using them. The user has to keep the private key secure as this will be used to verify his authenticity to
his later requests.

5.2 .

Node.JS Server

As mentioned earlier each of the nodes that belong to
different entities will have a server to respond to requests
from the end user. The end user cannot directly communicate with the blockchain network. The server as a gateway to
filter out and sent only valid and authenticate transaction
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request to the blockchain server allowing the efficient processing of Transactions.

higher infrastructural requirement as opposed to the cur- rent
system. Overall the project was able to provide a proof of
concept that the blockchain network can be used in the
vaccination process.

Manufacturer node will only accept request that comes from
valid manufacturing user. The authenticity is of incom- ing
request can be verified as the all the request are signed and
sent from the client. Since the server will have public key for
all its registers user, we just need to verify if the user sending
the request has signed the request. The same applies for
Distributer nodes and Vaccinator nodes.

7.

CONCLUSION

The project describes how a powerful and emerging technology like blockchain can effectively improve the vaccine
supply and certification issuance, provide transparency in the
whole procedure, be fault tolerant and secure. Immunity to
Covid 19 is of utmost importance in the current scenario and
the vaccination is our main weapons. The project will be
able to solve the vaccine verification problems and transparency of whole distribution of vaccine, and being able to
track the vaccine’s from the manufacturing of vaccine will
be helpful in solving problem related to the circulation of
fake vaccines and fake vaccine certificates. The immutability of blockchain technology provides trustfulness to the certificates generated and also provides easier yet secure way to
verify the certificates created.

The public node however will have access for all the end user
to verify the vaccines or certificates. Since this request
doesn’t require any modification of data on the blockchain
and only results in the retrieval of data from the blockchain,
there is no threat to performance or security. The public node
will also have the ability to register the end user or the public users so that they will be able to provide the details to the
vaccination center during the vaccination process. Upon
enrolling of a new public user in the blockchain network,
he/she will be mapped to a public address which would be a
hash value of the provided ID card or mobile number. The
user will be able to use the public address or the ID for verification of vaccine certificates. The reason for choosing
Node.Js is that the technology help us to build prototypes
faster and scale it up faster to production.
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Abstract

confidentiality, integrity, and availability. These three
properties of cryptography can achieve by using encryption,
cryptographic hash functions, and digital signatures. In [4],
the authors explain the importance of choosing the correct
hash function for the blockchain. The selection of the hash
functions affects the performance of blockchain technology
in most cases.

The blockchain technology has many revolutionizing
applications as a data structure with security, privacy, and
transparency as parameters for deploying applications.
Cryptographic techniques based on hash functions serve as
key pillar for blockchain technology ensuring the integrity
and authentication of data in blockchain. It compresses
long message to digests of a fixed and short length. This
article explores the relevance of hash functions in
blockchain technology.

2.

During communication, cryptographic techniques and
protocols prevent a third party from accessing data from the
private messages. Cryptography is also made up of two
ancient Greek terms, Krypto’s and Graphene, the former
term meaning “hidden” and latter being “to write”.
Encryption process converts plaintext or normal text to
ciphertext. Decryption is the inverse process of encryption,
conversion of ciphertext to plaintext. A mathematical
function or a cryptographic algorithm called cipher is used
for the conversion. Key is required to induce the output of
the cryptographic algorithm.

Key Words: Blockchain, hash functions, cryptography
1.

CRYPTOGRAPHY IN BLOCKCHAIN

INTRODUCTION TO BLOCKCHAIN
TECHNOLOGY

The term ‘Blockchain’ is made up of two terms, ‘block’ and
‘chain’. A block is a collection of data or data records, and
chain is public database of these blocks, stored as a linked
list. Blockchain is a growing list of records, and the blocks
get appended to the list with time in a peer-to-peer network.
Choosing different hash functions might give different
performance levels to the block chain execution. The author
[1] is trying to find the performance analysis with different
hash functions for Ethereum and trying to find the
differences in the performance matrix. Extensive work is
carried out for the same. In the conclusion the authors write
that the selection of the hash function is significant for better
performance of the system.

The cryptographic algorithms, namely, symmetric-key
cryptography, asymmetric key cryptography, and hash
functions are used for creating secure applications.



While explaining the importance of blockchain in the
financial industry, one of the articles [2] explained the
possibilities of blockchain for college and school fees. The
authors described the various advantages of using
blockchain for the payment of college fees and storage of the
receipts, payment details in the blockchain so that no
tracking of the amount manually is needed. A blockchain is
fundamentally a distributed recording of information that
cannot be damaged or lost in any case in the future. While
tracking the payment details in the future, there can be
various confusion and delay. The usage of blockchain can
resolve these issues, and the process can be made efficient,
and the false proof is the idea given by the authors.





Cryptography is the backbone of the blockchain.
Cryptography [3] comprises three sub-properties, namely
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Symmetric-Key Cryptography– In this encryption
method, a single key is used for both the encryption as
well as the decryption process. This creates a problem
of securely transferring the key between the sender and
the receiver. It is also called Secret-Key Cryptography.
Asymmetric-Key Cryptography- This encryption
method uses a pair of keys, an encryption key, and a
decryption key, named public key and private key
respectively. The key pair a private key and a unique
public key that is generated using the same algorithm.
It is also called Public-Key Cryptography.
Hash Functions- This type of encryption does not
make use of keys but uses a cipher to generate a hash
value of a fixed length from the plaintext. It is difficult
for the contents of plain text to be recovered from the
ciphertext.

3.

BLOCKCHAIN
FUNCTIONS

TECHNOLOGY

AND

HASH

matrices, which hash functions gives better performance
with low resource requirements like IoT devices without
affecting the quality of performance.

The most extensively used cryptographic algorithms in
blockchain technology is the hash. Hash functions have a
major role in linking the blocks to one another and to
maintain the integrity of the data stored inside each block
[5]. Any alteration in the block data transactions can lead to
inconsistency and break the blockchain, making it invalid. A
blockchain is a concept of storing data digitally that comes
in blocks which are chained together and make the data
immutable. Otherwise, when a block of data is chained with
the other blocks, it will be publicly available to anyone who
wants to see, its data can never be changed again. The data
will be available in the same sequence in which it was added
to the blockchain. For the bundled block to be added to the
blockchain, miners need to find a hash that meets the target
difficulty. Each block contains a block header with the
number of the block, the hash of the previous block and a
nonce (Number used once), which includes a timestamp. The
nonce varies the input to a cryptographic hash function,
increases randomness in computation during the mining
process.

The authors of the article [10] discuss the need for the fastest
hash technique that includes the VLSI implementation
BLAKE2. A use case for BLAKE2 in Blockchain is
implemented as Equihash algorithm. In their study, they use
an FPGA based custom computing machine approach. It
uses a quicker Equihash core method which is five times
faster than the ARM Cortex-A9 based system.
The authors propose a method [11] for a modifiable
blockchain technique in the decentralized public network.
Instead of the hash value, a truncated hash value called target
value does this work. This truncated hash value modifies
with authorization. The target hash is to alter the hash block.
The process takes enough care to prevent unauthorized
editing of the target value. There would be provision to
choose from “right to rectification” or “right to withdraw
consent” or “right to be forgotten”, etc.
The following characteristics of cryptographic hash functions
make it useful for blockchain systems:

 Avalanche effect-A slight change in the data can

Immutability [6] is the backbone of blockchain platforms
that help all participants to have the same global log of
transactions. Achieving immutability is more accessible
when the validators are a trusted group of members. In public
platforms acquiring the property of immutability is with the
help of proof-of-work. In some critical situations, for editing
one block from the blockchain, the Chameleon hash
functions can be used as the hash function. Using a trapdoor
key and with the permissions from the trusted validators, this
editing is made possible. There is a second trapdoor key with
the creator of the block. This second key is to avoid the
possibility of unauthorised modifications to a block without
permission from the creator.

result in a significantly different output making the
data secure and reliable in blockchain.
 Uniqueness – Every input has a unique output.
 Deterministic – Any input will always have the same
output if passed through the hash function.

 Quickness – The output can be generated in a very small
amount of time.

 Reverse engineering is not possible, i.e., we cannot
generate the input by having the output and the hash
function.
The concept of hash algorithm can be summarised as a
mathematical function that transforms any input into a fixed
size output. To be cryptographically secure and usable in
blockchain technology, the hash function needs to be
collision resistant, which means that it is difficult to find
two inputs that produce the same output. This makes the
data reliable and secure on blockchain; any changes in the
block data will lead to this difference in hash value and make
the blockchain invalid, making it immutable.

The growth of quantum computing opened the possibility of
attacks on blockchain-based on Grover's and Shor's
algorithms. These algorithms can be a threat to public-key
cryptography and hash functions. This threat can force
restructuring blockchains to make a cryptosystem that resists
quantumattacks which can be post-quantum, quantum-proof,
quantum-safe or quantum-resistant cryptosystems. This [7]
article explores the current state of the art of post-quantum
cryptosystems and blockchains. It also gives an extensive
comparison study on the characteristics and performance of
the most promising post-quantum public-key encryption and
digital signature schemes for blockchains.

Asymmetric-key cryptography is where the private key
generally needs to be produced by a random number
algorithm, and the public key is calculated by executing an
irreversible algorithm. The asymmetric encryption algorithm
has the advantage of having separate public and private keys,
which can be transferred over unsecured channels. During
the transmission of data on blockchain, security and integrity
of the asymmetric encryption algorithm is ensured with
digital signatures which are easily verifiable and cannot be
corrupted. The quality of non-repudiation of digital
signatures ensures that the blockchain is valid and the data is
verified and correct.

Blockchains are decentralized trust-based blocks that
guarantee cryptography. There are similarities in the structure
of blockchains and classical iterated hash functions of the
Merkle-Damgard type. MD hash functions are with many
different structural weaknesses. This article [8] examines
how these possibilities of flaws might affect the currently
established blockchains. This study helps avoid the
challenges in the design of new blockchain systems and
provide some limits on the trustworthiness of the existing
blockchains.

A major application of blockchain is cryptocurrency that use
public-private key pairs to maintain the addresses of the
users on the blockchain. The public key is used as the
address of the person. The public key is visible globally, i.e.,
it is visible to any participant of the participant. The private

The blockchain technology in the IoT environment is
discussed in the article [9] by the authors. The analysis
helped understand how the cryptographic hash functions get
implemented in IoT devices with the best performance
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 Proof of Work consensus algorithm is a set of rules

key is a secret value and is used to access that address data
and authorize any of the actions for the ‘address’, which are
generally transactions.

used widely in cryptocurrency mining for validating
transactions and mining new tokens with SHA-256 hash
function.
 Blocks in blockchain: Each block in the blockchain
contains the hash of the previous block header within its
header. This ensures that changing a single block in the
blockchain without detection is impossible.
 Hash functions are vital to protecting the immutability of
the digital ledger. If the hash function used by a
blockchain is broken, then an attacker could find
collisions for crucial hash values (such as the block’s
chains or a Merkle tree’s values). This would enable
malicious nodes to rewrite the history of the
blockchain network more easily and cause a
blockchain system to fall apart. The security of hash
functions is essential to the security of the
blockchain. The security of a hash function can be
threatened and challenged. Hash functions are designed
to be collision-resistant, but cryptographic algorithms
are occasionally broken. If a flaw is discovered in a
hash function, it may make it possible to effectively
find hash collisions.
 Hash functions are also used in bitcoin mining.

Digital signatures are widely used for cryptocurrencies. They
are used to approve transactions by signing them securely
(offline) and are also used for multi-signature contracts and
digital wallets on the blockchain. To perform any action
from these multi-signature contracts and digital wallets, the
digital signatures from multiple (different) private keys are
required before any action to be executed.
Hashes in blockchain seal each block of information and
represent the current state of the chain. Each block relates to
the hash of the previous block as shown in Figure 1. As the
hash represents all the blocks connected before, it includes,
by connection, the whole chain.
Figure 1 Hash functions and blocks

5.

It can be concluded that the cryptographic features hashing,
public-private key pairs, and the digital signatures together
constitute the foundation for the blockchain by securely
linking blocks and ensuring reliability and immutability of
the data stored on the blockchain. For the security of
blockchain systems, we can increase the complexity of
hash operations and increase the length of hash output.

Merkle-trees are data structures to connect hashes in
blockchain created by making pairs of hashes repeatedly,
until there is only one hash left. They are made bottom-up
from the hashes of individual transactions, or leaves. The
Merkle root is the one hash summarizing all the data, at the
top of the tree, and contains all of the hashes under it. The
individual branches of Merkle-tree can be downloaded.The
modification of the branches changes the whole Merkle-tree
and root. This efficient data structure can verify data, prove
validity and requires little memory and computational
power. The information of the transaction is verified just
with a small portion of a dataset, without having to check
all the other records. Therefore, Merkle-trees helps to ensure
that all previous transactions from the blockchain are
recorded, and the transactions in the shared distributed
ledger is complete, unchanged, and in chronological order.
4.

CONCLUSION
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hack or defraud and can be accessed by using keys and
cryptographic signatures. The financial transactions such as
time for money settlements, collateral requirements,
currency denominations etc. have multiple stages.
Blockchain can help to detect malefactions or fraud
detection by sharing information in real- time and updating
the ledger as per the agreement of the parties. This will
not only prevent scams, but also reduce the total cost and
time it takes to process. Identity theft has been one of the
most serious problems affecting consumers around the world
for the past few years.

Fraudulent attacks and theft issues are critical in business
networks and all organisations need to protect their
transactions and
customer information. Business
organizations seek to explore ways to use blockchain
technology in business and society to prevent fraud in
financial transactions, identity management and supply
chain. The potential benefits of securing business processes
from fraudulent attacks and theft issues are numerous. This
paper throws light on how blockchain system provides a
resilient and sustainable environment in detecting and
minimising security issues and preventing fraud.

This paper focuses on how blockchain technology fights
malicious attacks and fraud. Section II discusses the articles
based on blockchain technology. Section III reviews the
attacks and ways for detecting the different types of fraud
and intrusion. Section IV concludes by recommending how
blockchains can fight online malicious attacks and its
limitations.

Key words: Blockchain, fraud detection, smart contract,
digital ledger
1.

INTRODUCTION

A blockchain is a chain of blocks of information that
registers transactions with the digital currency bitcoin.
Algorithms and the computational infrastructure are used for
creating, inserting, and using the blocks in the blockachain.
A blockchain is a list of records or blocks linked to one
another with each block containing a hash of previous one or
a timestamp and data. Blockchain is a decentralized shared
ledger that allows verified contributors to store, view and
share digital information in in business relationships a
secure, trusted and transparent environment. The distributed
digital ledger in blockchain is a database with data shared
between computers, replicated and reconciled on a regular.
There is transparency in the management and authorization
of the data spread across the network such that there is no
place to commit fraud. The features of blockchain systems
are:







2.

LITERATURE REVIEW

Many researchers have made pivotal contributions on the
significance of blockchain but the research of blockchain is
still in its infancy. The study [1] reviews the current
academic research on blockchain, by conducting a clustering
analysis to identify the research areas of economic benefit,
blockchain technology, initial coin offerings, fintech
revolution, and sharing economy. In 2008, Satoshi
Nakamoto [2] proposed the concepts of bitcoin and
blockchain, describes how cryptology and an open
distributed ledger can be combined into a digital currency
application. The widespread adoption of the digital currency
bitcoin in financial transactions [3] has led to many business
innovations and value.

Designed to be resistant to modification of data
Used in peer-to-peer network
Participating nodes agree to a common protocol
Immutability of transactions
Decentralised network
Security and accuracy with distributed shared ledger

In the recent time there have been enough issues related to
counterfeit products which reduces the profit of the
companies and damages the trust build by the companies
over a period [4]. The customer doesn’t want to spent time
on identifying the real products instead they usually rely on
the product manufacturer. By the implementation of the
block chain technology the system became tamper resistant.
The details of the source of purchase and the information

Blockchain systems records data that is difficult change,
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about the product safety will be available in various
decentralized databases and which cannot be neglected by
anyone. This feature helps customers believe in the block
chain technology for detecting counterfeit product in supply
chain.

2

3

As per the study [5] the authors suggests that on the outset of
increasing number of network intrusions the system should
be able to monitor the behaviour of the users to find the
possible intrusion in the future with the help of block chain
technology. Only then then the number of online data
intrusions can be reduced and complete data security can be
achieved. So, a future possibility of the intrusion detection
system with the help of block chain is the work done by the
authors. To achieve this, an experimental environment was
created in WLAN and the performance was analysed for
understanding the performance levels of the implementation.

4

5

4.



Fraudulent transactions and the trust factors are inversely
proportional. Even though the algorithms and transactions
can be made secure with the help of block chain technology
but still the person involved in the process can be a weak
link. That again increases the chances of risk. This
possibility is discussed in the paper [8]. To eliminate this
possibility of human interactions are using machine learning
algorithms. In this paper the authors discussed the various
possibilities of the supervised machine learning techniques
to check the legitimate transactions. Also, a detailed
comparison study of the various supervised machine learning
techniques is also discussed for the fraud detection.
SECURITY IN BLOCKCHAIN SYSTEMS

Blockchain technology has secure, unique ways of
registering, verifying, and managing transactions. Table 1
illustrates the nature of transactions in traditional and
blockchain systems.
Table 1: Comparison of Transactions
Fe ature

1

Distributed
consensus

CAN

BE DETECTED

USING

Shared, distributed digital ledger that contains shared
between computers and reconciled on a regular basis
with transparent management and authorization of the
data such that there is no opportunity to commit fraud.
 Consensus to validate the data and processes by the
participants before a block is formed and added to the
chain.
 Immutable transactions where each block is validated
with timestamp and cannot be altered,
 Permission-based blockchain or private blockchain
networks can prevent fraudulent activities by restricting
the access of the systems.
 Smart contracts reduce legal paperwork and enable
organizations to handle large amounts of financial
transactions automatically.
 Combining
digital
signature with blockchain
encryption can offer inherent privacy in design.
 Cryptographic techniques known as Zero Knowledge
Proofs (ZKPs) that can allow participants to check the
correctness of ledger entries without revealing their
contents
But still blockchain transactions are susceptible to various
malicious attacks and business organisations need to tackle
fraud and security issues in their procurement systems by
implementing blockchain technology. A blockchain based
architecture for validating the data on work and employment
uses smart contact was implemented using Ethereum based
public blockchain [9]. Employers can adopt to detect and
reduce work history related fraud. The types of fraud and
malicious activities that blockchain technology can prevent
are explored in [10] [11] and attacks to which blockchain
remains vulnerable are identified. Aune et al. [12] proposes a
cryptographic solution for preventing information leakage
problems using blockchain. The types of fraud are given in
Table 2.
 Financial Frauds
 Identity Frauds
 Supply Chain Frauds

There is some work [7] which talks about increasing the
safety of the data by using a smart meter system. After the
implementation of the same, the username and password
authentication won’t be needed for the login and logout. The
authors suggested a zero- knowledge proof with the help of
the smart meter and the use of block chain system.

Sl.No

FRAUDS THAT
BLOCKCHAIN

The shared ledger of blockchain is decentralized, rich in
security and resistant to any sort of tampering giving verified
contributors the access to store, view, and share the digital
information. This fosters trust, accountability, and
transparency in business transactions thereby prevents fraud
in various applications. The main characteristics which make
the blockchain technology an ideal choice for preventing
fraud is-

Almost all the software products and systems need an
authentication by the user to understand give the privileges
accordingly. Also, as part of the daily needs each user
will have to log in to various platforms. Since it is difficult
for the users to remember multiple username and password
many a times, they forget their username and password
which will lead to the creation of a new password. This is an
endless process. The authors [6] suggest an interesting
solution to this issue which will reduce the chances of a
possible threat. The suggestion is to store the users’
usernames and passwords by using an encrypted format in
block chain. So, when the users wanted to access any
website can refer their only one username and password
which won’t be compromised and can continue to work
effortlessly.

3.

No global repository
Maintained and
storesthis public ledger,
controlledby the
that is, a blockchain is
party or by central
completely
authorities
distributed
Verification by Collective verification
New
central
and
transaction
authority
updates.
T rust,
Cryptographic
Cryptographic
security in
mechanism is
mechanism
transactions
not embedded
embedded
Anonymous and
Nature of Reversible, rolled- irreversible, Cannot be
transactions
back
modified or “ rolled
back.”
Data
Repository

Traditional data
Blockchain
management
T ransactions
Registers and stores
stored in data
transactions in a peerrepositories
to-peer network.
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Table 2: Types of Fraud
Sl.
No

1

2

3

Type s
of
Fraud

Explanation
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Prevention by blockchain

Storing transactions in blockchain,
Validation and verification of
Fraudulent deposits, financial transactions, Updating the
Financi
counterfeiting
shared ledger upon the agreement
al
documents, kiting, of all parties, Implementation of
Fraud
money laundering
cryptographic security schemes,
Crypto currencies such as bitcoins
and digital payment
Consensus mechanisms for
verifying the authenticity of data
Decentralized nature of blockchain
Encrypting personal data to be
Fraudulent or fake
immutable
Identity identities, vulnerability
Cryptographic security, Continuous
Fraud
of personal
reconciliation of data
information to hackers
Attaching digital signatures to all
transactions, Digital identity
management and attribute sharing
based on blockchain.
Supply
Financial fraud,
T ransparent and easy
chain
Procurement fraud,
traceability of
fraud fraudulent billing and
disbursement schemes,
product distribution,
products,
Double spending
Digitization by the blockchain to
vulnerable to fraud
trace the origins of products
due to their global Combination of “smart contracts”
reach, the depth of
and tagging and tracing make
supplier networks, the supply chains more efficient and
sheer number of
more cost-effective.
transactions or volume ZKPs and incorruptible shared
of financial activity,
ledgers to record financial
third party
transactions
transactions, manual
Digitally signed consignment
inspections.

The advantages of blockchain fraud detection
 Manage simple, permanent tamper-proof personal
identities
 Information storage based on cyber security,
cryptography and blockchain
 More diverse control of security policies by authorized
persons
 Secure payments and digital transactions
5.

CONCLUSION

It can be concluded that the transparent, decentralized
blockchain technology enables enterprises to interact among
their stakeholders across geography with trust and
traceability bringing positive changes across businesses,
communities, and society. This technology will be one of the
most promising in cyber security soon because transparency,
visibility, and the integrity of businesses are an essential
factor in current era of distrust, fraud, and counterfeit. But
blockchain does not eliminate all types of fraud. The
decentralised networks of blockchain make the infrastructure
open to vulnerabilities, tampering and unauthorized access.
So it is important for enterprises to use a blockchain
designed for business, on the right infrastructure and with
the right services.
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Abstract

to prevent sensitive data from being tampered and leaked to
preserve integrity. The data sharing protocol works on proxy
re-encryption technique where the key generation happens in
a distributed way. The data sharing work functions on the
basic need of correctness and security of the data.

Blockchain is one of the most promising and innovative
technology with a decentralized ledger of all transactions
across a peer-to-peer network. It is a core technology that
has synergy with cryptographic techniques. The
cryptographic features hashing, public key, private key
authentication, and digital signatures form the core elements
of security in blockchain systems. This paper explores
blockchain encryption using digital signatures to guarantee
the security of stored information and transactions and
digital signature schemes in the blockchain.

The authors of the paper [9] propose a protocol and a reliable
encryption scheme to make a time- sensitive message. The
message opened at a specific time in any decentralized
environment can be used only simultaneously. Blockchain
technology integrates the instantly generated message for
various practical requirements. There are multiple provisions
given to make the system flexible. The Identity-Based
encryption system [10] many a time effectively improves
data privacy for non- transaction applications. Analyses
show a high-security level can prevent both disguise and
passive attacks and is functional, effective, and practical in
many applications for non-transactional scenarios. The
Goldwasser-Micali and Paillier encryption schemes [11]
study focusing on data privacy techniques. These two
encryption schemes considered have less processing time
and provide more strength to the possible attacks. The pros
and cons of the Goldwasser-Micali and Paillier encryption
methods add value to blockchain technology to use in
various applications.

Key words: Blockchain, encryption, digital signature.
1.

INTRODUCTION

Encryption is the technical process of encoding or
converting original data (plaintext) into coded form.
Symmetric and asymmetric encryptions are used to secure
data and systems, making it difficult for unauthorized parties
to gain access to encrypted information. Symmetric key
systems use the same key whereas asymmetric systems use
public and private key pairs for encrypting and decrypting
data. Some of the different types of encryption methods
usually used for the encryption processes in blockchain
technology are discussed below.

2.

Attribute based searchable encryption with verifiable
ciphertext scheme in blockchain [1] uses public key
algorithm for the encryption of the keyword, then with the
help of attribute-based encryption to encrypt the symmetric
key which will be used to encrypt the file and finally
symmetric key to encrypt the file. The keyword used for the
encryption is kept in the block chain, symmetric key in the
cloud storage. Using proxy re-encryption technology, the
users’ attributes are changed. The authority center takes care
of the attribute revocation process. The whole process allows
to achieve the keyword security, symmetric key security, and
file security.

ROLE OF DIGITAL SIGNATURE IN
ENCRYPTION OF BLOCKCHAIN

A digital signature is a mathematical scheme or a hashing
algorithm for presenting and validating the authenticity, nonrepudiation and integrity of digital messages, documents or
software. A valid digital signature is a proof that the
message originated by the entity controlling the private key
and makes the to believe that the message was created and
authenticated by a known sender, the sender cannot deny
having sent the message (non-repudiation), and that the
message was not tampered in transit (integrity). Electronic
signatures include all forms of a signature used to verify a
document. Digital signatures are attached to an actual
signature to secure a document. A digital signature provides:

Data-sharing models and data sharing protocols are
discussed with the help of proxy re-encryption technology
by the authors [2] in their work. The model gives access
control restrictions on the blockchain platform. The
blockchain node and shared databases store encrypted data
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data integrity
non-repudiation
sender authentication



the sender, receiver and ensuring that the information was
not tampered. The process of digital signature encryption
works as follows:

receiver authentication

In bitcoin, digital signatures are used as a proof of
ownership of private key without having to revealit proving
that authorization of spending funds and ensuring that a
transaction cannot be modified by anyone after signed. In
blockchain system, documents, tasks, processes, payments
are embedded in digital code and stored as a digital record in
transparent, shared databases to be protected from deletion,
tampering, and modification. The blockchain systems
support a decentralised, distributed collection of records and
meta data that are immutable, verifiable, and digitally
signed.






There are mainly five different types of digital signatures are
discussed in this section. They are aggregate signature [3],
group signature [4], ring signature [5], blind signature [6],
and proxy signature [7].



The signer/sender inputs data to a hash function
generating the unique hash of data.
Hash value and private key are then fed to the signature
algorithm which produces the digital signature on a given
hash.
The signer/sender sends the data with the digital
signature to the intended receiver.
The receiver checks the hash value generated by the
sender by feeding the sender’s public key and the digital
signature into the algorithm to generate a hash value as
output.
Regenerate hash value from the data and match with
hash sent by the sender

The same hash function is used by receiver to generate the
hash value of the original data. If this hash value matches
the previous hash value the receiver gets the assurance
that the digital signature is valid.

As the meaning suggests the aggregate functions can take n
signatures, n different messages and n different users [8] as
input to the calculations and then would be able to produce a
single short signature as a result of the method. So, this
specific method is known as the aggregate signature method.

Digital signatures are a fundamental building block in
blockchains to verify the authenticity of transactions. The
user must prove to every node in the blockchain that they are
authorized to use the transactions while preventing other
users from accessing when transactions are submitted,.
Every node in the network will verify the submitted
transaction and agree. Two mutually authenticating
cryptographic keys, i.e., a public key and a private key
are the pillars on which digital signature works. Some
common digital signature algorithms are

Group signature scheme allow multiple members to
represent a combined message. The members of the group
are expected to follow different security [8] requirements
such as reliability, integrity, anonymity, traceability, no
framing, tracing verification, and collision resistance. The
execution efficiency of the group signature mechanism is
evaluated by the length of the group signature, the size of the
public key, the time of signature generation, and the
verification time.





The ring signature must satisfy [8] the following three
requirements: Total anonymity: Even if an attacker illegally
obtains the private key of all possible signers, they can
determine that the probability of the valid signer does not
exceed 1/n. Unforgeability: If an attacker gets a valid private
key of a member of the group signature, still the chances of
successfully forging the group message is negligible.
Anonymous scope: The signer can freely specify his
unknown content, constitute a beautiful circular logical
structure, and realize the primary function of group signature
but does not need a trusted third party or group
administrator.

RSA (Rivest Shamir Adleman)
DSA (Digital Signature Algorithm)
ECDSA (Elliptic Curve Digital Signature Algorithm)

The RSA is an encryption algorithm that employs public and
private key pair. It is the most ubiquitous asymmetric
encryption algorithm in the world. The public key is used for
encrypting message and the message can only be decrypted
using the associated private key. RSA encryption scheme
can be used to construct redactable blockchains such that if a
private key holder (e.g. a central authority) can change any
node without violating integrity of the whole blockchain.
This method can be used in conjunction with any hash
function that is used to build a blockchain to implement
security. Elliptic Curve Cryptography is a similar type of
asymmetric encryption as RSA used in cryptocurrencies.
Elliptic Curve Digital Signature Algorithm or ECDSA is a
cryptographic algorithm dependent on algebraic structure of
elliptic curves over finite fields and used by Bitcoin to
ensure that funds can only be spent by their rightful owners.
It is a public-key encryption algorithm designated to create
an electronic signature and is a modification of the DSA
algorithm. Being defined in the group of elliptic curve
points, the ECDSA algorithm is resistant to an attack. The
ECDSA has the ability to operate in much lower fields than
DSA, less performance issues, rapid signing and verifying
process.

A blind signature [8] is used for the message to get
disguised before it is signed. It helped maintain the
transmitter’s anonymity and implemented where the signer
and the message author are different.
In blockchain applications, usually, the blind signature [8]
uses for encrypted election systems and digital cash plans. In
addition to satisfying the general digital signature conditions,
blind signatures must also help the following two properties:
The signer is invisible to the message he signed. Namely, the
signer does not know the specific content of the letter he
signed. The signed statement is not traceable. When the
signed document is published, the signer cannot know which
one he signed. The proxy signature [8] represents the
signature from the original signer by a proxy signer on
behalfof the original signer with the authorization.

3.

DIGITAL SIGNATURE SCHEMES

Digital signatures are used to verify the authenticity and
integrity of blockchain transactions ensuring non-repudiation

Blockchain protocols use encryption methods to send
information in a secure way in a network by authenticating
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of information and time stamping. The Table 1 shows
different digital signature schemes.
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Table 1: Digital Signature Schemes
S l.
No

1

2

3

4

5

6

7

4.

S ignature
S cheme

Basic Feature

As the meaning suggests the aggregate
functions can take n signatures, n different
messages and n different users [8] as input
Aggregate
tothe calculations and then would be able to
signature
produce a single short signature because of
the method. So, this specific method is
knownas the aggregate signature method.
Allowing a member of a group to
anonymously sign a message onbehalf of
Group signature the group, Group manager oversees adding
group members and can reveal the original
signer in the event of disputes
Variant of group signature. Specific signer
Ring signature
cannot be found by attacker even if he has
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Content of a message is disguised or
Blind signature
blinded before it is signed, Employed in
privacy-related protocols
Enables a proxy signer to sign messages on
Proxy signature
behalf of the original
signer
Allow aggregation of individual signatures
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cyber-physical attacks negatively affect physical assets
beyond cyberspace through breaching data and causing
economic losses or privacy vi- olations [3], [5]. Medical
Cyber Systems are particularly focused on damage affecting
humans directly and can have disastrous consequences. By
illus- trating attacks on these devices and studying
existing solutions and ways to advance them, this research
emphasizes the importance of cybersecurity within the
Implantable Medical Devices (IMD) area. [6], [7].

A new technology within the medical field, implantable
medical devices (IMDs) may be advancing the treatment of
patients. The term implanted medical devices refers to
electronic devices implanted in the physical body for
monitoring or treating diseases in various organs, or to
improve the functions of different parts of the body. IMDs of
earlier generations did not place de- vice security at the
forefront of their design process. Consequently, existin g
IMDs in the health care sector are vulnerable, which can
lead to grave con- sequences if exploited. In recent years,
implantable medical devices (IMDs) have become
increasingly targeted for security and privacy concerns.
IMDs that implement a ”touch-to-access” policy use biometric-based security to provide access control. When the
instrument loses contact with the patient, authentication of
the device is revoked. To address the security challenges of
distance-based security, vibration-based security was
implemented. Vibra- tory channels are characterized by
their inherent short-range nature, need direct physical
contact to work, and are highly intuitive to users. Despite
that, both products fail to provide the comprehensive
security of modern medical devices and their ecosystem. An
overview of the IMD-System, which provides a powerful
security measure within IMD ecosystems, but in a prac- tical
manner by integrating remote monitoring, scalability, non repudiation, entity authentication, access control, and
availability. As part of the proto- col, emergency access to
services can also be provided, so that there will be a
gradual deterioration of the services while ensuring the
security and safety of the patients. IMD-System has a more
comprehensive security system than current IMD protocols
that exist in any IMD system.

A website malfunction occurred due to the web attack in
the Not-for-profit Epilepsy Foundation resulted in seizures
and migraines among epilepsy pa- tients in 2008. Defacing
a website at such a range can be physically harmful to
humans, so the threat posed by direct attacks on IMDs is
serious. [4], [10].
Cyber threats pose a significant threat to IMDs, and
there are ro- bust and adapted solutions required in order to
mitigate them [8], [11], [12]. Systems are more complex
because of longer range wireless communications and limited
resources of IMDs, including less battery, less processor,
and less memory. The article emphasizes the importance of
securing IMDs, since attacks on them not only compromise
sensitive patient information but can also cause serious
injuries and even death in some cases. In this article, it
debunks the myth that modern IMDs aren’t capable of
advanced security. Toward this end, construct a security
protocol for the IMD eco-system that incorporates welltried security requirements, strict design constraints, and a
completely unique security protocol. Specifically, it
addresses scalability, remote monitoring, and nonrepudiation, which are three critical, but previ- ously
ignored requirements. By providing an easily accessible
interface for emergency access to the IMD without
compromising patient safety and se- curity, it is a realistic
solution. It has also been rigorously evaluated from the
point of view of protection against denial-of-service attacks
of batteries.

Keywords: Authentication Protocol, Battery-depletion
attack, Facial data sets, Non-repudiation
1. INTRODUCTION
Throughout all sectors of the economy, particularly energy
and trans- portation, technology is improving all aspects of
our lives, such as health and education, through connectivity
via the Internet and other networks [1], [2]. As a result,
services or applications are more efficient, but distant
communications also introduce new threats.With the
development of tech- nology, we can also see a rise in
cybercrime. [9]. In contrast to traditional cyber-attacks,

2.

RELATED LITERATURE

A. Juels, M. Rostami, and F. Koushanfar [13] presented an
Heart to Heart (H2H) system that makes using ECG
(heartbeat data), ensured that only in- struments that are
physically in contact with a patient with an implanted
medical device can access the system.By analyzing real-time
ECG data, new techniques can be applied in H2H to extract
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time-varying randomness. By using this randomness it is
possible to guard against attacks by active ad - versaries
while implementing light weight design which is coping
with noise problems associated with ECG registrations.
Programmers who want ac- cess to IMDs can authorize
access using a time-varying biometric, called a physiological
value. H2H enforces touch-to-access policies using timevarying physiological values. If alpha of the PV by IMD is
”approximately equal” to beta of the Programmer, then the
IMD can be accessed.A H2H architecture can in theory use
any PV, but focuses also on the use of the electrocardiogram
(ECG). Therefore, H2H is compatible with authenticating
medications em- bedded in cardiac devices such as
pacemakers and ICDs, now the largest class of medical
devices. The appropriate ECG samples can therefore
function as a low-bandwidth stream of random bits
compatible with IMDs equipped to capture live ECGs
anywhere in the body, not just heart devices.Programmer
and IMD take successive ECG readings separately, but time
synchronously. IMD will compare the two results and
impose a wireless policy that encour- ages the programmer
to use wireless access.

owner, it provides non-repudiation through digital
signatures.To mutually authenticate the two entities, a
TTP (S) is required as R and C are untrusted. The nonrepudiation can even be guaranteed by utilizing a private
reader. It should which support private-key computations. It
will eliminate C and S. However, maintaining personal
readers for every doctor and nurse would be highly
unpractical and expensive. Furthermore, the use of S permits
bedside- reader operation (SR9) and has access control. Since
patients will only have read-only access, losing their C will
not prevent them from obtaining any further treatment. Users
should know their PINs (it is called two-factor
authentication). The system isn’t designed to support
contactless smart cards or magnetic strip cards to minimize
the threat of additional attack vectors.Flexible and scalable
(SR8) have no pre-shared keys between R I, R C, S R,and
C I. It is stated that there are only two pre-shared
symmetric keys, those between S I (KSI) and SC (KSC).
Each implant contains a KSI, which is unique by nature and
installed at the time of manufacture, and which is sent to the
hospital where the implantation surgery will take place. An
implant’s unique and random identifier IDI is generated
during the registration process. This IDI is stored within the
implant. In the same way, KSC is installed in an open-end
credit and is shared with the hospital.A further consequence
is that S, I, and C can only ask R indirectly and directly
through other parties. In order to form the safe
communication between R and S, a public-key-based
approach is employed in which the /public key pairs of all
parties are used. In this configuration, R can be used without
needing to share any pre-shared keys with hospitals, enabling
it to be scalable. Alternatively, a patient can buy a
replacement reader from the manufacturer and use it at any
location without having first registered it at the hospital. A
public-private key pair is also maintained for each open- end
credit in the setup. Using frequent Internet connectivity,
R can keep a comprehensive certificate-revocation list
(CRL) for smart cards. In other words, it can verify smartcard certificates. On the other hand, because there is no
Internet connectivity frequently and the memory is limited
on board, it can only maintain a few CRLs that don’t change
frequently.The multitude of reader certificates cannot
therefore be cross-checked by C. Due to this, a session key
cannot be established between R and C via a public-key-based
key exchange. However, the session key will be provided
using S as a TTP.The same process will be followed in
setting up a key for R I. A key for C I is not required. A
certification authority (CA) which can be trusted, belonging
to the manufacturer authenticates and signs the public keys
of S, R, and C.

V. Raghunathan, Y. Kim, W. S. Lee, N. K. Jha, and A.
Raghunathan [14] proposed a vibration-based secure side
channel to address the aforementioned security challenges. Its
fundamental difference is the short range of vibra- tion, the
lack of direct contact and the fact that it is highly
perceptible. With secure vibrations, SecureVibe activates
Implantable and Wearable Medical Devices (IWMDs) in a
low-power manner, making it resistant to battery drain
attacks. It is common to detect vibrations with an IWMD,
but for their production to occur, it has to be right at the
edge of the IWMD. It has a new physical-layer signalling.
Thus, vibration channel allows the patient to be aware of any
attempts to enter the IWMD. By using amplitude gradi- ents
and means values in combination with enhanced on -off
keying (OOK) demodulation, the technique can achieve
values to support up to 20 bit per second (bps)
communication, which is 4 * faster than conventional OOK
de- modulation. IWMD and ED can communicate securely
and reliably by using a lightweight key exchange protocol to
exchange a shared cryptographic key.
It gives acoustic masking countermeasure for thwarting
acoustic eavesdrop- ping attacks. With a wireless-enabled
prototype IWMD platform, technology is evaluated, enabling
reliable and secure cryptographic key exchange with
minimal energy consumption between an IWMD and an
ED.
3. IMD-SYSTEM
Seeing that IMD-Systems were lacking a comprehensive
security solution, developed IMD-System, which addresses
the entire ecosystem that IMDs operate in. In addition to
sensible cards (C) for the person who represents the user
(U) attempting to access the IMD, there is also a trusted third
party (TTP) for the third party. TTP includes the
implant (I), hospital server (S) and the reader (R).
Additionally, the C and S components are used to aid in
non-repudiation (SR3), access control (SR6), and user
authentication (SR7). R supports public-key cryptography on
each individual smart card inserted into it. Through its
private key, which is owned exclusively by the smart card

Figure 1: IMD-System.
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4. CONCLUSION
For designing implantable medical devices, safety was
considered a crit- ical requirement.In this article, it is
described that current IMDs do not provide high levels of
security, design factors that prevent securing the de- vices,
and remedies available to the issue. IMD ecosystems are
examined as a novel security protocol which may
systematically cover the security re- quirements vital to the
functioning of these systems. Access control, bedside
reading operation, user authentication, scalability and nonrepudiation can be achieved with a personal smart card and
trusted third party. It allows zero-power defence against
battery-DoS attacks, and it doesn’t introduce no- ticeable
overheads in the implant.

[6]

[7]

[8]
[9]

It is still necessary to continue research and improve the
field, despite the amount of work that has been done. To
protect the data communicated over the Internet, you can
develop and employ more secure and faster encryption
techniques.

[10]
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Abstract

1.

Internet use has been increasing rapidly, especially in the
last decade. Ac- cording to the 2020 study on cybersecurity
projects, cybercrime would cost almost 6 trillion per annum
by 2021. Cybercriminals utilize each organize computing
gadget as a essential implies of contact with the gadgets of a
casu- alty for illegal exercises, so that aggressors make
benefit through leveraging the vulnerabilities of the
framework in terms of back, promotion and others.
Cybercrimes are growing steadily every day. The assessment
of cybercrime attacks and the provision of manual security
measures using current techno- logical methods and
investigations have also struggled to monitor cybercrime
attacks. Current cybercrime literature suffers from a lack of
computer meth- ods for cybercrime prediction, especially
on unstructured data.

The focus of this research is to discover attacks that exploit
security vul- nerabilities and to use machine learning
techniques to classify these attacks. The framework
developed in this research is critical to creating a model that
can support analysis to identify,detect, and classify
integrated cybercrime. The proposed tool will provide basic
and comprehensive knowledge of cy- bercrime in society so
that they can take into account the threat pattern of such
attacks and avoid cybercrime personification. This will
make it eas- ier for people to understand the patterns of
various cybercrimes in a given area and then the competent
authorities can take the necessary measures to reduce the
incarnation of more common cybercrimes. Predict and
analyze comprehensive cybercrime, do an annual analysis to
find out the occurrence of various crimes in a given location,
then calculate the crime rate in a given year. In this proposed
work, we propose a framework for analyzing and classifying cybercrimes. The dataset (for cybercrime in India)
comes from Kaggle, CERTIn, and NCRB repositories.The
main objectives of this research work are:

Machine gaining knowledge of can extensively alternate the
cybersecurity panorama and statistics technology is main a
brand new clinical paradigm. This consider in this manner
proposes a adaptable computer device utiliz-ing machine
learning strategies and execution utilize classification,
cluster- ing and directed calculations to assess the rate of
cybercrimes in a country that makes a difference to
distinguish cybercrimes at a state-wise level. The framework
developed in our work is essential for developing a model that
can support analytics on the identification, detection, and
classification of inte- grated cybercrime offences
(structured and unstructured). The main focusof our work
is to detect and analyse attacks that exploit security
vulnerabil- ities using machine learning techniques. Also
provide a structure of crimes occurred in a state and the
structure of highly affected region in a particular state.
Protection analytics with the association of approaches to
data ana- lytics. We help to evaluate and identify offenses
that can be either structured or unstructured from Indiabased integrated data.

INTRODUCTION

1) Analysis and classification of various types of
cybercrimes.

2) Grouping them into various clusters that facilitate the
analysis and fore-casting the frequency of incidents.

3) Testing and analyzing the performance of the
4)

proposed system.
Plotting charts for the proposed dataset to discover
the crime at which state have happened the
exceedingly influenced locale.

There is currently no common basis for categorizing
cybercrimes according to the distinctive features of cases. In
this work, data analysis and machine learning were included
in the construction of a cybercrime detection and analysis
system. In the development and implementation of the
proposed system, classification, clustering and observation
algorithms are used.

Keywords: Cyber Security, Cyber crime, integrated
cybercrimes, security analytics, machine
learning approaches, supervised learning,
classification, clustering, Naive Bayes, Kmeans, India

2.

LITERATURE REVIEW

To date, several methods of analyzing and evaluating
cybercrime have been proposed. Several researchers have
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proposed methods to analyze cy- bercrime, but their work
has several advantages and disadvantages. This section
introduces them.

identify suspicious ac- counts on the Twitter stage (OSN). A
few behaviors, individual information, and substance
characteristics extricated from tweets afterward connected a
particular strategy to recognize mysterious accounts. In any
case, when actu- alizing this show, the creator as it were
centered on Twitter-based suspicious account location. This
system isn’t reasonable for identifying and foreseeing all
cybercrimes on all OSN stages.

Ganesan Mayilvahanan proposed a strategy to assist identify
unprotected tests. They analyzed cybercrime information
from a database, a collection of information areas from
websites on the Internet.Data areas comprise of
cyberbullying, following, extortion, burglary, distinguishing
proof burglary, maligning, and badgering. They deliver this
show to classify cybercriminals as savage or non-violent, and
moreover, they can be classified into distinctive sorts of
cybercrime such as cyberterrorism, cyberuse, obscenity,
cyberbully- ing, cyber extortion and cyber burglary.

Chen et al. a common system for mining cybercrime was
coordinated by appearing a few illustrations within the
ponder.This system appeared the relationship between
mining methods for extraction of substances, affiliation,
figure and visualization and sorts of wrongdoing. This
ponder tended to an examination of criminal systems and
indeed criminal bunches. CPLink in- formation was utilized
here to test your technique.

Khan, et al. examined a framework that recognizes the event
of Refusal of Benefit (DoS) assaults in a arrange utilizing
information mining strate- gies such as design
acknowledgment, BreadthFirst Look (BFS). Here, the
demonstrate centers as it were on log records, not on logs
transmitted over the arrange.

Prabakaran et al. Different information mining strategies and
machine learning methods are specified in their survey work.
This work appears diverse sorts of wrongdoing such as
savage wrongdoing, activity savagery, sexual attack and
cyber wrongdoing. Here they talked about common procedures that will offer assistance uncover different
violations. In this work hereditary calculations, covered up
Markov models, neural systems, atomic destiny
calculations, logistic regression, random forests and kmeans
are uti-lized.

Nouh et.al. outlined a general-purpose brilliantly framework
system for cybercriminals. The most objective of this
framework is to play down the utilize of cognitive
predispositions amid the overview. This demonstrate gives
six fundamental steps, i.e. issue distinguishing proof,
speculation era, data collection, theory assessment,
determination of relevant theories, and nonstop checking of
occurrence data. The most impediment of this frame- work is
that it does not give specificity indeed in spite of the fact that
it is outlined to realize as it were particular usefulness.
Moreover, it is as it were important to particular sorts of
investigation.

Chauhan et al.displayed a amendment report on wrongdoing
examina- tion utilizing information mining methods. He
talked about how the mining centered as a Kumeo
calculation, irregular woodland, etc. It can offer assis - tance
recognize hoodlums. Based on the survey of the writing, it
can be said that the learning of the machine is an effective
apparatus to distinguish and classify cybercries. Be that as it
may, indeed so, there’s a scope of enhance- ment in this
sense. In this manner, in this investigate work an
instrument is proposed based on the learning of the machine
to discover assaults that misuse security shortcomings and
classify these computerized.

Prasanthi et al. a arrange wrongdoing avoidance and location
show based on highlight extraction is proposed. Utilizing the
TFIDF (Term Frequency- Inverse Archive Recurrence)
weighted vector display in cybercrime informa- tion
extricates highlights such as occasions and sorts of
wrongdoing (online or offline). The most reason is to supply
bits of knowledge from inquire about within the setting of
preparing the classification of cybercrime through in-clude
extraction based on frequency and seriousness. This show
assesses comparative clustering sorts of cybercrime by
extricating characteristics to recognize repeating cybercrime
behaviors and possibly take preventive activ-ity against such
wrong doings.

3.

PROPOSED METHODOLOGY

Here Naive Bayes is used for the classifier and kmeans is
used for clus- tering. For feature extraction in the proposed
work,the TFIDF or tf - idf vector process is used. This
developed method is based on 4 steps applied to data,
namely
recognition, preprocessing, grouping
and
classification of data and predictive analysis.

Soomro et al. talked almost particular Cyber Repristi related
to social frameworks. Here they have endorsed some
strategies to dodge manufactured insights on social
frameworks. On the current days, social frameworks are
utilized as a gadget from clients to transmit free messages,
organize online social occasions and work at residential and
others. In this work, the makers indicated particular sorts of
CyberCuss with comparing counseling and an- ticipation
strategies. This consider is profitable because it were for
consider purposes. It does not recognize and joins ciberty
cases.

Figure 1: Proposed approach to analyze cybercrime
incidents
Plotting results

Ç agrı et al. outlined and created a framework that can
recognize accounts related to organize security on online
social systems (OSN) such as Twitter. The creator
employments machine learning strategies such as SVM,
choice trees, and arbitrary woodland strategies to naturally
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Figure 2: States report the highest cyber crimes
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Figure 3: Type of cyber crimes are occuring more
4.

CONCLUSION

11

Cybercrime wrongdoings are happening at an phenomenal
pace within the show world. As numerous offenders are
expanding the utilize of the Web, make utilize of this as a
medium of communication to commit a wrongdoing. To
construct a show that can bolster analytics on the
recognizable proof, dis- covery and classification of
coordinates cybercrime offenses, the system built in our work
is vital (organized and unstructured). The key center of our
work is to identify assaults that take advantage of security
vulnerabilities and uti- lize machine learning procedures to
analyze these assaults. The objective is that the set up system
would give society with the vital wide information of
cybercrime offenses, empower them to get it the danger
environment of such assaults and avoid cybercrime offenses
from being incarnated. It is obvious from the comes about
that the built up framework decreases the method of time
utilization and manual detailing. It makes a difference to
classify the number of incident-wise and area-wise
recording cases.
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Abstract

The system therefore needs to know the full, unobscured face
of the person it is supposed to recognize at all times [4] [5].
Using critical face features such as the eyes,nose, lip
structure, face edges etc., the facial recognition system
detects whether a person is wearing a mask. However, if the
mask includes various features, the system cannot determine
their identity. [6]. There is a failure because existing systems
are trained using datasets without masks for facial
recognition. Some facial datasets, like CelebA [9], Labeled
faces in the wild (LFW) [11], CASIA webfaces [10] and
VGGFace2 [12] do not contain masks and are all in-efficient.
The Inoperable systems can be rectified by using the systems
that are trained to identify masked faces, which in turn needs
masked facial data sets. But these are not available. Manual
updating of the data set by capturing images of individuals
are not practical since it needs the investment of capital and
time.

COVID-19 pandemic, which is an ongoing disaster make
wearing a mask a habit of being in the public. But this social
norm raises some issues. One among them is that it
questions the accuracy of facial authentication sys- tems that
are used widely in big enterprises, schools and even in
handheld digital aids. Most of such systems depend on a
huge data set that cannot be altered in a single day.
Unfortunately, such systems do not recognize masked faces
and thereby, causing serious security problems. It causes
unau-thorized entries and device access. Thus, there arises a
need to update these data set to rule out threatening issues
by invalid data sets and inoperable systems. This paper
investigates a methodology for developing an effective
masked face recognition system that uses high accuracy and
low error rates to address this problem. Hence, the need to
take new pictures for authenti- cating the user cannot be
accommodated. The tool can be developed using the python
language along with the packages including face recognition
and face-recognition models. After building the tool, its
efficiency can easily be analyzed in real time using data sets
like MFR2, VGGFace2 and other data sets.

To overcome all these issues, proposing a masking tool
MFT- The Digital Masking Tool to create masked facial data
sets which is a computer vision- based script. The mask
and tilt are applied by identifying 6 key features of the
face with the help of a face landmarks detector using dlib
[8]. Face tilt is used to select the mask template. Using six
key features, the mask is developed based on the template
for perfect fitting. Data sets of faces can be converted to
masked-face data sets using the Digital Masking Tool. As
long as mask fit, face angle and lighting conditions are
taken into consideration, it can identify most recognizable
human faces within an image and apply the masks selected
by the user to them.As an input, the proposed system can
either use only one image or a directory of pictures.

Keywords: Authentication, Face recognition, Facial data
sets
1.

INTRODUCTION

Infectious and communicable diseases are rampant around
the world at the moment, as the world suffers from COVID19 [1]. People can get infected through the respiratory
droplets of the patient or infected surfaces. It enters the
human body mainly through the eyes, nose or mouth. For
COVID-19 disease prevention is better than cure. As a
result, the population prac-tices social distancing and mask
habits [2]. These two prevention methods question the
current security system. Fingerprint-based authentications
are unsafe because it involves touching the finger with a
sensor. Facial recogni- tion is the best approach since it does
not involve any social contacts. Deep learning-based
development allows modern face recognition systems to be
more accurate because of their accuracy [3], [7]. These
systems usually rely on unobscured facial images for
identification based on the available training sets. The
efficiency of the system depends on the number and type of
avail- able training data sets.

2.

RELATED LITERATURE

Tal Hassner,Anh Tuan Tran, Iacopo Masi, and Gerard
Medioni [7] de- veloped An easy and effective way to find
3D morphable face models. From an input image, it
calculates 3DMM texture and shape parameters using a
convolutional neural network (CNN). Provide a method for
producing large numbers of labelled examples to address
the shortage of training data forthis purpose. According to
CNN’s 3D estimates, the MICC data set presents the highest
level of accuracy of any data set for this class. A new 3D-3D
face-matching pipeline, coupled with three-dimensional face
shapes as the representation of the face rather than invisible
deep feature vectors used by another modern system,
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provides the first competitive face recognition re- sults on
the LFW, YTF, and IJB-A.

It has been proven that face recognition programs designed
using usual facialimages produce good results. In the case of
pandemics, masks are recom- mended. Due to limited mask
images, there is not enough data to train a new system with
masked images when most people wear masks.In order to
train a new system for facial recognition, the MFT converts
an existing data set into a masked set that can be used to
train either an existing or a new system. Furthermore, it
detects whether a mask is being worn.

Ziwei Liu, Ping Luo, Xiaogang Wang and Xiaoou Tang [9]
developed a novel deep learning framework for prediction of
attributes in the wild. It joins two CNNs, LNet and ANet,
which are integrated with attribute tags for fine-tuning, but
pre-trained differently.ANet is trained by identifying large
numbers of face identities for attribute prediction, while
LNet is trained by identifying large numbers of general
object categories for face localization. Aside from
outperforming the state-of-the-art performance by a wide
margin, this framework also reveals interesting facts for
learning face representations.Zhongyuan Wang, Guangcheng
Wang, Hao Wu, Peng Yi, Kui Jiang, Bao- jin Huang,
Zhangyang Xiong, Qi Hong, Nanxi Wang, Yingjiao Pei,
Heling Chen, Yu Miao, Zhibing Huang, and Jinbi Liang [13]
proposed 3 types of facial datasets that contains mask,
including Masked Face Detection Data set (MFDD), Realworld Masked Face Recognition Data set (RMFRD) and
also, Simulated Masked Face Recognition Dataset
(SMFRD).
3.

4.

CONCLUSION

MFT- The Digital Masking Tool is developed for digital
masking of facial datasets efficiently. As of result of apply
MFT in real-time datasets, there will be increased security in
real-time authentication systems. Through existing face
recognition systems, the tool permits the identification of
masked faces with a high level of accuracy and reliability.
This tool allows you to create large datasets of masked faces
in real time by applying MFT- The Digital Masking Tool to
a large dataset of faces. In order to improve the efficiency
and enhance training facial recognition systems, datasets
generated with this tool can be used for training.

MFT-THE DIGITAL MASKING TOOL

In future, it is possible to add more varieties of masks,
templates, patterns, colors etc. At present, MFT- The Digital
Masking Tool is a terminal tool. But it is possible to
convert it into an application that can able to interact with
the user through a GUI interface. It is also possible to deploy
it in airports, borders etc. to detect people in real-time.

A Python-based tool to detect the human face’s features
using a face landmark detector, the Digital Masking Tool
uses dlib to detect features that identify the human face
while digital masking. It mainly identifies the tilt of the face
along with identifiable facial features to apply the mask. The
system consists of different mask templates which are
selected according to face tilt. It provides several types of
masks. The system automatically trans - forms the mask into
the optimal fit for the face after selecting a template. Thus,
the system can be used in any available facial data set to
convert it into a masked data set. It can identify the faces
in the input data set. Thus,it can mask all the faces available
in an image based on various limitations of face angle, light
exposure differences, mask fit etc. The tool can mask both
a single image and a directory of images.
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Abstract

I. TRANSACTION PROCESS IN BLOCKCHAIN

The idea of Blockchain had emerged as earlyas 2008 and the
interest in this field has been ever-growing since then.
Security, Anonymity, Data integrity and Decentralization of
transactions have been the key factors behind the success of
block - chain. The most common Bitcoin, Ethereum, Ripple,
Doge all operate based on Blockchain technology. With all
these salient features, does come its share of challenges,
especially in the area of energy consumption which needs to
be carefully dealt with. It is a widelyknown fact that Bitcoin,
one of the most prominent cryptocurrencies that currently
exists, consumes massive amount of energy. So is the case
for the other cryptocurrencies as well [2].This is a very
relevant aspect that one must consider in the wake of the
current discussions regarding climate change and its
sustainability that could potentially affect theadoption of the
widespread use of Blockchain technology. This is a study
specifically to understand the long term effects of energy
consumption in Blockchain and whether it is a feasible and
sustainable replacement to the existing model of transactions.
To understand the effects of energy consumption, we are
focusing our attention on Bitcoin, the first application that
made use of this technology [10].

A Blockchain transaction is basically a small unit of task or
block that is stored in a public ledger. Each block is then
executed implemented and then stored in the Blockchain for
validation by all the “miners” that is included in the network
[5]. Previous transactions can also be reviewed at any given
time [6]. First the Identity of the sender is verified. This is to
make sure that the transaction has been requested from a
genuine source. Blockchain makes use of digital signatures
(public and private keys) to facilitate transactions between
two parties. The sender provides the receiver’s publicaddress
along with the sender's public key and the digital signature.
The validation of the transaction is carried out
independently by all the miners within the network. For
example, the digital signature in Bitcoin uses 256 bits and so
if anyone wants to guess the signature and make a fake
transaction, they would have to make 2^256 guesses which is
highly improbable[6][7]. The verifier will also need to
validate the transaction by checking if the sender has enough
money to send to the receiver. This is made possible by
referencing the public ledger.

Keywords: PoW Blockchain, Energy Conservation, Bitcoin
1.

THE BLOCKCHAIN ARCHITECTURE

In a decentralized network, a transaction is initiated by
making use of a digital signature using private key
cryptography. The transactions are then stored in an
unconfirmed transaction pool and is propagated in a P2P
network. The peers on the network then choose and validate
this transaction based on a pre-defined criteria. For example,
the peers try to verify by checking whether the sender has
sufficient balance to trigger a transaction or if the sender is
doing a double transaction and trying to fool the system.
Once the transaction is verified by the peers, it is then
included in a block. There is a select group of peers called
“miners” who use computational power to mine for blocks
before publishing it This is done by means of solving
complex computational puzzles. The miner who is able to
solve the puzzle first obtains the opportunity to create a new
block, where upon the miner is rewarded with suitable
incentives.

Figure 1: Transaction Process of Blockchain [3]

All the peers in the network will then verify this new block
by means of a consensus mechanism, post which block will
be added to the chain and the local copy of the immutable
ledger will be stored on every peeron the network[4].
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2.

STRUCTURE OF A BLOCK

miner nodes are consuming an enormous amount of
electrical energy in its effort to solve complex mathematical
problems.
The incentives associated with mining has been a major
motivating factor among miners to mine more bitcoins and it
in turn demands the installation of high Energy consuming
devices at the miner’s end in an effort to get a major portion
of the revenue.
Subsequently, the total energy consumption rate of the
bitcoin network increased to a new high. The International
Energy Agency reported that the energy consumption
associated with bitcoin is more than approximately 105
countries, which is alarming [1].

Figure 2: Blockchain structure [3]

A substantial amount of carbon footprint is left post each
transaction. The Nature climate change in 2008 predicted that
bitcoin mining by itself could push the global warming above
2 degree celsius in less than 3 decades.

The Blockchain consists of a sequence of independent
blocks which stores the information of all the transactions.
These blocks are linked to each other by means of a
referencing hash. There would be a reference back to the
previous block, also known as parent block. The first
block in the chain is called the genesis block [3].
3.

Let us demonstrate the energy consumption of bitcoin by
comparing it with an alternate payment system like VISA. It
was estimated that approximately 674,922 Gigajoules of
energy were consumed by VISA for processing 111.2 billion
transactions in the year 2017 alone.

DIVING FURTHER INTO POW BLOCKCHAINS

Blockchain is a decentralized transaction mechanism where
the ownership of updating the transaction ledger is not one
single entity, but by a distributed consensus of participating
nodes whose decision deems whether a transaction is valid or
not.

This is equivalent to the energy consumed by around 17000
US households. The Energy consumed by bitcoin is more
than that of a company like VISA and the below diagram
helps us visualize it better [3].

This intermediate so called “bankers” who were approved to
be part of this distributed consensus mechanism, had to first
solve complex puzzles with the help of high computationally
capable nodes for which they would be rewarded with a set
of cryptocurrencies. By doing so, it reduces the probability of
a hacker who can take control of the system as it would
mean the hacker would need multiple nodes with high
computational capacity, each capable of solving the
complex puzzle, without which the hacker could not get the
node(s) approved to be part of the decision making process.
This avoids potential Sybil attacks [9]. The process of
solving called “mining” is what primarily dictates the energy
efficiency of the “Blockchain” mechanisms and the
challenges surrounding it [4]. As a result, Bitcoin combined
several well-known concepts from cryptography to form the
so- called PoW (Proof of Work). As mentioned previously,
there are usually incentives associated with these mining
process and the participants are rewarded appropriately for
each block in the form of cryptocurrencies whose value is
proportional to the market value of the cryptocurrency itself.
The success of cryptocurrencies in the financial sector in
recent years has caused huge participation in mining. This
has led to enormous consumption of energy in this field.

Figure 3: Bitcoin Network Vs. VISA Network Energy
Consumption [1]
4.

ESTIMATING ENERGY CONSUMPTION

We don’t have an accurate means of determining the energy
consumption of a distributed network in Blockchain because
the exact number of peer nodes, the hardware and the
computational effort put into mining remains unknown.
However, we can obtain pretty good estimates for a lower
and an upper bound of the energy consumption based on
certain easily observable data [10] and [11]. There are
primarily two factors

These high energy consumptions PoW Blockchains were
actually intended when they were designed so as it is the same
energy consumption that protects these Blockchains from
attacks [1]. A potential attacker may have to exhaust at least
25 to 50 % of the total computing power of all the miners even
if the attacker would have to think of planning such an attack
which would take control of the system and hence such an
attack is highly unlikely, making the system more secure.

1. The difficulty in solving a cryptographic puzzle
2. The frequency at which the solutions are found
Based on the above, we could gauge an approximate lower
bound.

While the PoW algorithm has enabled bitcoin to perform
transactions among users in a decentralized environment, the

Total power consumption > = total hash rate * min energy per

108

hash [1]
We could similarly get an upper bound based on the energy
requirement for the mining process. Mining is profitable
only if the expected revenue from mining is higher that the
associated cost. A desired upper bound can be thus derived.

4.

Total power consumption < = (block reward * coin price +
transaction fee)

5.

/ (avg.block time * min. electricity price) [1]
5.

CONCLUSION

6.

While Blockchain is a fast emerging technology, we need to
spend a huge amount of research and careful study in
understanding the various moving parts that can contribute
to energy consumption. As mentioned earlier, the
significance of energy consumption and its effects on the
climate is not something that we can easily ignore. While
high computational problem solving mechanisms used by
PoW Blockchains can ensure secure and decentralized
transactions, we should focus on research that would help us
find the right balance between the two worlds.

7.

8.
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ensure that the funds lifted advantage those for whom they
are intended.

To stay away from data breaches and to shield the
organization against superfluous financial costs and loss of
public conviction, the data need to be protected. In recent
decades, there have been examples of bribery, delinquency
outrages impacting the public image and reputation of many
Non-Government Organizations. It is clear that public trust
in NGOs is affected negatively by such events. NGO faces
difficulty in terms of maintaining and gaining the support
from donors’ funds. In this article authors are using
blockchain technology to make the Non -Government
Organization (NGO) transaction secure and transparent.
The main goal is to solve all conflicts arise in donor’s mind
and regain their trust towards the NGO. For the above
stated problem regarding management of funds in NGOs,
the authors propose a solution by using blockchain
technology. Blockchain offers the way to eliminate the
doubts by providing data security, immutability and
transparency. Blockchain Technology can offer the NGO
industry to regain the trust of public.

The trust is the main problem while donating with the
NGOs. Most of the NGOs do not provide the donor guarantee
policy. The money the donor sends through the existing
platform is not very transparent. The donor cannot view if
their donation has reached to the intended user or not. There
is a chance that may scam donors by not paying exact
amount or none at all. Government implements various
policies and technologies to diminish the corruption in
NGOs. Among different technologies variation, the
blockchain technology becomes an effective and efficient
way to resolve issues related to corruption. The blockchain
has significantly evolved the way that people used to
consider the finance, trust in communication and even
renewed the concept of digital democracy. For the above
stated problem regarding the management of funds in NGOs,
the authors propose a solution by using blockchain
technology.
The blockchain is an incorruptible digital ledger that records
every transaction. It is a distributed system thus all the
records are stored in every node in the decentralized
network. Each block in the chain contains a number of
transactions, and every time a new transaction occurs on the
blockchain, a record of that transaction is added to every
participant’s ledger. The decentralized database managed by
multiple participants is known as Distributed Ledger
Technology (DLT). The blockchain system is used for
recording a sequence of data items such as transactions
between parties that uses cryptography to make it hard to
fiddle with past ledger entries, and that has process for
storing one or more copies of the ledger and adding new
entries [3]. This system offers the way to eliminate the
doubts by providing data security, immutability, and
transparency. So, Blockchain Technology can offer the
NGO industry to regain the trust of public.

Keywords: NGO, Blockchain, Data Protection, Ethereum,
Ganache, MetaMask
1.

INTRODUCTION

A non-government organization (NGO) is a non-profit,
charitable society intended to provide services to the society
for the assistance of needy people on a local, national or
international level. These organizations work autonomously,
without any monetary support of the government even if
they may work in close coordination with the government
agencies for accomplishing their mission. They take up and
carry out various activities to encourage wellbeing of the
community they work with. They are not- for-profit bodies
and are run on donations made by individuals, corporate and
institutions [1]. They engage in fundraising activities to
raise money for carrying out the work they do.

The article is organized as follows: Section 2 discusses the
previous research related to the work. Section 3 focuses on
the concepts and methods used to perform the proposed
work. In Section 4, the implementation details and the
analysis of the results have been done is portrayed in Section
5. The Section 6 concludes the work.

India has been hostile to NGOs for decades. They have
played a vital role in serving the needy in India, providing
support to the troubled and inspiring the socio-economic
status of millions in the country. There are 33 lakh NGOs
and voluntary organizations in India, as per a CBI report
filed in court in 2016 working in a variety of fields ranging
from disaster relief to advocacy for marginalized and
disadvantaged communities [2]. Of these, only 3 lakh file
accounts with ministries. Many chances for corruption in
NGOs as many are not accounting their fund with
government. NGOs need to be crystal clear in their work and

2.

LITERATURE

REVIEW

Many of the concepts in the vision of hyper-connect and
trusted world were already emerging as common ideas, but
the blockchain has offered the tools for their fast realization,
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without requiring the presence of a third party. Thus, this
technology allowed the fast growth of decentralized
currencies, self-executing digital smart contracts and
intelligent assets that can be controlled over the Internet,
reinforced also by the social impact it has had in society.
Some of the related works is depicted in this section.

3.

CONCEPTS AND METHODS

Blockchain is a type of distributed ledger technology in
which transactions are recorded with an immutable
cryptographic signature called a hash and this hashing
ensures integrity. This means if one block in one chain was
altered, it would be instantly evident it had been tampering
with. If hackers wanted to fraudulent a blockchain system,
they would have to alter every block in the chain, across all
of the distributed versions of the chain. Blockchains such as
Bitcoin and Ethereum are constantly and continually
growing as blocks are being added to the chain, which
significantly adds to the security of the ledger. The figure 1
depicts the system architecture. In this section, the methods
and technologies used in the proposed work is depicted.

The blockchain might be set up by a consortium that is
governed by rules that establish the basis on which each party
will process any personal data that is included in the
blockchain which ensures the data protection [4]. The
authors in their article [5] have conducted a systematic
mapping study with the goal of collecting all relevant
research on Blockchain technology. They extracted and
analyzed 41 primary papers from scientific databases and
concluded that the goal of Blockchain is to provide
anonymity, security, privacy, and transparency to all its
users. In the article [6], the authors depict that public ledger
of all transactions that have been executed and shared
among participating parties. Each and every transaction in
the public ledger is verified by a majority of the participants
in the system. The possible risk related to current scenario
and give brief idea for resolving that problem with the help
of block chain technology. The authors in the article [7]
provide an overview of blockchain architecture firstly and
compare some typical consensus algorithms used in different
block chains.

Client

Server

Front End

Back End
Ethereum Framework
-Truffle

Ethereum Nodes
Ganache
Public Test
Networks (Testnets)
Main Network(for smart
contractdeployment)

Figure 1: System Architecture
3.1.

Ethereum

Ethereum is a decentralized, open-source blockchain
platform with smart contract functionality. It is a blockchainbased software platform that can be used for sending and
receiving value globally via its native cryptocurrency, ether,
without any third-party interference [13]. Being the second
largest cryptocurrency, it is most actively used in home to
digital money, global payments, and applications. Ether
(ETH) is the main token of the Ethereum blockchain and
acts as the primary fuel that powers all activity on it. The
Ethereum technology is used in this article for the NGO Data
Protection as it is the blockchain network that can be
programmable.

Ethereum is the most trending and widely used block chain
platform today with an active support for developers and
innovators [8]. Ethereum blockchain is a blockchain
technology that changes within the “Ethereum family” may
provide different level of security for light clients [9]. By
implementing this system, we can reduce possible risk and
frauds related to NGO. As the transaction becomes secure
and transparent donors feel free to donate their money to
NGO because they get information about where and how
their money is going to be used. The authors [10] introduced
a blockchain based system for securely sharing health
records. The system includes a smart contract based data
protection and accessibility mechanism. In the paper [11],
the authors provided an general idea of the stress between
Blockchain technologies and the General Data Protection
Regulation, evaluated the legal and technological efforts
aimed at considerate and justifying possible conflicts,
outlined possible solutions to common interaction scenarios
between data subjects and blockchains, based on existing
technologies, and described the potential of blockchains to
serve as enablers of data protection. The authors in the
article [12] examined the data protection on block chains and
other forms of distributed ledger technology.

Ethereum Wallet is a gateway to decentralized applications
on the Ethereum Blockchain that is used to hold and secure
ether and other cryptoassets built on Ethereum [14]. There
are multiple wallets
available
like ETHAddress,
MyEtherWallet
and
Metamask.
The
MetaMask
cryptocurrency, being the best ethereum wallet, is used to
interact through a browser extension or mobile app, which
can then be used to interact with decentralized applications
[15]. Also to develop the Ethereum blockchain decentralized
applications (DApps), programming language like Web 3.0
is used.
3.2.

The objectives addressed in this article are:
a) To develop a system to help the NGO’s for
maintaining and gaining the support from donors
through ethereum blockchain.
b) To develop a UI to interact and perform transactions in
the blockchain.
c) To create an account in metamask wallet to send, receive
and store Ether.
d) To perform a ethereum transaction to donate through
metamask wallet.

Ethereum Framework - Truffle

After opting the Ethereum Wallet and programming
language, the third and final step is to pick the best Ethereum
Framework for DApps development. Three of these
frameworks include Truffle, Embark and Meteor. Truffle is a
widely considered and the most popular tool for blockchain
application development environment [16], testing
framework, and asset pipeline for blockchains using the
Ethereum Virtual Machine (EVM). With Truffle, the Smart
Contracts can be deployed and inject them into web apps,
and also used to develop front-end for decentralized
applications (DApps). Truffle provides lots of supporting file
for the smooth running of the application.
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3.3.

Ganache

To implement the system, first create and deploy the smart
contract, create the wallet and manage the fund requesting
and donation. Through the user interface, the individual who
wished to donate is registered by providing the details. To
register the individual as the authority of an NGO, provide
the NGO details along with wallet address. Once they
registered the user will be given with login credentials are
saved in the MongoDB locally and can be used as the user
authorization. The authors created a work space with 10
virtual nodes with 100 Ether for each node. The blocks
created are visible at any time. The transaction data are
saved in the ganache in a hashed format which is not
readable by others.

Ganache is a personal blockchain for rapid Ethereum and
distributed application development [17]. The Ganache is
used across the entire development cycle to build up, deploy,
and test the DApps in a safe and deterministic environment.
Ganache runs a local instance of Ethereum which can be
used in development and testing. Ganache has a built-in
block explorer to track all the blocks and transactions.
3.4.

Smart Contract - Solidity

Smart contracts are instructions deployed on a blockchain
that run when preset conditions are met. They are used to
automate the execution of an agreement so that all
participants can be immediately certain of the outcome,
without any intermediary’s involvement or time loss.
Solidity is a contract-oriented, high- level language for
implementing smart contracts [18]. It was inclined by C++,
Python and JavaScript and is intended to target the Ethereum
Virtual Machine (EVM). According to the requirement, the
smart contract is coded and is then compiled with the truffle
framework. The compiler generates the Application Binary
Interface (ABI) which is used to interpret the contract. The
smart contract is deployed by sending the ethereum
transaction containing the compiled smart contract code. The
changes in the ganache are figured once the smart contract is
deployed. Once the contract is deployed it cannot be revoked
by any one and will be permanently saved in the blockchain
network.
3.5.

4.1.

Rule based approach is used to create the smart contracts.
A network of computers executes the actions when
predetermined conditions have been met and verified. These
actions could include releasing funds to the appropriate
parties, requesting fund and sending notifications. The
blockchain is then updated when the transaction is
completed. By incorporating as many stipulations within
the smart contract, the stipulated task can be completed
satisfactorily and thereby satisfies the participants. To
establish the terms, participants must determine how
transactions and their data are represented on the blockchain,
agreeon the rules that govern those transactions, explore all
possible exceptions, and define a framework for resolving
disputes.

React/ Nodejs And Mongodb

React is an open-source front-end JavaScript library for
building modern applications. React can be used as a base in
the development of single-page or mobile applications.
React is the most interactive user interface, so the authors
chose to work with it. The Node.js needs to be installed
before working with react. Node.js is an open-source, crossplatform, back-end JavaScript runtime environment that
runs on the V8 engine and executes JavaScript code outside
a web browser. MongoDB is a NoSQL cross- platform
document-oriented database program [19]. It uses JSON-like
documents with optional schemas. The MongoDB performs
faster query processing and can support huge volumes of
data and traffic. The connection between these components
with the ganache network is depicted in the figure 2.

Figure 2: Connections with the Ganache
Blockchain Test Network
4.
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Figure 4: Fund transaction confirmation
4.2. Cryptocurrency Wallet Creation

Figure 3: Connect with MetaMask accounts

Using MetaMask, a crypto wallet is created which act as
the gateway to blockchain application. Strong passwords
and secret phrases are recommended for recovering the
account. Then the wallet is configured with custom RPC
given by the test network. The figure 3 depicts the
MetaMask account connection prompt.
4.3.

Fund Management

Fund management is done using donation board and
dashboard. Dashboard window is used by the NGO’s for
requesting fund. Request details contain sector for the fund
and the amount required for the sector. In this window we
can also see the previous request detail given by the NGOs.
Donation board is used by individuals for donating the fund
requested by the NGOs. MetaMask is helping the NGO’s
and donors to login to the wallet, it connect the virtual
blockchain network with web application. After providing
the wallet ID of the NGO, the sector name and the donating
amount, the MetaMask will confirm the transaction. The
figure 4 depicts the fund transaction confirmation
window. The exact amount to be fund/donate is correctly
performed through metamask by connecting with the
wallet and approving the transaction. The transaction adds a
small gas fee along with the amount. Gas refers to the fee
required to profitably carry out a transaction or implement a
contract on the Ethereum blockchain platform.
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helping them. As the transaction becomes secureand
transparent, donors feel free to donate their money to NGO
because they get information about where and how their
money is going to be used. Donors get their trust back
towards NGO by doing transaction which is implementing
by blockchain. So, our system can offer the NGO
industry to regain the trust of public.

Through the web application, the authorized NGOs/donors
will be redirected to connect with the metamask wallet. The
user can then login to their wallet and chooses their
account to be connected as shown in the figure 3. After
connecting with the account, the app will automatically
redirect to the web app home page. User cannot perform
any action without connecting the metamask account. The
registered NGOs post the necessary fund request in the
web page. The donors who wish to donate for the desired
fund request is correctly performed through metamask by
connecting with the wallet and approving the transaction. It
will then redirect to the metamask wallet which shows the
confirmation to fund the amount. Upon confirmation the
transaction will be completed. The result of fund requested
and fund donated are depicted in the figure 5 and figure
6. The donation board shows the details of sector name,
amount, donors’ wallet address, receivers’ wallet address
and donates to whom. The dashboard depicts the details of
fund requests.
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