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Background Recent advances in medical associated technologies have drastically increased the amount of electronic medical records

collected, stored and transferred through the network. Considering the significance and level of sensitivity of the collected medical data,

the security of the transmitted data has become a very vital and challenging task for researchers. The protection of these medical images

with embedded data is usually guaranteed using encryption or data hiding techniques. Conventional techniques that employ encryption or

data hiding are often insecure and also time-consuming during transmission through the network. Materials and Methods A method

combining encryption and data hiding together can result in compression of data that reduces the transmission time and increases the

security level. Reversible data hiding in images can reestablish the cover image after extracting the hidden embedded data exclusive of

alterations. Here a new reversible crypto-watermarking system is proposed using cryptographic algorithms that encrypts and hides an

Electronic Patient Record (EPR) into an image corresponding to that patient using Rhombus Prediction Scheme. It embeds a big amount of

encrypted data into an image with hardly noticeable modification using spatial pixel manipulations based on prediction errors. The marked

image is hashed using SHA-256 algorithm. Results and Conclusion Hashing and cryptography increases the robustness and guarantees

authenticity with integrity. The proposed method results in improved safety with a lower transmission time than the existing methods.
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Abstract: Recent advancements in wireless technology have created an exponential rise in the number
of connected devices leading to the internet of things (IoT) revolution. Large amounts of data are
captured, processed and transmitted through the network by these embedded devices. Security of
the transmitted data is a major area of concern in IoT networks. Numerous encryption algorithms
have been proposed in these years to ensure security of transmitted data through the IoT network.
Tiny encryption algorithm (TEA) is the most attractive among all, with its lower memory utilization
and ease of implementation on both hardware and software scales. But one of the major issues
of TEA and its numerous developed versions is the usage of the same key through all rounds of
encryption, which yields a reduced security evident from the avalanche effect of the algorithm.
Also, the encryption and decryption time for text is high, leading to lower efficiency in IoT networks
with embedded devices. This paper proposes a novel tiny symmetric encryption algorithm (NTSA)
which provides enhanced security for the transfer of text files through the IoT network by introducing
additional key confusions dynamically for each round of encryption. Experiments are carried out to
analyze the avalanche effect, encryption and decryption time of NTSA in an IoT network including
embedded devices. The results show that the proposed NTSA algorithm is much more secure and
efficient compared to state-of-the-art existing encryption algorithms.

Keywords: avalanche effect; efficiency; encryption time; key confusions; NTSA; symmetric encryption;
tiny encryption algorithm

1. Introduction

Internets of things (IoT) includes millions of connected devices that can sense, compute and
communicate data [1–6]. Every second, large amounts of data are transferred among these devices.
Considering the sensitivity of applications in the IoT network, such as connected vehicles or wearable
health devices, security of transmitted information has remained a major area of concern [7–9].
The increasing number of intruders and hackers has made this task very challenging. Over the
years, numerous cryptographic algorithms have been used to ensure the security of transmitted
data. The strength of the cryptographic algorithms depended on the techniques used for managing,
establishing and distributing the secret keys. Secret keys that are poorly maintained make the
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cryptographic algorithm useless, even if the algorithm is theoretically and also, practically ideal [10,11].
Cryptographic algorithms proposed for IoT networks can be classified into the symmetric and
asymmetric algorithms. Symmetric algorithms use the same key for both encryption and decryption.
The strength of the symmetric algorithms truly depends on how the key is securely exchanged between
the sender and receiver. Asymmetric algorithms indeed avail two different keys including the public
and private keys. The private key is never transmitted through the network and hence it is secure.
The public key is sent through the network to the receiver. During encryption, the sender encrypts the
plaintext using the public key of the receiver and sends the resultant cipher text to the receiver using
the network. Even if the public key is known to the hacker, he cannot read the scrambled (or hashed)
message because secret key is not known for him. During decryption, the receiver will use his private
key to decrypt the cipher text. Asymmetric algorithms are more complex to implement and utilize more
resources than symmetric algorithms [12,13]. Thus, most of the modern applications in IoT networks
use symmetric algorithms to provide security to the transmitted information. Further, they are easy to
implement, utilize fewer resources with low overhead and are secure as long as the key is kept secret.

Symmetric algorithms are classified into block and stream ciphers. Encryption of plaintext is done
bit-by-bit in case of stream cipher [14] and a group of bits (i.e., 64 bits) is taken for encryption in block
cipher as a unit. The block cipher algorithm is preferred to the stream cipher for faster computations.
Most of the symmetric algorithms use Feistel ciphers [15,16]. In the Feistel cipher, the encrypted
plaintext is decomposed into two parts. A transformation function known as the round function is
applied to one half using a sub-key and the output of the round function is XOR'ed with the other half.
These two parts are then swapped with each other. This step is performed iteratively on the number
of times specified in the algorithm. The Feistel cipher is an efficient method for implementing block
symmetric algorithms. So, we focus on improving the security of symmetric algorithms that use the
Feistel ciphers for encryption of text files.

With numerous IoT devices having different computational capabilities, one of the major
requirements for an efficient security protocol in IoT networks is that it should be light weight.
The processing time taken by the protocol should be minimal for less delay and better performance.
Also, the security algorithm needs to be less complex with minimal overhead. Because of these reasons
many protocols used with normal computer networks do not give good performance in IoT networks
and are not preferred. Considering these features, tiny encryption algorithm (TEA) [17–19] is the most
widely used symmetric algorithm with a Feistel cipher for secure transmission of data through the
IoT network. The popularity of TEA is mainly due to the ease of implementation and less memory
utilization compared to all other encryption algorithms. But one of the major issues with TEA is the
usage of the same keys through all the rounds of encryption which leads to reduced security. This is
undoubtedly observed from the avalanche effect of TEA. Moreover, the time taken for encryption and
decryption is high, leading to reduced efficiency of TEA. Although many versions of TEA have been
proposed over these years [20–23], none of them have given concrete solutions to the above problems.

This paper proposes an algorithm named NTSA (novel tiny symmetric encryption algorithm)
that improves the security features of TEA by introducing more key confusions. Most of the works
with TEA and its variations has focused only on decreasing the delay in delivery. Very few researches
have been done on key alteration as a method to enhance the security of the transmission algorithm.
In the proposed method we introduce multiple key alterations dynamically and secure the key from
intruders. Since the key is computed dynamically, the key values are changed during the execution
time and cannot be pre-computed. Furthermore, our proposed algorithm (NTSA) takes less time for
encryption and decryption compared to TEA and thus provides both better security and efficiency for
all the modern applications in IoT networks. The rest of the research is organized into four sections as
follows. Section 2 discusses different existing encryption mechanisms for the secure transmission of
data through IoT networks. This section further explains the implementation of the TEA algorithm in
detail. Few variations of the TEA algorithm are also discussed in this section. Our proposed NTSA is
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explained in the Section 3. Section 4 presents the experimental results of the NTSA algorithm and we
conclude in Section 5 and express some potential future works.

2. Related Work

In here, we discuss the major encryption algorithms proposed for transmission of data in IoT
networks. Specifically, we discuss the design and implementation of these algorithms and highlight
their issues and drawbacks. We also discuss the design, implementation and issues with the TEA and
its latest versions in detail.

One of the earliest works in this area was the RC5 symmetric key block cipher [24]. RC5 uses
variable sized blocks, 32, 64, 128 bits etc. The rounds used are 0–255 with key size of 0 to
2040 bits. The case RC5 is determined suitable for wireless sensor network (WSN) applications,
but the key schedule must be calculated a priori based on 104 additional bytes of RAM for each
key. Also, the variable-bit rotation instruction used by RC5 is rarely supported by the embedded
systems [24]. Skipjack algorithm is another block cipher algorithm developed by the US National
Security Agency. Skipjack and its variants, TinySec and MiniSec, are used for transmission of
data in WSNs. But the algorithm is not efficient in embedded IoT devices with multiple issues in
implementation [25–27]. Standaert et al. gave the scalable encryption algorithm (SEA) [28] generated
for processing units that have limited the instruction set. It provides cost-effective encryption and
authentication, but does not address secure search of the substring. Hong et al. proposed the HIGHT
algorithm [29] that is very useful for pervasive computing devices like devices of a wireless sensory
system or network. It uses Feistel network and basic operations like addition mod 28 or XOR. There are
32 rounds with 128-bit key and 64-bit block size. But the noted algorithm is vulnerable to saturation
attack. Usman et al. proposed SIT—a lightweight encryption algorithm [30] that provides enhanced
security for data transmission between IoT devices. SIT uses a combinational form of Feistel structure
and network with a uniform substitution-permutation. But the detailed study on performance
evaluation and cryptanalysis for possible attacks have not been performed. Liang C et al. [31] proposed
the hybrid encryption algorithm for lightweight data in cloud storage. This was an improved method
on the RSA algorithm and it combined with advanced encryption standard (AES) to introduce a
hybrid encryption algorithm. The proposed algorithm improves the efficiency of generating large
primes. But the algorithm was mainly focused on enhancing the data confidentiality in the cloud.
M-SSE proposed by Chongzhi Gao et al. [32] is different from existing searchable symmetric encryption
algorithms as it provides privacy in both forward and backward directions using a technique of
multi-cloud computing. But the algorithms and its variations are prone to information leakage.
International data encryption algorithm (IDEA) [33] is a block symmetric algorithm that uses 64-bit
plain text and a key size of 128 permuted into 52 sub-keys of 128 bits. It includes a Feistel structure and
has eight rounds. The degree of diffusion and non-linearity properties of the round function decides the
strength of the Feistel structure. IDEA does not use substitution and permutation boxes and is based on
operations like XOR, addition and multiplication, thus reducing the memory overhead. The use of the
multiplication operation provides diffusion. IDEA does not support any change in the Feistel structure
and hence is not flexible. MARS [34] is another symmetric block algorithm that uses 128-bit plaintext
with key size varying between 128–448 bits. It follows Feistel structure and has only one substitution
box. This algorithm is faster than DES and it is susceptible to many attacks. The involvement of various
components makes MARS very complex to analyze and implement in hardware. Abdelhalim et al.
proposed the modified TEA algorithm (MTEA) [35], which improves the security of TEA and power
consumption. The linear feedback shift register (LFSR) is used as a pseudo-random number generator
to improve the security of the TEA and power utilization. The pseudo-random number generator
frequently changes the MTEA key in each round. Zhdanov and Sokolov proposed an algorithm [36]
based on the principles of many-valued logic and variable block length. The encryption process is
performed iteratively with five rounds. The number of rounds can be varied, with round 1 consisting of
gamma and permutations procedures, remaining rounds include substitution and gamma procedures.
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The proposed method can process binary information after representing as a ternary vector. But there
is no method developed that does this conversion directly. LEA (lightweight encryption algorithm) is a
block encryption algorithm [37] that is designed to provide confidentiality in lightweight environment
like mobile devices. This algorithm uses plain text of 128 bits and varying modes can be selected
depending on the size of the key (128, 192, or 256 bits). Based on the modes, the number of rounds
can be changed between 24, 28, and 32 bits. This algorithm does not use S-box, instead addition,
rotation and XOR arithmetic operation is processed in 32-bit unit [38]. Abdullah et al. proposed a
super-encryption cryptography [39] with IDEA (international data encryption algorithm) and WAKE
(word auto key encryption) algorithm. The technique of super encryption combines two or more
symmetric cryptographic algorithms so as to provide more security to data. Anderson et al. proposed
the serpent algorithm [40] that was an AES candidate. The main aim of this algorithm is to maximize
the avalanche effect within the cipher text. Serpent has substitution permutation structure that uses
128-bit plain text and accepts keys of 128, 192, or 256 bits. The 32 rounds of serpent make it a bit slower
and complex to implement on small blocks. Data encryption standard (DES) is one of the widely used
symmetric key block cipher that uses the Feistel structure. The plaintext of 64-bit and a key size of
56 bits are used for the encryption process that includes 16 rounds. The DES algorithm does not allow
flexibility in Feistel structure and hence does not support any changes in it [41].

Tiny encryption algorithm (TEA) developed by David Wheeler and Roger Needham [42] is
the most efficient for use with embedded devices in IoT networks compared to all the discussed
encryption algorithms. Some of the interesting features of TEA are ease of implementation, the absence
of specialized tables, good performance and short enough to integrate into any embedded device.
The main focus of TEA is reduced memory usage and maximized speed. Encryption routine of TEA is
shown in Figure 1 and the decryption routine is shown in Figure 2.

TEA uses Feistel structure with 64 rounds or 32 cycles where one cycle is composed of two
rounds [43]. The plaintext block size is 64 bits (operate on two 32-bit unsigned integers and stored in
v[0] and v[1]). The recommended key size is 128 bits. The key is split into four 32-bit blocks, k[0] to k[3].
The XOR and AND operations are used alternatively. Also repeated mixing of all the bits of plaintext
and key is achieved by the dual shift operation. A simple key schedule is used for both encryption
and decryption and the four 32-bit blocks of the key are mixed exactly the same way for each cycle.
Magic constant is used to compute the key. For preventing the attacks caused by the symmetry of
rounds, each cycle (one cycle constitutes of two rounds) uses different multiples of magic constants.
Magic constant is 2,654,435,769 or 9E3779B916 and would be selected as 231/ Ø (Ø is named the golden
ratio). During the encryption process, the plaintext is partitioned into two parts Left[0] and Right[0].
Each of the parts utilizes another half part for doing the encryption process. There will be 64 rounds
along with two other rounds that constitute one cycle, so there are 32 cycles. After the 64th round,
both parts will be composed to create the cipher text. In each of the rounds, all the inputs include
“Left[i − 1]” and “Right[i − 1]” which is derived from the previous round and sub-key Ki extracted
from the 128-bit key K. The constant delta =0 × 9E3779B9 is chosen to be 231/Ø. This is to confirm that
the sub-keys are distinct and that the accurate value of it does not have a cryptographic significance.
In each round, the integer "addition" modulo of 232 is applied instead of XOR. The round function F
uses addition, bitwise XOR, left and right shift operation.

For the i-th cycle,

Left [i] = Left [i − 1] + F (Right [I − 1], key [0, 1], delta [i]),

Right [i] = Right [i − 1] + F (Left [i − 1], key [2, 3], delta [i]),

Delta [i] = Floor ((i + 1)/2)*delta

Round function F is

F(M,K[a,b],delta[i]) = ((M<<4)AND k[a]) XOR (M AND delta[i]) XOR ((M>>5)AND k[b] ).
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Figure 1. Encryption routine of the tiny encryption algorithm (TEA).

The 128-bit key is divided into four 32-bit blocks K=(k[0], k[1], k[2], k[3]) where odd rounds use
keys k[0] and k[1] and even rounds use k[2] and k[3]. One cycle constitutes two rounds and the i-th
round is shown in Figure 3.

Many variations of the TEA algorithm have been proposed recently. Dian Rachmawati et al.
proposed an algorithm [44] that uses a combined asymmetric and symmetric encryption for secure file
transfer. The security of the file is taken care by the symmetric algorithm TEA and security of the key
by the asymmetric algorithm LUC based on Lucas function. But the method used the same key for all
rounds of encryption leading to reduced security. Novelan et al. developed an SMS security system
for mobile devices using the Tiny Encryption algorithm [45]. This system ensures that the confidential
messages are encrypted in the presence of a key to obtain the encrypted SMS message that is sent to
the destination mobile number. Cipher text at the receiver side can be decrypted using the same key
to get the SMS. The drawback with this method is that the size of the SMS decides the encryption
and decryption time taken for the process. XTEA is a block symmetric encryption algorithm that uses
the Feistel structure [46]. This algorithm uses 64-bit block plaintext, 128-bit key and 64 rounds of
encryption. This algorithm uses a more complex key-schedule than TEA with rearrangements of the
shifts, XOR’s and additions [47]. XXTEA, also called block TEA uses the same round function as XTEA
but applies it cyclically across an entire message for several iterations [48]. Table 1 presents a summary
of all the existing security algorithms.
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Of all the discussed algorithms, TEA remains the most efficient for use in IoT networks for secure
and quick transfer of text files between simple embedded devices. But one of the major issues with
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TEA and its latest variations is the usage of same keys through all rounds of encryption, resulting in
reduced security, which is evident from the avalanche effect of the algorithm. Also, the encryption and
decryption time for text is high, leading to lower efficiency in IoT networks with embedded devices.
This paper proposes a NTSA which provides enhanced security for the transfer of text files through
the IoT network by introducing additional key confusions dynamically for each round of encryption.

Table 1. Summary of the symmetric encryption techniques.

Algorithm Developer Block/Stream
Cipher Key Size Attack Algorithm Structure

DES [41] IBM Block cipher
(64 bits) 56 bits Brute Force Attack 16 rounds Feistel

Structure

3DES [49] IBM Block cipher
(64 bits) 112 or 168 bits chosen-plaintext

attack
48 rounds Feistel

Structure

IDEA [33] Lai and James Block cipher
(64 bits) 128 bits weak keys 8 rounds Feistel

Structure

RC5 [24] Ron Rivest Block cipher
(32,64,128 bits) 0–2040 bits differential attack (12 round suggested)

Feistel Structure

TEA [45] Wheeler and
Needham

Block cipher
(64 bits) 128 bits equivalent key attack Variable round

Feistel Structure

XTEA [46] Wheeler and
Needham

Block cipher
(64 bits) 128 bits related key

differential attack

Variable round
nested Feistel

Structure

XXTEA [47] Wheeler and
Needham

Block cipher
(64 bits) 128 bits chosen-plaintext

attack
unbalanced Feistel

Network

SKIPJACK [50]
National
Security

Agency (NSA)

Block cipher
(64 bits) 80 bits slide attack

32 rounds,
unbalanced Feistel

Structure

AES [40] Daemen and
Rijmen

Block cipher
(128 bits)

128, 192, 256
bits known plaintext 20 rounds Feistel

Structure

MARS [34] IBM Block cipher
(128 bits)

128, 192, 256
bits meet-in-the-middle 32 rounds Feistel

Structure

HIGHT [29] Hong et al. Block cipher
(64 bits) 128 bits Impossible

Differential attack

light weight block
algorithm, effective

in hardware

3. Novel Tiny Symmetric Encryption Algorithm (NTSA)

The TEA algorithm and its variations use the same key in all rounds of encryption and are thus
more prone to relative key attack where the attacker tries to realize some relationship between different
keys used by the user. The proposed NTSA algorithm is intended to provide more confusion to
the keys in each round dynamically. It uses 64-bit plaintext and key of 128 bits. There are 32 cycles
and each cycle is composed of two rounds, resulting in 64 rounds. The plaintext is divided into
two halves, v0 and v1, with 32 bits each. The round function op is applied to each half of plaintext.
The 128-bit key is divided into four 32-bit partial keys k1, k2, k3, and k4. Partial keys k1 and k3 are
applied to the odd numbered round and partial keys k2 and k4 are applied to even numbered round.
Compute key schedule constant ksc = floor (231/Ø) where Ø is the golden ratio. The golden ratio Ø is
1.618033988749895 and computed as (1 +

√
5)/2.

NTSA round function is as follows:
Round i (i is odd):

v0 += ((v1 LSHIFT 4) AND k0) XOR (v1 AND kc) XOR ((v1 RSHIFT 5) AND k1)

Round i (i is even):

v1 += ((v0 LSHIFT 4) AND k2) XOR (v0 AND kc) XOR ((v0 RSHIFT 5) AND k3)



Symmetry 2019, 11, 293 8 of 21

For 1st cycle: the partial keys are k0, k1, k2 and k3.
From 2nd cycle onwards:
For odd round k0 is kept constant but k1 changes for all odd rounds as follows,

k1 = k1 + (k0 XOR(xtract(v0)))

For even round k2 is kept constant but k3 changes for all even rounds as follows,

k3 = k3 + (k2XOR(xtract(v1)))

The function xtract() will compute an integer in the range 0 to 32 from v0 or v1 depending upon
the parameter being passed. This integer value is an index to an array that is generated dynamically
based on the key value selection. The xtract() function will return the value from the array that is
pointed by the index value computed. Thus, the key confusion is created dynamically and cannot be
predicted prior to execution and the value changes on each execution of the algorithm. The NTSA
encryption and decryption model is shown in Figure 4.Symmetry 2019, 11, x FOR PEER REVIEW 9 of 22 
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The source file can be a file of any type such as a document, spreadsheet, pdf, presentation, image,
text file etc. The text file can be sent directly to the NTSA encryption algorithm to obtain the cipher
text. All the other types of files are converted into binary, the streams of ones and zeros. This binary
stream is sent to the NTSA encryption algorithm to get the cipher text using the secret key which has
already been agreed upon by the sender and the receiver. On reception of cipher text at the receiver
end, the NTSA decryption algorithm converts the cipher text to plaintext. If the converted file is
binary (that is streams of zeros and ones) the file is converted to the respective source file, otherwise
the plaintext is already received. The NTSA Encryption technique is presented as Algorithm 1 and
Decryption technique is presented as Algorithm 2.
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Algorithm 1 Novel tiny symmetric encryption algorithm (NTSA) symmetric encryption algorithm

Encrypt (plaintext v, key k):
1: Start
2: Assign key constant kc = 0
3: Assign cycle = 0
4: kc = kc + ksc
5: 32-bit block v0 is recomputed as
v0 += ((v1 LSHIFT 4) AND k0) XOR (v1 AND kc) XOR ((v1 RSHIFT 5) AND k1)
6: Partial key k1 is recomputed as
k1 += (k0 XOR(xtract(v0))) where function xtract() returns value of array indexed v0.
7: 32-bit block v1 is recomputed as
v1 += ((v0 LSHIFT 4) AND k2) XOR (v0 AND kc) XOR ((v0 RSHIFT 5) AND k3)
8: Partial key k3 is recomputed as
k3 += (k2 XOR(xtract(v1))) where function xtract() returns value of array indexed v1.
9: Increment cycle by 1
10: Repeat step 4 through step 9 until cycle = 32
11: Assign value of k1 to newk1 and k3 to newk3
12: Return newk1 and newk3

The NTSA symmetric encryption algorithm uses the plaintext to encrypt with the key that was
already agreed upon by the two parties in communication. The key constant is initialized to zero.
The key schedule constant ksc is computed as floor (231/Ø) where Ø is the golden ratio. The golden
ratio Ø is 1.618033988749895. The 32-bit block plaintext v0 and v1 are recomputed each time for
32 cycles and partial keys k1 and k3 are recomputed for even and odd rounds respectively to induce
key confusion. The computation of v0, k1, v1, k3 are shown in the following equations.

v0 += ((v1 LSHIFT 4) AND k0) XOR (v1 AND kc) XOR ((v1 RSHIFT 5) AND k1)

k1 += (k0 XOR(xtract(v0))) where function xtract() returns value of array indexed v0.

v1 += ((v0 LSHIFT 4) AND k2) XOR (v0 AND kc) XOR ((v0 RSHIFT 5) AND k3)

k3 += (k2 XOR(xtract(v1))) where function xtract() returns value of array indexed v1.

kc is recomputed each time as kc = kc + ksc

This process is repeated for 32 cycles and after the last cycle the values of partial keys k1 and k3
are the new values computed and these new partial keys and the cipher text are sent to the decryption
process. The NTSA symmetric decryption algorithm uses the cipher text, the key that was already
agreed upon by the two parties in communication and the newly computed partial keys k1 and k3 for
the decryption purpose. The key constant is initialized to 0XC6EF3720. The key schedule constant ksc
is computed as floor (231/Ø). The golden ratio Ø is 1.618033988749895. The 32-bit blocks v1 and v0
are recomputed each time for 32 cycles and partial keys k3 and k1 are recomputed for odd and even
rounds respectively to induce key confusion. The computation of k3, v1, k1 and v0 are shown in the
following equations.

k3 - = (k2 XOR(xtract(v1))) where function xtract() returns value of array indexed v1

v1 - = ((v0 LSHIFT 4) AND k2) XOR (v0 AND kc) XOR ((v0 RSHIFT 5) AND k3)

k1 - = (k0 XOR(xtract(v0))) where function xtract() returns value of array indexed v0

v0 - = ((v1 LSHIFT 4) AND k0) XOR (v1 AND kc) XOR ((v1 RSHIFT 5) AND k1)

kc is recomputed each time as kc = kc − ksc
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This process is repeated for 32 cycles and after the last cycle the 32-bit block v0 and v1 contains
the decrypted contents.

Algorithm 2. NTSA symmetric decryption algorithm

Encrypt (plaintext v, key k):
1: Start
2: Assign key constant kc = 0XC6EF3720
3: Assign k1 = newk1 and k3 = newk3
4: Assign cycle=0
5: Partial key k3 is recomputed as
k3 - = (k2 XOR(xtract(v1))) where function xtract() returns value of array indexed v1.
6: 32-bit block v1 is recomputed as
v1 - = ((v0 LSHIFT 4) AND k2) XOR (v0 AND kc) XOR ((v0 RSHIFT 5) AND k3)
7: Partial key k1 is recomputed as
k1 - = (k0 XOR(xtract(v0))) where function xtract() returns value of array indexed v0.
8: 32-bit block v0 is recomputed as
v0 - = ((v1 LSHIFT 4) AND k0) XOR (v1 AND kc) XOR ((v1 RSHIFT 5) AND k1)
9: kc = kc − ksc
10: Increment cycle by 1
11: Repeat step 5 through step 10 until cycle=32
12: Return

Figures 5 and 6 show the structure of NTSA encryption and decryption algorithm.
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The notation:
in vO0,1; O indicates an odd round, and 0,1 indicate the 0th cycle, round 1;
in vE1,1; E indicates an even round, and 1,1 indicate the 1st cycle, round 1.
For computing vO0,1, the second half of the plaintext v1 is used and shift, AND, and XOR

operations are performed on v1. Similarly, for computing vE1,1, the first half (32 bits) of plain text v0 is
used and shift, AND and XOR operations are performed on v0.

4. Experimental Results and Discussion

In this section we discuss the results obtained with our experiments. The performance of NTSA
is analyzed and compared with TEA and its latest variations XTEA and XXTEA. A network with
LPWAN and IoT infrastructures was set up in our lab. NTSA, TEA, XTEA and XXTEA algorithms were
implemented in embedded devices. System architecture similar to [51] was used for the experimental
set up. IoT configured mobile devices connected with LPWAN and interfaced with IoT cloud via
the IoT gateway was set up. The text files were then transmitted from these devices to the IoT cloud
configured in a mobile device through the IoT gateway platform. The text files were then stored in the
database in the cloud server. The text files were then encrypted using the four algorithms separately
in four different scenarios and were send to the IoT configured mobile devices. The encryption and
decryption times for each algorithm was measured for varying file sizes and key sizes.

4.1. Performance Comparison of NTSA with TEA, XTEA and XXTEA

Table 2 and 3 presents the encryption and decryption times of the various security algorithms
for 48-bit key with varying file sizes from 0.37 kilobytes to 26.7 kilobytes. It is evident from Table 2
that the encryption time for text files using the proposed method NTSA was lower than the other
existing security algorithms. NTSA achieved an encryption time of 0.041 ms for a 0.37 kB text file
which is much lower compared to 0.059 ms obtained by the TEA algorithm. The two other variations
of TEA, XTEA and XXTEA had much higher encryption times because of their complexity in design
and implementation. It is observed from the results that, even when the text file size increased,
NTSA maintained a lower encryption time compared to the other existing security encryption schemes.
NTSA achieved a much lower encryption time of 0.857 ms, 1.211 ms and 1.603 ms for text file size
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12.2 kB, 16.2 kB, and 26.7 kB, respectively. This asserts the excellent performance of NTSA even with
higher text file sizes.

Table 2. Encryption time for key size of 48 bits.

FILE SIZE ENCRYPTION TIME (in milliseconds)

(IN KILO BYTES) TEA XTEA BLOCK TEA (XXTEA) NTSA

0.37 0.059 0.174 0.083 0.041
0.95 0.125 0.244 0.155 0.112
1.6 0.214 0.451 0.271 0.201
2.6 0.351 0.683 0.429 0.289
6.8 0.771 1.384 1.768 0.551
8.6 0.817 2.120 1.192 0.801

12.2 0.916 2.306 1.379 0.857
16.2 1.544 3.744 1.981 1.211
26.7 1.802 4.176 2.712 1.603

From the results presented in Table 3, it is evident that NTSA achieved a lower decryption time
for various text file sizes compared to the other three existing security algorithms in IoT networks.
NTSA achieved a decryption time of 0.055 ms for a 0.37 kB text file, which is much lower than the
decryption time achieved by other algorithms. For higher file sizes of 12.2 kB, 16.2 kB and 26.7 kB,
NTSA achieved 0.890 ms, 1.234 ms, and 1.645 ms decryption times, respectively. So even with higher
text file sizes, NTSA achieved lower decryption times similar to the results obtained during encryption.
Lower encryption and decryption times are a very important parameter determining the efficiency of
a security algorithm in an IoT network. With most of the devices having limited computational
capabilities, it is very much required to have a security algorithm that can provide maximum
security with less complexity and minimum encryption and decryption times. Thus, the results
obtained from our experiments with 48-bit key encryption confirms that the proposed method achieves
much lower encryption and decryption times compared to the existing security algorithms in IoT
networks. This result is achieved, especially due to the simplicity in design of the proposed algorithm,
without compromising the strength in security. The improved strength in security of the algorithm
was later verified using the avalanche effect parameter. With lower encryption and decryption time,
this algorithm would be highly beneficial for the users to transmit text files through the IoT networks
more efficiently.

Table 3. Time for key size of 48 bits.

FILE SIZE DECRYPTION TIME (in milliseconds)

(IN KILO BYTES) TEA XTEA BLOCK TEA (XXTEA) NTSA

0.37 0.058 0.136 0.068 0.055
0.95 0.123 0.289 0.156 0.112
1.6 0.209 0.474 0.254 0.201
2.6 0.332 0.691 0.371 0.323
6.8 0.753 1.369 1.73 0.655
8.6 0.806 2.095 1.16 0.789

12.2 0.903 2.228 1.365 0.890
16.2 1.537 3.698 1.959 1.234
26.7 1.78 4.241 2.799 1.645

Tables 4 and 5 present the comparison of encryption and decryption time of NTSA with TEA,
XTEA and XXTEA for a 128-bit key with varying file sizes from 0.37 kilobytes to 26.7 kilobytes. It is
interesting to observe from the results presented in Table 4 that with a larger key size, NTSA achieved
lower encryption time compared to all the existing security algorithms in IoT networks. The encryption
time for a text file of size 0.37 kB with 128-bit key is 0.51 ms for NTSA which was much lower compared
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to the encryption time achieved by TEA, XTEA and XXTEA algorithms. The simplicity in design of
NTSA helped the algorithm to achieve lower encryption time with varying key and file sizes.

Table 4. Time for key size of 128 bits.

FILE SIZE ENCRYPTION TIME (in milliseconds)

(IN KILO BYTES) TEA XTEA BLOCK TEA (XXTEA) NTSA

0.37 0.059 0.125 0.068 0.51
0.95 0.126 0.264 0.158 0.109
1.6 0.198 0.423 0.232 0.189
2.6 0.332 0.686 0.384 0.221
6.8 0.696 1.584 0.743 0.548
8.6 0.948 1.669 1.171 0.899

12.2 1.277 2.807 1.535 1.02
16.2 1.12 3.263 1.864 1.10
26.7 2.209 5.207 2.224 1.983

Table 5. Time for key size of 128 bits.

FILE SIZE DECRYPTION TIME (in milliseconds)

(IN KILO BYTES) TEA XTEA BLOCK TEA (XXTEA) NTSA

0.37 0.058 0.143 0.068 0.49
0.95 0.125 0.276 0.179 0.101
1.6 0.195 0.43 0.233 0.174
2.6 0.324 0.673 0.388 0.311
6.8 0.678 1.57 0.75 0.556
8.6 0.936 1.641 1.21 0.889

12.2 1.241 2.764 1.538 1.03
16.2 1.111 3.184 1.956 1.10
26.7 2.179 5.178 2.193 1.989

This scenario was also observed with the decryption times presented in Table 5. With decryption
also, NTSA achieved lower times compared to its compatriots with a 128-bit key and varying file sizes.
NTSA achieved a decryption time of 0.49 ms for a 0.37 kB text file compared to 0.058 ms, 0.143 ms
and 0.068 ms achieved by TEA, XTEA and XXTEA respectively for similar text file size. For higher
file sizes of 12.2 kB, 16.2 kB, and 26.7 kB, NTSA achieved 1,03 ms, 1.10 ms, and 1.989 ms decryption
times, respectively. So even with higher text file sizes, NTSA achieved lower decryption times similar
to the results obtained during encryption. With lower encryption and decryption times at 128-bit key,
NTSA can become the preferred security algorithm for hand held devices and other embedded IoT
devices with different computational capabilities for efficiently transferring text files.

Tables 6 and 7 show the encryption and decryption times of the security algorithms for the transfer
of a text file with size 0.95 kB. The better performance of NTSA compared to all the existing security
algorithms is evident from the obtained results. This is because the NTSA algorithm has a very simple
implementation strategy. The TEA and its different variations use complex computations with the key
and hence the encryption and decryption time is greater. In Table 6, the encryption time obtained by
NTSA for a file size of 0.95 kB with varying key size is compared with the existing algorithms. The key
size is varied from 32 bits to 240 bits and the corresponding encryption time is observed. TEA achieved
an encryption time of 0.125 ms for a key size of 32 bits while XTEA and XXTEA achieved 0.287ms and
0.145 ms, respectively. For the same key size, NTSA had an encryption time of 0.07 ms which was
much lower compared to all the other security algorithms. For the 96-bit key, XTEA had an encryption
time of 0.126 ms, while XTEA and XXTEA had encryption times of 0.265 ms and 0.158 ms, respectively.
The encryption time obtained by NTSA for similar key size was 0.093 ms which was much lower
than the time achieved by the existing algorithms. This demonstrates the better performance of the
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proposed approach NTSA, compared to all the existing security algorithms in IoT networks with
varying key sizes.

Table 6. Encryption time for file size 0.95 kB.

KEY SIZE ENCRYPTION TIME (in milliseconds)

(IN BITS) TEA XTEA BLOCK TEA (XXTEA) NTSA

32 0.125 0.287 0.145 0.07
48 0.125 0.264 0.162 0.083
64 0.125 0.246 0.17 0.088
96 0.126 0.265 0.158 0.093

128 0.126 0.264 0.158 0.097
160 0.114 0.271 0.154 0.100
192 0.125 0.279 0.144 0.100
240 0.125 0.279 0.145 0.113

Table 7. Time for file size 0.95 kB.

KEY SIZE DECRYPTION TIME (in milliseconds)

(IN BITS) TEA XTEA BLOCK TEA (XXTEA) NTSA

32 0.124 0.281 0.146 0.068
48 0.136 0.257 0.15 0.087
64 0.123 0.214 0.152 0.088
96 0.123 0.259 0.158 0.091

128 0.125 0.276 0.179 0.090
160 0.113 0.267 0.155 0.101
192 0.126 0.26 0.159 0.119
240 0.123 0.259 0.157 0.119

Tables 8 and 9 show the encryption and decryption times of the security algorithms for the transfer
of a text file with size 12.2 kB with varying key sizes. The encryption time achieved by TEA, XTEA and
XXTEA for a key size of 32 bits was 1.173 ms, 2.287 ms, and 1.649 ms, respectively, which was much
higher compared to 1.009 ms obtained by NTSA for a similar key size. Even for a key size of 96 bits,
NTSA achieved an encryption time of 1.10 ms which is lower than the values obtained by all the other
existing security algorithms for similar file size. For a key size of 240 bits, NTSA had an encryption
time of 1.2 ms which was much lower compared to all the existing algorithms. Thus, for smaller
and larger key sizes, NTSA achieved lower encryption time compared to all the existing security
algorithms in IoT networks. This scenario is also observed with the decryption times presented in
Table 9. NTSA achieved a decryption time of 1.025 ms, 1.155 ms, and 1.388 ms for a key size 160 bits,
192 bits, and 240 bits, respectively. This time achieved by NTSA was lower than the times obtained by
TEA, XTEA and XXTEA for similar key sizes in the IoT network. This assures the better performance
of NTSA compared to all the existing algorithms with varying key sizes in IoT networks.

Tables 10 and 11 presents the results obtained in encryption and decryption time with NTSA,
TEA, XTEA and XXTEA for a text file size of 26.7 kB with varying key sizes from 32 bits to 240 bits.
The encryption time achieved by TEA, XTEA and XXTEA for a key size of 32 bits is 2.253 ms, 4.459 ms,
and 2.339 ms, respectively, which is much higher compared to 1.772 ms obtained by NTSA for a similar
key size. Even for a key size of 96 bits, NTSA achieved an encryption time of 1.856 ms which was lower
than the values obtained by all the other existing security algorithms for similar file size. NTSA also
achieved an encryption time of 1.887 ms, 1.662 ms, and 1.912 ms for 160 bits, 192 bits and 240 bits’ key
sizes. Thus, from the results it is evident that NTSA achieved much lower encryption times compared
to all the existing algorithms in IoT networks. This scenario is also verified in Table 11 which presents
the decryption time obtained by these algorithms for varying key sizes. The simplicity in design
enables NTSA to achieve much lower encryption and decryption times in IoT networks. This would
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definitely enable IoT devices with varying computational and storage capabilities to efficiently and
securely transmit text files through the network.

Table 8. Time for file size 12.2 kB.

KEY SIZE ENCRYPTION TIME (in milliseconds)

(IN BITS) TEA XTEA BLOCK TEA (XXTEA) NTSA

32 1.173 2.287 1.649 1.009
48 1.178 2.572 1.393 1.010
64 1.248 2.089 1.178 1.006
96 1.208 2.32 1.502 1.10

128 1.067 2.301 1.534 1.04
160 1.137 2.608 1.076 1.03
192 1.39 2.327 1.148 1.11
240 1.439 2.866 1.413 1.2

Table 9. Decryption time for file size 12.2 kB.

KEY SIZE DECRYPTION TIME (in milliseconds)

(IN BITS) TEA XTEA BLOCK TEA (XXTEA) NTSA

32 1.127 2.249 1.641 1.08
48 1.195 2.572 1.396 1.083
64 1.241 2.084 1.179 1.112
96 1.226 2.299 1.477 1.117

128 1.029 2.265 1.583 1.020
160 1.093 2.645 1.074 1.025
192 1.363 2.278 1.163 1.155
240 1.402 2.827 1.414 1.388

Table 10. Time for file size 26.7 kB.

KEY SIZE ENCRYPTION TIME (in milliseconds)

(IN BITS) TEA XTEA BLOCK TEA (XXTEA) NTSA

32 2.253 4.459 2.339 1.772
48 1.883 3.734 2.111 1.789
64 1.933 3.349 2.485 1.812
96 2.812 4.856 2.246 1.856

128 2.209 5.207 2.224 1.825
160 2.925 3.687 2.731 1.887
192 1.869 4.562 1.958 1.662
240 1.989 4.213 2.43 1.912

Table 11. Time for file size 26.7 kB.

KEY SIZE DECRYPTION TIME (in milliseconds)

(IN BITS) TEA XTEA BLOCK TEA (XXTEA) NTSA

32 2.212 4.422 2.387 1.701
48 1.854 3.713 2.136 1.746
64 1.888 3.307 2.516 1.777
96 2.726 4.892 2.289 1.834

128 2.179 5.178 2.193 1.820
160 2.883 3.668 2.711 1.811
192 1.853 4.498 1.935 1.812
240 1.934 4.073 2.456 1.936
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From the results presented in Tables 2–11, it is very evident that the NTSA algorithm give better
performance compared to all the existing algorithms with variable file sizes and key sizes. NTSA gave
much lower encryption and decryption times for variable size text files using multiple key sizes in
IoT networks. This is due to the simple and efficient design of NTSA. One of the most important
features of NTSA is that it provides enhanced security to all the applications in IoT devices with lower
encryption and decryption times. Thus, the proposed approach NTSA can be used for efficient and
secure transfer of text files between devices in IoT networks.

Avalanche Effect

The avalanche effect is the property wherein a very small change in input results in significant
changes on the output. An encryption algorithm is considered good if a one-bit change in key results in
significant changes in the cipher text. With reference to the avalanche effect, we compared the strength
of NTSA and TEA algorithms.

Experiment 1: an encryption was performed for NTSA and TEA algorithms using keys with
varying key sizes of 48, 64 and 128 bits and same plaintext. Then one bit was changed on the key and
the experiment was repeated. It is observed that for every 64-bit block, a one-bit change in key resulted
in significant changes on the cipher text. Drastic changes were observed for the NTSA algorithm when
compared to TEA. Figure 7 shows, for every 64-bit block, a change in one bit of the key with various
key sizes and the corresponding change in cipher text for NTSA and TEA.Symmetry 2019, 11, x FOR PEER REVIEW 19 of 22 
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Figure 7. Change in key and the corresponding change in cipher text for a 64-bit block.

From Figure 7, it is very evident that when a bit in the key was changed, the cipher text generated
using NTSA algorithm had more drastic change than the cipher text created using TEA. This shows
the increased security offered by the NTSA algorithm compared to TEA.

Experiment 2: an encryption was performed for NTSA and TEA algorithms using keys with
varying key sizes 48, 64 and 128 bits. Then one bit was changed on the plaintext and the experiment is
repeated. It was observed that for every 64-bit block, one-bit change in plaintext resulted in significant
changes on the cipher text. Drastic changes were observed for the NTSA algorithm when compared to
the tiny encryption algorithm. Figure 8 shows that for every 64-bit block a change in one bit of key
with various key sizes and the corresponding change in cipher text for NTSA and TEA.

From Figure 8 it is very evident that when a bit in the plaintext was changed, the cipher
text generated using NTSA algorithm had more drastic change than the cipher text created
using TEA. This verifies the increased security offered by the NTSA algorithm compared to TEA.
Thus, the proposed method NTSA is more efficient and secure than all previously proposed encryption
schemes for transfer of text files between embedded devices in IoT network.
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5. Conclusions

TEA showed better performance in terms of both encryption and decryption execution times than
XTEA and XXTEA. The XTEA was proposed to set the key schedule and XXTEA was proposed in order
to present the key material slowly. The proposed algorithm NTSA does the same, and experiments
performed proved that the performance of NTSA is better than TEA. In addition to this, NTSA created
more confusion on the key than the tiny encryption algorithm. The avalanche effect showed a positive
result to NTSA when compared to TEA. Thus, NTSA can be used by all the latest applications in
IoT devices with different computational and storage facilities to transfer text files efficiently and
securely through the network. The NTSA algorithm security can be further increased by encrypting
the compressed file. In future we also aim to integrate and implement this algorithm for data transfer
in ad hoc, sensor and fog networks [8,52–57].
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RESUMO 
 
 As vibrações induzidas pelo fluxo geralmente denominadas vibrações induzidas por vórtices são de 
grande importância no projeto de risers marinhos. Esses risers cilíndricos flexíveis sofrem vibrações de amplitude 
muito alta quando a frequência de derramamento de vórtice corresponde à frequência natural do riser. Tais 
vibrações são capazes de colocar a segurança da tripulação trabalhando em plataformas offshore em questão. 
Portanto, a previsão de resposta de tais estruturas é considerada muito importante. Embora muito trabalho 
numérico tenha sido feito neste campo, tratando o problema como uma interação fluido-estrutura bidirecional, o 
fato de esses trabalhos exigirem esforços computacionais muito altos não o tornou pertinente quando os recursos 
computacionais de ponta não estão prontamente disponíveis. Uma rápida previsão da resposta estrutural de tais 
estruturas esbeltas precisa ser útil para os engenheiros em momentos de necessidade. Este artigo aborda uma 
técnica de solução para esse problema através de um método econômico para previsão rápida e confiável da 
resposta do riser sob vibração induzida por vórtice, utilizando o esforço computacional mínimo para o número 
moderado de Reynolds (Re 3 x 105). As simulações de fluxo bidimensionais são realizadas usando CFD baseado 
em RANSE, seguido pelo mapeamento uniforme das forças hidrodinâmicas no riser tridimensional. A grade 
usada para a simulação numérica foi validada com relação aos resultados experimentais do túnel de vento para 
Re = 5,3 x 104. As forças hidrodinâmicas correspondentes aos três primeiros harmônicos da frequência natural 
do riser foram usadas como entrada no solucionador estrutural para analisar o resposta usando o método dos 
elementos finitos. Obtiveram-se trajetórias do cilindro nos três primeiros modos de vibração, um padrão típico de 
oito algarismos, característico da vibração de bloqueio. Verificou-se que o método é bastante eficaz no cálculo 
rápido de problemas de vibração induzidos por fluxo para números de Reynolds baixos e moderados. 

Palavras-chave:CFD; cilindros de fluxo passado; lock-in; resposta estrutural; vibrações induzidas por vórtices 
 
ABSTRACT 
 
 Vibrations induced by flow, generally referred to as vortex induced vibrations, are of great importance in 
the design of marine risers. These flexible cylindrical risers undergo vibrations of very high amplitude when the 
vortex shedding frequency matches the natural frequency of the riser. Such vibrations are capable of putting the 
safety of crew working on offshore platforms in question. Hence the prediction of response of such structures is 
considered very important. Although a lot of numerical work has been done in this field treating the problem as a 
two-way fluid structure interaction, the fact that these works demand very high computational efforts has not made 
it pertinent where high end computing resources are not readily available. A quick prediction of the structural 
response of such slender structures needs to be handy to the engineers at times of need. This paper addresses 
a solution technique for such a problem through an economical method for quick and reliable prediction of riser 
response under vortex induced vibration utilizing minimum computational effort for moderate Reynolds number 
(Re3 x 105). Two dimensional flow simulations are carried out using RANSE based CFD followed by the uniform 
mapping of hydrodynamic forces on to the three dimensional riser. The grid used for the numerical simulation has 
been well validated against wind-tunnel experimental results for Re= 5.3 x 104. Hydrodynamic forces 
corresponding to the first three harmonics of natural frequency of the riser have been used as input in the structural 

raghavgr@scmsgroup.org
Highlight

raghavgr@scmsgroup.org
Highlight



 

Periódico Tchê Química.  ISSN 2179-0302. (2019); vol.16 (n°33) 
Downloaded from www.periodico.tchequimica.com 

  854 

solver to analyse the response using finite element method. Trajectories of the cylinder in the first three modes of 
vibration have been obtained, a typical eight figure pattern which is characteristic for lock-in vibration. It is found 
that the method is quite effective in the quick computation of flow induced vibration problems for low and moderate 
Reynolds numbers.  

 

Keywords: CFD;flow past cylinders; lock-in;structural response;vortex-induced-vibrations. 
 
 
 
 
1. INTRODUCTION 
 
 Vortex shedding around bluff bodies is 
natural yet a phenomenon that consumed years of 
comprehensive studies, for it is well known for the 
imminent catastrophes it brings with it. Tacoma 
Narrows Bridge disaster is the worst case one 
could recall while thinking about vortex shedding. 
With the ever-rising demand for petroleum 
products, the development of offshore oilfields has 
been growing fast over the past century. The 
drilling facilities are designed in such a way that it 
enables a prolonged offshore operation for a large 
period of time starting from a few months to 
several decades. Numerous studies are being 
carried out in this field for the proper design of the 
slender marine risers in ocean. The stability of 
structures especially those carrying pressurised 
fluid in them is a topic of research interest. 
(Ramírezet al. 2017, Pezzini, et al., 2017) If the 
bluff structure is not mounted rigidly and the 
frequency of vortex shedding matches the natural 
frequency of the structure, the structure begins to 
resonate, vibrating with harmonic oscillations of 
large amplitude (Bourguet, 2011). This 
phenomenon is known as lock-in. During lock-in, 
vortex shedding frequency shifts to the natural 
frequency of the structure leading to large 
amplitude vibrations. 

 The vortex shedding occurs at a discrete 
frequency and is a function of the Reynolds 
number, defined by Equation 1.  

 

μ

VDρ
=Re  (Eq. 1)

 
 The dimensionless frequency of the vortex 
shedding, the shedding Strouhal number, St = fv 
D/V, is approximately equal to 0.2 when the 
Reynolds number is greater than 1,000. When 
vortices are shed from the cylinder, uneven 
pressure distribution develops around the upper 
and lower surfaces of the cylinder, generating an 
oscillatory hydrodynamic loading (lift) on the 
cylinder. This unsteady force given by Equation 2 

can induce significant cross flow vibrations on a 
structure, especially if the "resonance" condition is 
met.  

 

 VAC
2

1
=F 2

LL ρ  (Eq. 2)

 
 CL is the coefficient of lift. The cylinder also 
experiences a net force along the flow direction 
and is called the drag force and is given by 
Equation 3. 

 

 VAC
2

1
=F 2

DD ρ  (Eq. 3)

 
where CD is the drag coefficient. 

 The phenomenon of lock-in was first 
observed by Feng during his classical experiment 
(Feng, 1968). He described the phenomenon 
observed as matching the frequency of cylinder 
vibration and fluid force to the natural frequency in 
a vacuum. Later it was observed that this matching 
of frequency holds good only for higher values of 
mass ratio, m*(Blevins, 1990). Further research in 
the field explains the phenomenon as either large 
amplitude vibration of the cylinder (Sarpkaya, 
1977)or matching of the frequency of cylinder 
vibration and fluid force (Khalak and Williamson, 
1999). Synchronization and lock-in, are often used 
synonymously, but from the experiments it was 
shown that, for zero damping and sinusoidal 
motion, synchronization (f = fn) occurs at only one 
condition, effective stiffness ratio, k*eff = 0 (Sheils 
et al., 2001), where k*eff is defined as in Equation 
4. 

 

V
*m

=k*
2eff
R

 (Eq. 4)

 
 Matching of vortex shedding frequency 
with one of the natural frequencies of the structure 
may not always be the only (sole) reason for lock-
in. Contrary to classical lock-in , whereby the 
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oscillation frequency matches the structural 
natural frequency, in the experiments on 
stationary cylinder free to oscillate, it was found 
that the oscillation frequency increases markedly 
above the natural frequency, through the 
excitation regime while at the same time it is below 
the vortex shedding frequency (of the non-
oscillating structures) (Khalak and Williamson, 
1999). Even though vortex shedding and the 
vibration induced by it has been a topic of 
extensive research for several years, due to its 
intrinsic nature, the researchers are still not able to 
confidently define the phenomenon and describe 
the flow physics behind shifting of shedding 
frequency. Numerous analytical, experimental, 
and numerical investigations have been carried 
out in the field of vortex induced vibration (VIV) of 
long flexible cylinders. Most of these studies 
focused on the structural response of the cylinders 
rather than the phenomenon of lock-in (Trim et al., 
2005; Vandiver et al., 2009). Freely oscillating 
cylinders were modelling as a spring mass system 
with single or two degrees of freedom (Sekar et al., 
2009). Experiments in wind tunnels using particle 
induced velocimetry (PIV) have proved to predict 
the flow characteristics and structural response 
with much accuracy (Wang et al., 2015). 
Laboratory experiments and offshore large scale 
experiments have also been recognized as 
effective tools for analysis of VIV (Domal and 
Sharma, 2017; Gao et al., 2017). However, for 
case specific analysis of the problem, experiments 
are not always possible, and hence most of the 
researchers rely on computational fluid dynamics 
(CFD) as a tool for predicting VIV (Daniels et al., 
2016). Unlike the experiments CFD facilitates 
detailed study of the flow physics which is 
otherwise impossible. Three dimensional (3D) 
numerical simulations are widely accepted in the 
research community as capable of predicting VIV 
characteristics accurately. Researchers were 
under the notion that two dimensional (2D) 
simulations are acceptable only for lower 
Reynolds numbers (Re < 250) because of the 
inherent 3D characteristics of vortices. Later on 
several researchers have proved that 2D 
simulations are capable of accurately predicting 
VIV phenomenon in rigid structure cases (Xie et 
al., 2012). 3D numerical simulation demands high 
computational resources for flow analysis and also 
for generation of the 3D computational grid. The 
objective of the present work is to test the 
accuracy of 2D numerical simulations in predicting 
flow characteristics of VIV and to develop an easy 
and economical tool for comprehensive analysis of 
vortex shedding and the structural response 
during VIV. RANSE-based Commercial solver 

ANSYS Fluent -15, as well as ANSYS Workbench 
-15, have been used as the tools for the study. 

 
2. MATERIALS AND METHODS 
 

The grid generated for the analysis has 
been validated using the experimental method. 
Experiments have been carried out on a subsonic 
wind tunnel, and the results have been compared 
with those of numerical studies for the same value 
of Reynold’s number. Details of the material and 
dimensions of the test cylinder are shown in Table 
1. 
 
Table 1. Geometric specification of the riser and 

fluid domain 
 

The diameter of the riser (D) 0.05 m 

Distance from inlet to the riser 9 D 

Distance from riser to outlet 27 D 

Lateral distance from cylinder to 
both sides 

7 D 

Cylinder Material (Hollow) PVC 

 
2.1. CFD Prediction for Vortex Shedding 
 
 Geometric modeling and the generation of 
computational grids around the riser placed in a 
fluid domain, mimicking ocean environment (still 
water conditions) have been carried out using 
ANSYS ICEM CFD. 
 
2.1.1. Creating a computational domain 
 
 The geometric specifications of the riser 
model and the fluid domain with respect to the 
diameter of the riser are given in Table 1.The 
length of the riser (L) has been chosen to be 0.4 
m, so that the aspect ratio (L/D) is 20. At this value 
of aspect ratio, the model has been found to 
account for the three dimensional effects of vortex 
shedding (Vandiver et al., 2009). Figure 1 shows 
the representation of fluid domain. Domain size 
has been fixed based on the published domain 
independency test results (Gutafsson, 2012). 
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Figure 1. Dimensions of the fluid domain with 

the riser 
 
 Meshing or generating the computational 
grid in the fluid domain around the riser effectively 
is most important in capturing the vortex shedding 
phenomenon. The vorticity transport equation 
represented by Equation 5 gives an insight into the 
mechanism of generation and transport of 
vortices. 

 

( ) ωυp
ρ

ωωω 2  
2 ∇+ ∇1

+∇u•=u•  ∇+  ∇•u+
 t∂

ω ∂
(Eq.5)

 
 The third term on the right hand side of the 
equation represents the diffusion of vorticity by 
viscosity. Due to this term, vorticity is generated 
along solid wall boundaries because of steep 
velocity gradients. These steep gradients make 
vortical motion susceptible to numerical 
dissipation. But in the near wall region, where the 
mesh is usually very fine, this is not an issue since 
the fine mesh can capture viscous effects. It is a 
bigger issue in the far field, where poor resolution 
can severely weaken and distort the vertical 
structures (Kamkar, 2011). Hence importance 
must be given even to the far field wake, where the 
major concern is the mesh resolution. 
 
2.1.2. Mesh Generation 
 
 Mesh element size near the surface of the 
cylinder is of great importance in case of turbulent 
flow compared to laminar flow. The interaction 
between the mean flow and the boundary layer 
flow is more in turbulent flow, and turbulence plays 
the most important role in the transport of 
momentum and hence must be properly resolved, 
especially at the boundary for better results. To 
accurately capture the features of flow near the 
boundary, the spacing of the first grid point should 
be such that it is well within the laminar sub layer 
of the boundary layer for turbulent flow and within 
the boundary layer for laminar flow. In the outset a 
mesh has been generated, and the drag force 
computed has been compared with the value 

obtained through experiments. The experimental 
set up is described in the previous section. The 
flow over the cylinder corresponds to a Re =5.3 x 
104 which is in the laminar flow regime. The 
boundary layer at Re = 5.3 x 104 is laminar before 
separation, but during vortex shedding the wake of 
the cylinder turns turbulent in nature at any Re > 
300. Hence while meshing the geometry due 
consideration must given to the possible influence 
of turbulence on the boundary layer. 

 From Blasius's solution of the equation for 
the boundary layer in laminar flow, represented by 
Equation 6, the boundary layer thickness, 
considering the boundary layer to be completely 
laminar, is 1x10-3 m. 

 

 
Re

 D4.91
=

D

δ  (Eq. 6) 

 
 If, for an additional factor of safety, we 
consider the influence of turbulence on the 
boundary layer, then the minimum element size 
near the cylinder wall must be chosen so that it is 
well with the laminar sub-layer of the boundary 
layer. The thickness of the laminar sub-layer is 
obtained from Equation 7. 

 

 
V*

 11.6
=' υ

δ  (Eq. 7) 

 
Where V* is the frictional velocity given by 
Equation 8. 

 

 
 0=V*
ρ

τ
 (Eq. 8) 

 

And τ0 the wall shear stress is obtained as in 
Equation 9. 

 

Re2

V2664.0
=  0

D

ρ
τ  (Eq. 9) 

 
 For Re = 5.3 x 104, the thickness of the 
laminar sub-layer has been obtained from the Von-
Karman momentum integral equation as 2.8 x 10-

4 m. While generating mesh for computation, 3 x 
10-4 m has been fixed as the global minimum seed 
element size with a scale factor of 1. An 
unstructured mesh has been generated with view 
that the same mesh may be used for analyzing the 
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variation in flow characteristics with oscillating 
cylinder. Quad dominant mesh type has been 
preferred in shell meshing parameters as it suits 
accurate meshing of curved cylindrical surface. 
Patch dependent mesh method has been selected 
since it gives the best quad dominant quality while 
capturing surface details. Tetra/Mixed mesh type 
and Robust (Octree) mesh method have been 
selected for surface meshing.  Moreover it is to be 
observed that the first grid point should exhibit a 
Y+ (wall normal dimensionless distance) value of 
less than 1 in case of RANS simulations. Near wall 
spacing or element size has been calculated as 2 
x 10-5 from Equation 10. 

 

V*
Y+

=  ΔS
ρ

μ
 (Eq.10) 

 
 This value of near wall spacing is ensured 
by fixing maximum element size and height 3 x 10-

5 m and height ratio 1.05 with 20 numbers of prism 
layers to cover the entire boundary layer in the part 
mesh set up of cylinder surface. After a thorough 
grid independency study, the final mesh for 
analysis has been chosen with 41,932 elements. 
Unstructured mesh used for the flow analysis 
using ANSYS 15 is shown in Figure 2.  
 

 
Figure 2. Unstructured 2D mesh generated in 

ANSYS ICEM CFD 
 
2.1.3. Flow Analysis 
 
 Flow past the cylinder at Re = 5.3 x 104has 
been simulated using the generated unstructured 
mesh in ANSYS Fluent -15.Pressure based 
transient analysis has been carried out. Fluid 
flowing has been chosen to be water at density 
998.2 kg/m3, and the inlet velocity 1.06m/s in order 
to match the Re value. k-ω SST turbulence model 
has been selected, which has been tested against 
other models and proven to be the most adaptable 
model to predict the near cylinder and wake flow 
characteristics (Chandran.et al., 2018). Velocity 
inlet boundary condition has been given at the 
inlet, pressure outlet at the outlet boundary, and 

for both sides of the domain, symmetry boundary 
condition (Chandran et al., 2019). Pressure 
velocity coupling has been done using PISO 
scheme. Second order upwind spatial 
discretization has been selected for momentum 
and turbulent kinetic energy. Second order implicit 
transient formulation has been used. The spatial 
discretization gradient is least squares cell based. 
Since the simulation has been compared with the 
results obtained from wind tunnel experiments 
turbulent intensity has been calculated from the 
empirical correlation for a duct flow given by 
Equation 11. 

 

( )Re0.16=
V
V'

= I  D
8
1

avg
 (Eq. 11) 

 
 Where V the root mean square of velocity 
fluctuations and Vavg is the mean flow velocity. For            
Re = 5.3 x 104, the turbulence intensity will be 4 % 
according to Equation 11 and hence so chosen for 
analysis. The time step size for the transient 
simulation has been calculated based on vortex 
shedding frequency corresponding to Re = 5.3 x 
104. The time period of vortex shedding has been 
calculated from the definition of Strouhal number 
(St) given by Equation 12. 

 

V

fD
St   (Eq. 12) 

 
where f is the vortex shedding frequency.  

 The time period has been obtained as 0.25 
seconds from the value of frequency. For 
accurately capturing the shedding phenomenon 
one-time period should contain at least 20 time 
steps. Accommodating 25 time steps per time 
period, the time step size obtained is 0.01 
seconds. Further for ensuring stability of the 
solution, Courant Friedrichs Lewy (CFL) condition 
must be satisfied as given by Equation 13. 

 

V
ΔxC

=Δt  
m

 (Eq. 13) 

 
where Cm is the maximum allowable CFL number. 

 For explicit solver Cm =1. ∆x is the 
minimum element size. The time step size 
obtained from Equation 13 is 3 x 10-4 seconds. A 
time step size of 1 x 10-4 seconds has been 
selected for the transient analysis of the flow with 
a safety factor. Simulations have been performed 
for various time step sizes ranging from 1 x 10-3 to 
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5 x 10-5. Above a value of 1 x 10-4 the results have 
been found to be independent of time step size. 
Simulations have been run for 5 seconds, and it 
took nearly 1.5 hours of physical time to complete 
the runs on an 8 GB RAM machine. Analysis of 
flow took 1.36 seconds computational time for 
reaching convergence. RMS value of coefficient of 
drag (CD) obtained from the analysis is 0.63, and 
that of coefficient of lift (CL) is 0.61. Shedding 
frequency has been calculated from the period of 
oscillation of the lift force. Lift force oscillates about 
zero mean value at the same frequency as that of 
vortex shedding. The frequency of oscillation of 
CL, and hence that of shedding, has been found to 
be equal to be 35.7 Hz, which corresponds to a St 
= 0.28. A relationship between St and Re (Techet, 
2005) it is observed that at Re = 5.3 x 104 for a 
smooth cylinder, Strouhal number value is just 
above 0.3. Hence the obtained shedding 
frequency value from the numerical simulation has 
been proved to be in acceptable range.CD and CL 
time histories after convergence for a number of 
time periods are presented in Figure 3 and Figure 
4.  
 

 
Figure 3. Time history of the coefficient of drag 

(CD) at Re = 5.3 x 104 

 

 
Figure 4. Time history of the coefficient of lift (CL) 

at Re = 5.3 x 104 

2.2. Experiment - Flow Past Horizontal Cylinder 
 
 Experiments have been conducted with 
two folded objectives. The first one does a 
quantitative comparison, and the other one for a 
qualitative comparison. Quantitative comparisons 
with the numerical study have been established 
through a test at moderate Re = 5.3 x 104while the 
qualitative ones employed lower Re tests for flow 
visualizations, thus proving the efficacy of the 
mesh at moderate and low Re. 
 
2.2.1. Quantitative Comparisons 
 
 A smoke test was carried out in the 
subsonic wind tunnel of Aerospace Laboratory of 
Karunya Institute of Technology and Sciences, 
Coimbatore, India. A horizontal cylinder of 
diameter 50 mm and length 600 mm fitted with 
pressure tapings has been used as the model for 
testing. The compressor of the wind tunnel unit 
was operated at 600 rpm, which corresponds to 
16.4 m/s (Re = 5.3 x 104) velocity at the test 
section. Smoke was inducted into the test section 
by burning liquid paraffin. Flow patterns and vortex 
shedding around the cylinder were captured using 
a high resolution camera.CD and CL values have 
been calculated from the measured pressure 
distribution. Details of the wind tunnel are as 
follows. 
 
2.2.1.1. Wind tunnel specification 

Test Section Size  :  Cross section  = 
    600 x 600 mm 

Length   : 4000 mm 

Maximum Speed : 45 m/s 

Contraction Ratio : 6:1 

Contraction Length : 1.8 m 

Entry Section  : Bell mouthed. 

Smoke   : Provided in the 
    contraction cone 

Power   :  22 kW/30 HP AC 
    motor. 
 
 An inclined manometer with ethanol as the 
manometric fluid is fixed on the tunnel. The two 
limbs of the manometer are connected to the static 
pressure holes one in the settling chamber just 
before the contraction and the other to that at the 
entrance of the test section. The reading on the 
manometer is very near to the dynamic head of the 
fluid in the test section, and it serves as a 
reference for keeping the tunnel speed constant. 
The tunnel is also provided with a pitot static tube 
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which can be traversed across the tunnel cross 
section. 

 Pressure readings have been observed 
from the pressure ports provided on the 
circumference of the cylinder. Static and 
stagnation pressure have also been observed. 
Plots of pressure distributions around the cylinder 
and coefficient of pressure are represented in 
graphs Figure 5(a) and 5(b). CD has been 
calculated by integrating Cpcosθ over 360° using 
Simpson’s method of integration. The value of CD 
obtained from the wind tunnel experiment is 0.62. 
A comparison of the results obtained from the 
simulations and experiment are given in Table 2. 

 

 
a) 

 

 
b) 
 

Figure 5. (a) Pressure distribution around the  
cylinder at Re = 5.3 x 104 (b) Coefficient of 

pressure around the cylinder at Re = 5.3 x 104 

 
2.2.2. Qualitative Comparisons 
 
 An experiment to visualize, study, and 
analyze the characteristics of wake behind the 
horizontal cylindrical model has been conducted 
through smoke injection tests in the wind tunnel. A 
50 mm diameter cylinder with 600 mm length has 
been used for flow visualization. The model is 
exactly similar to the one used for pressure 
measurement but without pressure ports. The 
model which had been used for pressure 
measurement cannot be used in this scenario 
because of the risk of the pressure ports getting 

clogged with smoke particles. The recommended 
maximum tunnel speed for smoke visualization 
experiments is 4 m/s. Smoke tests have been 
performed at 0.6 m/s which corresponds to Re = 
2000. Numerical simulations also have been 
performed using ANSYS Fluent 15 for the same 
Reynolds number using the previously generated 
mesh. Results obtained from the experiment and 
simulations are compared in Table 2. St has been 
calculated from the frequency of vortex shedding 
using Equation 12. In numerical simulations the 
shedding frequency is taken to be equal to the 
oscillation frequency of lift coefficient. Shedding 
frequency is obtained as 0.99 Hz and Strouhal 
number as 0.1995 for Re = 2000. Vortex shedding 
frequency from the wind tunnel experiment has 
been calculated by repeatedly noting from the 
recorded video of shedding phenomenon, the time 
is taken for shedding 20 vortices from the upper 
boundary of the cylinder, and then taking the 
average time observed for the calculation. Results 
obtained are presented in Table 2 for comparison 
with those obtained from numerical simulations. 

 Figures 6(a) and 6(b) represent the flow 
pattern obtained from the numerical study after 
convergence at 1.6 seconds of flow and wind 
tunnel test respectively for flow past cylinder at Re 
= 2000. Distances to the lower pressure zones 
(vortices) shed from the cylinder are indicated on 
a scale of the diameter of the cylinder. The length 
of the line segment in both figures corresponds to 
the diameter of the cylinder. The angle of 
separation of the boundary layer is shown in the 
wake patterns given in Figures 7(a) and 7(b). The 
numerical value of the separation angle is given in 
Table 2. For verification of the results from the 
present grid, flow analysis has been carried out at 
Re = 1000, in order to validate the grid using other 
published numerical works. The RMS value of CD 
is found to be 1.24, which is very much 
comparable with the published results at Re=1000 
(CD= 1.15) (Braza. et al., 1986).  
 
2.3. Force - Frequency Plot and Structural Analysis 
 
 Characteristics of flow past cylinder is a 
topic extensively investigated by researchers. 
Many have proposed plots from experimental, 
analytical, and numerical simulation results, which 
show the relationship between various flow 
parameters such as. with Re. The present work 
focuses on a marine riser model of specified 
dimension. A methodology has been developed to 
predict the structural response especially the 
trajectory of any section of the riser under vortex 
induced vibration. As the first phase, a data sheet 
has been created using the unstructured 2D mesh 
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given in Figure 2.The sheet gives the numerical 
results of CD, CL, and vortex shedding frequency 
(fv) from the 2D simulations performed in ANSYS 
Fluent-15 for a range of Reynolds number up to 
the sub critical value and the values have been 
mapped over the entire length of a 3D cylinder 

 Simulations have been performed for Re = 
100 to 20,000.The velocity of flow has been 
assumed to be uniform along the span of the 
cylinder. Using the values of CD and CL obtained 
from the flow analysis lift and drag force acting on 
a cylindrical riser of 8 m length, and 0.05 m 
diameter has been estimated. Figures 8(a) and 
8(b) show the plot for drag and lift forces on a 
cylindrical riser model of 0.05 diameter and 8 m 
length against its vortex shedding frequency. 

 From the plot, the hydrodynamic forces 
acting on the cylinder at various frequencies can 
be obtained. The value of hydrodynamic loads 
obtained from the plot at a specific frequency has 
been used as the input for predicting the structural 
response of the cylinder and the trajectory of any 
point on the surface of the cylinder.  
 

 
 a)  

 

  
b) 
 

Figure 8. (a) Drag Force – Frequency plot             
(b) Lift Force – Frequency plot 

 
 Structural analysis of the cylinder model 
has been performed in ANSYS Workbench-15. 
Drag and lift forces acting on the cylinder as a 

result of vortex shedding have been given as input 
in the solver. It has been treated as an oscillating 
force having an amplitude equal to maximum lift in 
the direction perpendicular to the flow (cross flow) 
and equal to maximum drag in the direction of flow 
(in line).The frequency of oscillation of lift and drag 
forces has also been obtained from flow analysis. 
It has been observed that the drag coefficient is 
oscillating about a non-zero value at double the 
frequency of the lift coefficient. Vortices are shed 
behind the cylinder at the same frequency as that 
of the oscillating lift force. When the vortex 
shedding frequency matches the natural 
frequency of oscillation of the cylindrical structure, 
a resonance condition, well known as lock – in 
vibration occurs, which gives rise to oscillations of 
very high amplitude. This may bring in extensive 
damage to the structure and to the working crew. 
Hence the analysis of the response of structures 
vibrating at their natural frequencies due to vortex 
shedding is considered to be most desirable in 
design of offshore structures.  

 The cylinder has been modeled in ANSYS 
Workbench-15 as a hollow vertical, having a 
thickness of 2.5 x 10-3 mm. The material of the 
riser model has been chosen to be Poly Vinyl 
Chloride (PVC) of density 1400 kg/m3. The 
simulation has been performed as a transient case 
since it involves time varying forces and 
deformation. The top end has been modeled fixed 
in the x and y directions, and the bottom end with 
motion in x, y, and z direction arrested. Since the 
riser is a flexible structure, Mechanical ANSYS 
Parametric Design Language (APDL) has been 
used as the solver. Stiffness and mass coefficients 
were provided as input in the damping control of 
analysis settings of the solver. After performing a 
grid independency analysis, a mesh having 
66,158 elements have been chosen for the 
response analysis. The meshing of the geometry 
has been done using tetrahedral elements. The 
time step size has been chosen to be 5 x 10-2 
based on the oscillating frequency of 
hydrodynamic loads. Transient simulation has 
been performed for 10 seconds. Local 
displacements at estimated locations of maximum 
vibration amplitude at the first three modes of 
vibration were obtained by inserting a 
displacement probe at the respective locations on 
the cylinder. Time histories of displacement in the 
X and Y directions and the trajectory of the cylinder 
during vibration have been plotted from the probe 
data. 

 The first three modes of vibration and the 
corresponding natural frequencies of the riser in 
the air have been obtained as 2.99, 9.7, and 20.23 
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Hz, respectively, from the modal analysis. Natural 
frequencies of the riser in water have been 
obtained solving Equation 14, considering added 
mass to be 70% of the total system mass, ma = 
1.12 kg, and stiffness of the riser k = 17.73 N/m. 
The first three natural frequencies of the riser in 
water have been obtained as 2.88 Hz, 7.16 Hz, 
and 9.41 Hz, respectively. 

 

k
m

+
1

=
1 a

2
air n

2
 watern ωω

 (Eq. 14) 

 
 Drag and lift forces, corresponding to the 
identified natural frequencies of the riser, have 
been obtained from the plotted frequency – force 
graph. The amplitude of variation of drag force has 
been observed to be much less compared to the 
lift force. Lift force has been considered as 
periodically varying force, which oscillates about 
zero and acting in the cross flow direction as given 
in Equation.15 in the structural solver. 

 
( )tcosF=F(t) v0 ω  (Eq. 15) 

 
 Drag force oscillates with double the 
frequency of lift force, and it oscillates about a non-
zero value. Drag force has two components, viz. 
average drag and the fluctuating component of 
drag force. From the numerical simulation, both 
RMS value and fluctuation about RMS value of 
drag forces have been obtained. Drag force is 
applied to the cylinder in the structural solver, as 
given by Equation 16. 

 
( ) ( )t2cosF+F=tF v

'
DDavgD ω  (Eq. 16) 

 
 Where FDavg is the RMS value of drag force, 
and F'D is its fluctuating component. The lift and 
drag forces obtained from the flow analysis 
corresponding to the flow regimes at which vortex 
shedding frequency (ωv) matches the first three 
harmonics of the natural frequency of the cylinder 
(ωn) have been used for structural analysis. This 
condition is generally referred to as lock-in 
condition. The drag force oscillates at double the 
frequency of lift coefficient. This phenomenon is 
well established in published literature (Durbin, 
2007).  

 For the identified natural frequencies, 
structural analysis has been carried out to study 
various response parameters. A deformation 
probe has been inserted at z = 4 m for first and 
third modes of vibrations and at z = 2 m for the 
second mode to observe the response of the 

cylinder under oscillating load. 

3. RESULTS AND DISCUSSION 
 
 It can be observed that the numerical 
simulation with the grid generated, as shown in 
Figure 2 in the present work, is capable of 
replicating the wake pattern behind the cylinder 
exactly in the way the experiments do. Wake 
dimensions are comparable in both cases in terms 
of the span and angle of separation. Quantitative 
comparisons between the experimental and 
numerical values presented in Table 2 indicate the 
reliability in the present numerical predictions. 
Here the important observation is that at lower Re 
= 2000, a better prediction of St is achieved (9% 
deviation from the experimental ones) while at 
higher Re = 4000, a deviation of 22% is observed 
from the corresponding experimental value. 

 From the history of cylinder displacement 
during the lock-in, it can be observed that, as the 
frequency of shedding increases, the amplitude of 
displacement in cross flow direction goes on 
decreasing and that in the inline direction 
increases. This is because, at higher Re 
corresponding to higher shedding frequencies, the 
value of CD is also high. A huge number of 
researchers are focusing on the cross flow 
response of cylinder. The observation made here 
emphasizes the need for investigating the inline 
response during lock-in at higher harmonics of 
natural frequency.  

 By plotting the non-dimensional amplitude 
of the cylinder in IL and CF directions, the 
trajectory of the probe location has been traced, as 
shown in Figures 9 (a) – (c) for all three frequency 
regimes. It can be observed that the cylinder point 
follows an eight figure trajectory during lock - in. 
The cylinder is expected to follow an eight figure 
trajectory due to oscillating lift and drag forces 
induced by vortex shedding at its wake. In lock-in 
condition the frequency of the inline vibration is 
twice that of cross flow vibration, and the trajectory 
of the cylinder corresponds to “Lissajou figure 8” 
(Vandiver et al., 2009). Trajectory obtained from 
the numerical study is very much comparable with 
the response of an 8 m riser model obtained from 
the experimental study (Liangjie et al., 2004). The 
trajectory from the experiment is given in Figure 
10. 

The trajectories traced show the increasing 
importance of accounting for IL response at higher 
harmonics of natural frequency. The maximum 
amplitude in the CF direction is obtained to be 
equal to 2.5D, where D is the diameter of the 
cylinder when the cylinder locks on to the first 
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natural frequency. During the first natural 
frequency lock-in vibration, the cylinder traces the 
same path repeatedly for several cycles of 
oscillation. But moving to higher harmonics, there 
is considerable uncertainty in the case of exact 
path traced. The magnitude of the non-
dimensional amplitude of oscillation and the 
pattern of trajectory matches reasonably well with 
the published experimental and numerical results. 

 
a) 

 

 
b) 

 

c) 
 

Figure 9. Trajectory of the cylinder  
(a) shedding frequency equal to the first 

harmonic of natural frequency (b) shedding 
frequency equal to second harmonic of natural 

frequency (c) shedding frequency equal to third 
harmonic of natural frequency 

  
Figure 10. Trajectory obtained from an 

experimental study of the response of cylindrical 
riser 

   

4. CONCLUSIONS 
 
 This paper presents a method that is 
computationally economic at the same time 
efficient in predicting VIV of cylindrical risers. Two 
dimensional flow analysis is capable of predicting 
the numerical values of hydrodynamics loads, 
pressure patterns during vortex shedding, the 
amplitude of oscillation and the trajectory as well 
for VIV problems. Vortex induced vibration of 
slender structures especially petroleum risers and 
mooring cables are one of the important aspects 
that should never be neglected in their design. 
Hence a thorough understanding of the loads and 
responses of such slender structures is essential 
before its design and deployment. Numerical 
analysis using two way fluid structure interaction 
(FSI), which can predict the parameters with 
considerable accuracy is always not handy for 
everyone dealing with this type of problem 
because of the heavy computational requirement 
needed for such solvers. This method has been 
proposed in a view to supporting young 
researchers in the field of the intrinsic flow 
phenomenon of vortex shedding, who lack high 
computational facility but may also understand the 
phenomenon without compromising much 
accuracy. 

 The method has been well validated in two 
stages, initially the grid, which yields the same flow 
physics as that of conventional experiments and 
then the structural behaviour which also is in good 
agreement with similarly published works 
(Liangjieet al.,2004 ,Vandiveret al.,2009). On the 
whole, it is found that the method is quite effective 
in the quick computation of VIV problems for low 
and moderate Re. At high Re, 3D studies find their 
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use as 2D predictions do not suffice in providing 
the minute details of flow physics. 
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Table 2. Comparison between wind tunnel experiments and numerical simulations. 

 
Reynolds 
Number 

(Re) 

CoefficientofDrag (CD) Strouhalnumber (St) 
(Non-dimensional 
Frequency) 

Wake Dimension 

 Experiment Numerical Experiment Numerical Experiment Numerical

53000 0.62 0.63 NA NA 

4000 - - 0.178 0.22 θ = 126° θ = 120° 

2000 - - 0.183 0.1995 D = 0.05m D = 0.02m 

 
 
 
 
 

 

a) 
 

b) 
 

Figure 6. Pressure pattern at the wake of the cylinder at Re = 2000 (a)  obtained from numerical 
simulations (b) obtained from the smoke test conducted in the subsonic wind tunnel 
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a) b) 
 

Figure 7. Boundary layer separation at the wake of the cylinder at Re = 4000. (a) obtained from 
numerical simulations (b) obtained from the smoke test conducted in the subsonic wind tunnel 
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Secure Brain-to-Brain Communication With Edge
Computing for Assisting Post-Stroke

Paralyzed Patients
Sreeja Rajesh, Varghese Paul, Varun G. Menon , Member, IEEE, Sunil Jacob, and P. Vinod

Abstract—Stroke affects 33 million individuals worldwide
every year and is one of the prime causes of paralysis. Due
to partial or full paralysis, most of the patients affected by
stroke depend on caregivers for the rest of their lives. Easy
and efficient communication from the patient to the caregiver is
a vital parameter determining the quality of life during rehabili-
tation. Several solutions, such as brain–computer interface (BCI)
systems and exoskeletons, are proposed for post-stroke rehabil-
itation. But, most of these devices are expensive, sophisticated,
and put an additional burden on the patient. Also, the commu-
nication between the patient and the caregiver is insecure. In
this article, the brain-to-brain interface technique is integrated
with an efficient encryption algorithm to enable secure trans-
mission of information from the patient’s brain to the caregiver.
When a patient thinks of a word or a number, the thought is
transmitted with the help of an electroencephalogram (EEG)
headset through a wireless medium to the recipient, who cor-
rectly interprets the thoughts conveyed by the sender and types
the same alphabet on the keyboard at his/her end. The trans-
mitted message at the edge is encrypted with a lightweight novel
tiny symmetric algorithm (NTSA), which can only be decrypted
at the edge receiver. The Internet of Things integrated system is
also flexible to send signals to multiple caregivers at the same
time. The proposed method tested on ten users gave an average
effective concentration percentage of 78.9% along with the secure
transmission, which is a significant result compared with existing
solutions.

Index Terms—Brain-to-brain interface, edge computing,
electroencephalogram (EEG), Internet of Things, post-stroke
paralysis, secure communication, security and privacy, TMS.
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I. INTRODUCTION

STROKE is a major cause of full or partial paralysis
among people, especially, prevalent in developing coun-

tries. Thirty five percent of survivors have permanent disability
one year after a stroke [1] and all of them need care in a nurs-
ing home or other long-term assistance. Communicating ideas
and requests from the patient to the caregiver is a significant
challenge in these conditions. Communicating the feelings can
often be unclear and hard to understand, depending on how
a person describes or expresses them in words. It is more
challenging when the patient and the caregiver are far apart.
Exoskeletons have been proposed in recent years as a pos-
sible solution to this issue. Regaining the ability to walk
has been major focus of most of the exoskeleton systems.
Progressive, task-specific, and repetitive training based on the
principles of motor learning and neuroplasticity is carried
out with the help of exoskeletons. Wearable robots strapped
onto legs, and actuated motors are also used for rehabilitation
in many scenarios [2]. Numerous alternate brain–computer
interface (BCI) [3], [4] systems have also emerged for stroke
rehabilitation. Most of the proposed solutions are expensive,
sophisticated, put an additional burden on the patient, and also
do not ensure secure and efficient communication between the
patient and the caregiver [5].

Recently, the brain-to-brain interface systems [6]–[9] have
opened numerous possibilities in efficient post-stroke rehabil-
itation, including provision for direct communication of the
ideas and thoughts between the patient and the caregiver. This
technology involves the transmission of information from one
person’s brain to another using a wireless medium. The sig-
nificant advantage of this technology is that it is noninvasive
and does not have the complications of using bulky devices
like exoskeletons and comes with less cost. This technology is
still in its early stages and has numerous limitations and chal-
lenges. The recent research in post-stroke rehabilitation has
thus focused on developing efficient systems using the brain-
to-brain interface. Most of the existing brain-to-brain interface
systems work only with simulations and fail to deliver in
real-time environments. Another major limitation of current
systems is the lack of security in the transmitted message.
Whenever the information is transmitted through a wireless
medium or any public medium like the Internet, it is essential
to have a suitable security mechanism. Securing the sensitive
data transferred between the patient and the caregiver is vital
for regaining the confidence during the rehabilitation phase.

2327-4662 c© 2019 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
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Very few works have been done in this article direction, and
this article focuses on proposing an efficient solution to this
problem.

In the proposed system, the secrecy of information
transferred is attained using cryptography wherein the trans-
ferred file is scrambled into a nonreadable form by the sender.
The recipient on receiving the scrambled message from the
sender de-scrambles it into a readable form. The tiny encryp-
tion algorithm (TEA) [10]–[12], which is one of the most
widely used symmetric algorithms due to the ease of imple-
mentation and less memory utilization, is improved and used
in the system as the novel tiny symmetric algorithm (NTSA). It
enhances the security features of TEA by introducing more key
confusions [13]–[15]. The keys are altered dynamically, thus
making it secure from the intruders. Since the key is computed
dynamically, the key values change during execution time and
cannot be precomputed. This algorithm is then used in the
proposed system for the secure transmission of information
from the patient to the caregiver. As the computation happens
at the edge of the network, it eliminates the delay in trans-
mission and processing of the data that exists in systems with
centralized data processing centers. The contributions of this
article are as follows.

1) A simple, noninvasive, and efficient brain-to-brain
thought transfer system that helps to share the thoughts
between the patient and the caregiver with electroen-
cephalogram (EEG) headset at the transmitting end and
magnetic stimulation at the receiving end.

2) Edge computing powered secured transmission of mes-
sage between the patient and the caregiver using an
efficient and lightweight symmetric encryption algo-
rithm.

3) Real-time implementation with analysis of the results
obtained is provided.

The remainder of this article is organized into six sections.
Section II reviews the related work in brain-to-brain com-
munication. Section III describes the theoretical analysis of
the proposed system. Section IV provides the details of the
proposed system, its working, and discussion. Section V
presents the results obtained with experiments and proves
that the proposed method achieves secured data transmission
between the patient and the caregiver. Finally, Section VI
summarizes the findings and presents the conclusion and
future work.

II. RELATED WORKS

This section presents the discussion on few latest related
works in the brain-to-brain communication and BCI. The
usage of BCI facilitates a person to communicate without the
intervention of the brain’s normal output pathways of periph-
eral nerves and muscles. The EEG features are used to identify
the message or commands from the brain. The two methods
used in BCI are invasive and noninvasive BCI. The invasive
BCI uses implanted electrodes in brain tissue, and noninva-
sive uses EEG recordings obtained by placing electrodes at
various points on the scalp of a person. In [16], multiple

TABLE I
FREQUENTLY USED NOTATIONS

variations of using BCI in communication and motor con-
trol are discussed. Wolpaw et al. [17] conducted a survey
and identified that the BCI systems were efficient in pro-
viding communication and controls the options to those with
a disability. Mason and Birch [18] discussed a prototype of
an asynchronous switch known as LF-ASD. For people who
are paralyzed and have no voluntary muscle control, a BCI
might give the ability to answer simple questions quickly
and control the environment [19]. Zhang et al. [20] proposed
a brain interface system to control a rat implanted with micro-
electrodes. Maksimenko et al. [21] proposed a system for
distributing the cognitive load among all members of the group
toward achieving a common task. In [22]–[24], user authen-
tication and other security mechanism that can be introduced
in the transmission of signals from the brain to other devices
are discussed.

Most of the existing systems have minimal works only
with simulations and fail to deliver in real-time environments.
Another major limitation with most of the methods is the lack
of adequate security in the transmitted message. Also, the pri-
vacy of the information transmitted from the patient to the
caregiver is not provided. The proposed system is designed to
overcome all the above limitations. Using the concept of brain-
to-brain interface, edge computing, and a novel lightweight
symmetric encryption algorithm [13], [25], [26], secure trans-
mission of information from the patient’s brain to the caregiver
using wireless medium is achieved with EEG and TMS. The
Internet of Things module can be further integrated into the
system to transfer information securely to multiple receivers.

III. MATHEMATICAL ANALYSIS

In this section, the theoretical analysis of the transmitted
signal strength is presented and discussed. Table I presents
the summary of frequently used notations in this article.

Analysis of the thought transfer signal along with the range
estimation is presented in Fig. 1. The total transmitted signal
from TX is calculated from the above deployment scenario of
the proposed system. The total transmitted signal is the sum of
the signal that is directly transmitted and the part of the signal
that is reflected from the surface. Hence, the total transmitted
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Fig. 1. Signal analysis for thought transfer.

Fig. 2. Range analysis of thought processing.

signal energy is given by

εTotal = εB−D + ε′B−D. (1)

A reference signal strength of ε0 at a distance D0 is assumed
by the system, which is given by

εB−D = ε0D0

DTotal
e

j2πFc

(
t0−DB−D

C

)
(2)

ε′B−D =
−ε0D0

DTotal
e

j2πFc

(
t0−D′B−D

C

)

. (3)

Here, the negative sign in (3) is due to the phase inversion
of the signal. Substituting (2) and (3) into (1) gives

εTotal = ε0D0

DTotal
e

j2πFc

(
t0−DB−D

C

)
− ε0D0

DTotal
e

j2πFc

(
t0−D′B−D

C

)

(4)

εTotal = ε0D0

DTotal
e

j2πFc

(
t0−DB−D

C

)(
1− ej2πFc

�D
C

)
(5)

where �D = D′B−D−DB−D that gives the difference of the dis-
tance traveled by the reflected wave and the distance traveled
by the direct line-of-sight wave

εTotal = ε0D0

DTotal
e
−j2πFc

(
t0−DB−D

C

)(
1−ej2π �D

λ0

)
(6)

where (C/Fc) = λ0

εTotal = ε0D0

DTotal
e
−j2πFc

(
t0−DB−D

C

)
ej2π �D

2λ0

e−j2π �D
2λ0
−ej2π �D

2λ0
(7)

εTotal = − ε0D0

DTotal
e
−j2πFc

(
t0−DB−D

C

)
ej2π �D

2λ0
sin

(
2π

�D

2λ0

)
. (8)

The magnitude of the total signal strength is obtained as

|εTotal| = ε0D0

DTotal

∣∣∣∣sin

(
2π

�D

2λ0

)∣∣∣∣. (9)

Fig. 3. Range estimation using mirror image analysis.

Fig. 2 presents the range analysis of the thought processing
signal. The actual range of the line-of-sight signal is given by
DB−D which is obtained as

DB−D =
√

(LB−LD)2 + (DTotal)
2. (10)

Fig. 3 presents the range estimation of the signal using the
mirror image analysis. The reflected signal in the system is
given by

D′B−D =
√

(LB+LD)2 + (DTotal)
2. (11)

Using (11), the value of �D is estimated, where �D =
D′B−D − DB−D

�D =
√

(LB+LD)2 + (DTotal)
2 −

√
(LB−LD)2 + (DTotal)

2

(12)

�D = DTotal

⎧⎨
⎩

√
1+

(
LB + LD

DTotal

)2

−
√

1+
(

LB−LD

DTotal

)2
⎫⎬
⎭
(13)

where LB, LD << DTotal.
Approximating the �D value with respect to LB, LD, and

DTotal

�D ≈ DTotal

{(
1+ 1

2

(
LB + LD

DTotal

)2
)
−
(

1+ 1

2

(
LB − LD

DTotal

)2
)}

.

(14)

Reducing the above equation, we obtain

�D ≈ 2
LBLD

DTotal
. (15)

Substituting the value of �D in (9), the magnitude of the
total signal strength is obtained as

|εTotal| = 2ε0D0

DTotal
sin

(
2π

�D

2λ0

)
. (16)

Considering a very small value of sine, the magnitude of
the total signal strength is approximated as

|εTotal| ≈ 2ε0D0

DTotal
2π

�D

2λ0
(17)

|εTotal| ≈ 2ε0D0

DTotal

2π

2λ0

2LBLD

DTotal
. (18)

Finally, the approximated total strength of the thought
processes signal is obtained as

|εTotal| ≈ 4π
ε0D0

λ0(DTotal)
2

LBLD. (19)
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Fig. 4. System architecture.

The correctness factor introduced in the signal is discussed
below. The 50th percentile loss in dB is given by

μ50(dB) = μF + βLU − γ (LB)− γ (LD)− μenv. (20)

Here, μF is the propagation loss in the environment, βLU

is the incident and reflection loss of the transmitted signal,
γ (LB) is the TX side gain factor, γ (LD) is the RX side gain
factor, and μenv is the environmental gain factor.

IV. PROPOSED SYSTEM

This article aims to securely transfer the thoughts between
the paralyzed patient and the caregiver with the help of EEG
headsets. The idea is to share the thoughts with EEG headset
at the transmitting end and use magnetic stimulation at the
receiving end. The EEG recordings from the brain are taken
by placing a cap of electrodes on a person’s scalp, using a
10–20 placement scheme. The electrical stimulation from the
brain’s cortex region is then recorded and transmitted wire-
lessly through the cloud. At the receiving end, the machine
converts the message into the equivalent electrical signal. This
electrical signal produces equivalent magnetic stimulation in
the form of TMS and the receiver interprets the information
based on the flashes he/she sees. Fig. 4 shows the detailed
block diagram of the proposed system.

A. At the Sender Side

Sender wears the EEG headset which is shown in Fig. 5.
Then, using the 10–20 probe placement scheme on the per-
son’s scalp, the electric impulses at the neural synapses from
the brain cortex region is fetched and recorded. Fig. 5 shows
the EEG headset to which EEG electrodes are attached and
also the placement of electrodes on the brain. This EEG

Fig. 5. (a) EEG headset. (b) Electrode placement on the brain [23].

Fig. 6. Electromagnetic coil.

recording obtained is feeble, and hence amplified using the
high-gain instrumentation amplifier. The noise in the signal
is mitigated by passing the signal through a low-pass filter.
The resulting analog signal is digitized using the analog-to-
digital convertor (ADC). This digitized signal is converted to
text and can be securely sent through the public medium using
the proposed NTSA encryption algorithm.

B. At the Receiver Side

The ciphertext transmitted by the sender reaches the receiver
through the wireless medium. On reception of the ciphertext,
it is decrypted using the NTSA decryption algorithm and the
text file is obtained. The text file is converted into binary
which is compared with the prestored commands. If it matches
with the prestored commands, the TMS circuit is triggered
correspondingly to generate the TMS flashes which will be
interpreted by the receiver. The TMS circuit is designed with
an external source of 230-V ac signal and is step down to 24-
V ac signal using the step-down transformer and is passed to
the coil via Triac switch. The 12-V step-down transformer is
used to trigger the timer circuit. The Traic is used as a high-
power switching device and is controlled by the binary value.
Depending on 0s and 1s, TMS creates flash (binary 1 for vibra-
tion with flash and binary 0 for no vibration and flash). The
helmet at the receiver side has two coils inside it and each
coil has 30 000 turns. One coil is used to control the activity
of left part of the brain and the other to control the right part
of the brain. Based on the excitation signal from the coil, the
brain gets stimulated to create a flash or equivalent vibration.
Fig. 6 shows the electromagnetic coil with the circuit.
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Algorithm 1 Encryption
1: procedure E(n)cryption (plaintext[64], key[128], Ø)
2: // Initialize subkeys ski and plaintexts Pi
3: sk0 ← key[i : i+32]
4: sk1 ← key[i+33 : i+64]
5: sk2 ← key[i+65 : i+96]
6: sk3 ← key[i+97 : i+128]
7: C0 ← plaintext[i : i+32]
8: C1 ← plaintext[i+33 : i+64]
9: ksc ← (2∧31) / Ø

10: kc ← 0
11: // The loop generates cipher text C0 and C1 and the keys sk1

and sk3
12: for cycle ← 0 to 32 do
13: kc ← kc + ksc
14: C0 ← C0 + ((C1<<4 � sk0) ⊕ (C1 � kc) ⊕

((C1>>5) � sk1))
15: sk1 ← sk1 + (sk0 ⊕ (xtract(C0)))
16: C1 ← C1 + ((C0<<4 � sk2) ⊕ (C0 � kc) ⊕ ((C0

>>5) � sk3))
17: sk3 ← sk3 + (sk2 ⊕ (xtract(C1)))
18: end for
19: newk1 ← sk1
20: newk3 ← sk3
21: end procedure
// Details of key confusion xtract function
1: procedure xtract(a)
2: while i = |a| do
3: if a[i] = 32 then
4: a[i] ← a[i] mod 32
5: end if
6: i ← i + 1
7: end while
8: return a

C. Novel Tiny Symmetric-Key Algorithm

The proposed NTSA is a symmetric cryptographic algo-
rithm that follows the Feistel structure, having 64 rounds and
32 cycles, each cycle comprising of an odd and even round.
The pseudocode for encryption and decryption is presented in
Algorithms 1 and 2, respectively, and Fig. 7 presents the illus-
tration of the encryption process. During encryption, in steps
1–8, the plain text with 64 bits is divided into two halves of
32 bit each and the key 128 bits is divided into four subkeys
sk0, sk1, sk2, and sk3 of 32 bit each. Subkey sk1 is applied to
odd round and subkey sk3 is applied to even round. Different
multiples of magic constant are used for each round. The value
of magic constant is chosen to be floor (231/Ø), where Ø is
the golden ratio. In steps 12–18, a loop generates ciphertext
C0 and C1 and the keys sk1 and sk3.

An xtract function is used to generate additional key
confusions in encryption. The xtract function given above
(lines 1–8) returns the array indices value between 0 and
31. The value from the array is then selected dynamically
to recompute the subkey values, thus making the algorithm
secure. The decryption algorithm has the same initialization
procedure and preliminary steps as in encryption which is
depicted in lines 1–12. In lines 13–19, the loop generates the
plain text P0 and P1 and keys sk1 and sk3.

D. Security and Privacy Enabled at the Edge

The transmitted EEG signal is amplified and digitized, and
encrypted at the edge using the NTSA algorithm. Instead
of recording and processing the data with centralized cloud

Algorithm 2 Decryption
1: procedure D(e)cryption (C0, C1, key[128], newk1, newk3, Ø)
2: // Initialize
3: sk0 ← key[i : i+32]
4: sk1 ← key[i+33 : i+64]
5: sk2 ← key[i+65 : i+96]
6: sk3 ← key[i+97 : i+128]
7: ksc ← (2∧31) / Ø
8: kc ← 0xC6EF3720
9: sk1 ← newk1

10: sk3 ← newk3
11: P0 ← C0
12: P1 ← C1
13: for cycle ← 0 to 32 do // The loop generates plaintext P0

and P1
14: sk3 ← sk3 − (sk2 ⊕ (xtract(P1)))
15: P1 ← P1 − ((P0 << 4) � sk2) ⊕ (P0 � kc) ⊕ ((P0

>> 5) � sk3))
16: sk1 ← sk1 − (sk0 ⊕ (xtract(P0)))
17: P0 ← P0 − ((P1<<4) � sk0) ⊕ (P1 � kc) ⊕ ((P1>>

5) � sk1))
18: kc ← kc − ksc
19: end for
20: end procedure

centers, the proposed system encrypts and decrypts the EEG
signals at the edge of the network. Only encrypted data is
available in the network and without the key, decryption is
not possible. Hence, the security of information is ensured at
the edge of the network.

V. RESULTS AND DISCUSSION

The sender is hooked up to an electroencephalography
machine, to examine the brain signals, while the receiver has
a TMS coil, attached to the side of the head to control the right
side of the body. The sender watches an on-screen keyboard
and urges to press a key using the right hand. The machine
transmits this information securely as an encrypted file through
the wireless medium. The wireless reception transfers it to the
TMS, which prompts the distant located receiver’s brain to do
the same action of the sender.

A. Sender Side

The EEG signal extraction and transmission by the sender
are depicted in Fig. 8. The unit comprises: 1) EEG sig-
nal extraction headset; 2) EEG signal processing unit; and
3) signal encryption and wireless transmission unit.

B. Sender Side

The EEG signal extraction and transmission by the sender is
depicted in Fig. 8. The unit comprises: 1) EEG signal extrac-
tion headset; 2) EEG signal processing unit; and 3) signal
encryption and wireless transmission unit.

C. EEG Signal Extraction Headset

The EEG headset is worn by the sender. The sender chooses
a specific key of the onscreen keyboard by concentrating
his/her thoughts on it. The electrodes on contact with the scalp
extract these EEG signals from the brain. This EEG signal is
passed to the EEG signal processing unit.
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Fig. 7. Encryption in the NTSA algorithm [13].

Fig. 8. Signal extraction and transmission unit.

D. EEG Signal Processing and Wireless Transmission Unit

Here, the EEG signals undergo high gain amplification and
noise filtering for further processing. The analog signals are
then converted to digitized format using the ADC. This digital
data is then converted to text which is encrypted using the
NTSA algorithm. The obtained ciphertext is then sent to the
receiver through the Internet using the wireless transmission
unit.

E. Receiver Side

Fig. 9 shows the ciphertext reception and decoding at
the receiver side. This unit comprises: 1) wireless reception
and decryption unit; 2) brain excitation control system; and
3) brain excitation headset.

Fig. 9. Signal reception and end user.

Fig. 10. End user interface.

F. Wireless Reception and Decryption and Signal
Processing Unit

On reception of the ciphertext by the wireless receiver unit,
decoding is performed using the NTSA decryption algorithm
to get the text message which is then digitized. This digi-
tized code is compared with the prestored commands stored
in the data library. If there is a match, then the corresponding
command is passed to the brain excitation control system.

G. Brain Excitation Control System

The exciter circuit (TMS) will generate the signal corre-
sponding to the command passed. This signal will reach the
receiver who will be wearing the helmet connected to TMS.
The excitation impulses prompt the receiver (end user) to
press the specific key on the customized keyboard (shown in
Fig. 10) that was chosen by the sender.

H. EEG Signal Extraction and Reception

The brain pattern generated by concentrating on the virtual
keyboard for letter “A” and the stimulated pattern of the trans-
mitted character A received at the receiver end is shown in
Fig. 8. It is observed that the pattern transmitted at the sender
side and the pattern received at the receiver end are the same.
Similarly, brain pattern generated for single character B, com-
bination of characters AN, combination of numbers 12 are
depicted in Figs. 11–13, respectively.
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Fig. 11. Brain pattern transmitted and received for character A.

Fig. 12. Brain pattern transmitted and received for character AN.

Fig. 13. Brain pattern transmitted and received for number 12.

I. NTSA Avalanche Effect

Additionally, the strength of the proposed encryption algo-
rithm is evaluated using the concept of the avalanche effect.
It is one of the desired properties of a block cipher algorithm,
in that a very small change in the input creates a significant
change in the output. The NTSA and TEA encryption algo-
rithms were executed with varying key sizes of 48, 64, and
128 bits as one input and same plaintext as another input.
The same experiment is repeated with the same key but by
changing only one bit of it. The observation made was that
for every 64-bit block, one-bit change in key produces a sig-
nificant change on the ciphertext for NTSA when compared to
TEA. Fig. 14 shows for every 64-bit block a change in one-bit
of key with various key sizes and the corresponding change
in ciphertext for NTSA and TEA.

The same experiment is repeated, but now one-bit change
is made on the plaintext. The observations made are:
NTSA shows drastic changes in the ciphertext than the
TEA algorithm. Fig. 15 shows that for every 64-bit block

Fig. 14. One-bit change in key and the corresponding change in ciphertext
for 64-bit block.

Fig. 15. One-bit change in plaintext and the corresponding change in
ciphertext for 64-bit block.

Fig. 16. Effective EEG extraction from test users.

a change in one bit of key with various key sizes and
corresponding change in the ciphertext for NTSA and TEA.

J. Effective Concentration Percentage

The proposed system was tested on ten users and their effec-
tive concentration percentages were obtained. The results are
presented in the graph as shown in Fig. 16. The result shows
that the average effective concentration percentage is 78.9%
which is really significant and higher value compared to most
of the existing methods.

VI. CONCLUSION

This article analyzed the possibilities of brain-to-brain com-
munication and highlighted the limitations with the existing
systems. The proposed system enabled secure transmission of
information from the patient’s brain to the caregiver using the
wireless medium with EEG and TMS and a novel lightweight
symmetric encryption algorithm, NTSA. This easy to use and
secure system will be of great assistance to the paralyzed in
the rehabilitation phase and will enable efficient and easy com-
munication from the patient to the caregiver with less cost and
without the help of any complex devices. In the future, the size
of the system could be reduced so that it can be much more
easily handled by the patients. Furthermore, the possibilities
of using deep learning strategies to make the system efficient
could be studied.
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SDN-Powered Humanoid With Edge Computing
for Assisting Paralyzed Patients
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Abstract—The number of people afflicted with paralysis is
increasing worldwide due to stroke, spinal cord injury, polio, and
other related diseases. Exoskeletons have emerged as one of the
promising technologies to provide assistance and rehabilitation
for the paralyzed people. But most of the exoskeletons are limited
by its bulkiness, lack of flexibility and stability, instant control
and adaptability. To overcome these issues, this article proposes
a novel and efficient software-defined network (SDN)-powered
humanoid assistive and rehabilitation system. In the proposed
system, the signals acquired by the human sensor module are
processed with multiple node MCUs and transmitted via the SDN
incorporated with universal software radio peripheral (USRP).
Using edge computing, the signal from the USRP is sent to the
receiver node MCU and is used for controlling the movements of
the humanoid that provides assistance to the paralyzed patients.
The experimental setup is done for controlling a humanoid hand,
and the results show high quality-of-service (QoS) for hand roll-
up and roll-down posture. QoS is also evaluated for different
electroencephalogram (EEG) signals, and the results show that the
SDN-enabled assistive humanoid system is an efficient method for
providing instant control in rehabilitation of the paralyzed patients.

Index Terms—Electroencephalogram (EEG), exoskeleton,
humanoid, Internet of Things (IoT), paralyzed, software-defined
networks (SDNs), universal software radio peripheral (USRP).

I. INTRODUCTION

RRECENT studies carried out by Toyota Mobility
Foundation revealed that 30% of the paralyzed pop-

ulation is frustrated with the current assistive technologies
using exoskeletons [1]. The patients suffer from constant pain
and discomfort due to the outdated design of the mobility
devices [1]–[4]. The participants of the study suggested that
the assistive devices should allow them to move faster and help
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in daily activities and also mentioned that the design should
be natural, like an extension of their body, providing them
freedom and independence.

Exoskeletons are currently being used for various assistive
functions. Electrically powered full body exoskeletons have
been designed for transport and handling of heavy loads [5].
A modular architecture is employed to manage the complex-
ity of the system design and has different operating conditions
for walking, squatting and handling loads. But the designed
machine has difficulties in maintaining equilibrium while car-
rying heavy loads. Exoskeletons are also used for children
suffering from cerebral palsy to assist in their gait [6], [7].
These wearable devices produce physiological gait patterns
for the patients at the angle joints. Translation of gait in biped
exoskeleton without using crutches is demonstrated in [8].
A series actuator with required torque and speed for transition
from sit-to-stand posture is designed in [9]. Many exoskele-
tons are introduced specifically for assisting people with
lower body paralysis [10], [11]. Several other brain computer
interface (BCI) technologies integrated with exoskeletons are
also used for assisting the paralyzed in rehabilitation [12]–[15].
But, many of these technologies introduce additional burden
to the patient and also do not provide feedback for improve-
ment. Lack of instant control and adaptability is a major issue
in most of the exoskeleton-based solutions.

Recently, brain-to-brain interface systems have gained wide
acceptance in stroke rehabilitation and assistance [16]. They
overcome the issues with exoskeletons and provide better
assistance in rehabilitation to the paralyzed patients. The effi-
ciency of these systems hugely depends on the accuracy
of the captured electroencephalogram (EEG) signals. Recent
works in full body humanoids have highlighted their advan-
tage over previous solutions [17], [18]. The current research
work proposes a full body assistive humanoid for the para-
lyzed by integrating the advantages offered by BCI, brain-to-
brain interface and humanoid systems with software-defined
network (SDN) [19]–[23] and edge computing [24], [25] tech-
nologies. SDN offers flexibility with improved network control
in communication and edge computing reduces the delay in
processing of the signals. These two powerful technologies
provide the much-needed efficiency in the proposed system.
SDN is selected with an objective of improving the network
efficiency and its effective usage is implemented with universal
software radio peripheral (USRP). These advantages offered
by SDN are used by the proposed system to achieve simplicity,
efficiency and instant control in communication.
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A novel assistive system for paralyzed people using an
SDN-powered humanoid integrated with edge computing is
proposed and discussed in this article. The system consists
of three modules: a human body sensor module connected
to node MCU that collects EEG, electrocardiogram (ECG),
electromyography (EMG), and angular motion data; a node
MCU-USRP interface with edge computing; and a USRP
connected assistive humanoid module. The signals captured
by the human body sensors in turn help to provide instant
control to the humanoid and this system is used for assist-
ing the paralyzed. The next section presents and discusses the
recent related works. The notations and abbreviations used
in this article are presented in Section III. The design and
theoretical analysis of the proposed system is discussed in
Section IV. Section V presents the hardware implementation of
the system with results and discussion. This article concludes
in Section VI with suggestions for future work.

II. RELATED WORKS

Rehabilitation of the paralyzed people using efficient and
competent technologies is a major challenge. Recently, many
works are carried out in this article direction and this sec-
tion discusses and highlights few of them. Fontana et al. [5]
discussed the application of exoskeletons in transportation of
heavy loads. The proposed system uses a modular architecture
to manage the complexity of the design. The system also has
different operating conditions for walking, squatting and han-
dling loads. One of the major limitations is that the designed
machine has difficulties in maintaining equilibrium while car-
rying heavy loads. Zhang et al. [10] presented and discussed
a self-balancing and software-controlled exoskeleton for the
lowered body. The system is designed to give a proper balance
in both the sagittal and frontal planes. For managing the sta-
bility during walking, the authors discuss the use of a balance
controller based on the extrapolated center of mass concept.
The association of the assistance magnitude of the exoskele-
ton with the energy cost gains is studied with the help of
a collection of elastic actuators driven powered hip exoskeleton
in [11]. The exoskeleton is designed to mimic the behavior of
a human biological hip. Pichiorri et al. [14] discussed the use
of a BCI system to improve the motor imagery practice dur-
ing the rehabilitation of paralyzed patients. The study focuses
on presenting BCI devices as a major solution for recovery
in stroke patients with severe motor impairments. Pierre and
Abderrahmane [17] presented a BCI system that enabled a user
to control a humanoid. An interesting solution to rehabilitation
and recovery process for paralyzed patients using humanoids
is proposed in [20]. This highly powered robotic rehabili-
tation system is used for assisting people with upper body
paralysis. Jolfaei et al. [26] proposed an interesting discus-
sion on using an information-theoretic measure-based binary
asymmetric channel model for measuring the performance of
pass-thought authentication systems. Batula et al. [27] dis-
cussed a four-class motor-imagery-based online BCI system
for controlling a humanoid. The system is designed to help
the upper and lower limb paralyzed patients to accelerate the
rehabilitation process. Most of the existing exoskeleton-based

TABLE I
FREQUENTLY USED NOTATIONS

TABLE II
LIST OF ABBREVIATIONS

solutions have limitations such as bulkiness and lack of flex-
ibility. Inability to provide instant control, lack of stability,
and adaptability are major issues with humanoid-based solu-
tions. The proposed work overcomes these issues using an
SDN powered humanoid assistive and rehabilitation system
that helps in efficient rehabilitation and recovery of patients
with partial or full body paralysis.

III. NOTATIONS AND PRELIMINARIES

This section describes the various notations and prelimi-
naries used in the research. Table I presents the summary
of notations and Table II presents the list of abbreviations.
This section also presents and discusses the flexible humanoid
structure design.

A. Humanoid Design

The designed humanoid structure along with joints and links
is presented in Fig. 1. The figure correlates the human limb
with humanoid limb. The different labels used in the figure
are explained: A—head joint, B—neck joint, C–shoulder joint
left, D—elbow joint left, E—hand joint left, F—shoulder joint
right, G—elbow joint right, and H—hand joint right.
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Fig. 1. Design of the humanoid.

Initially, the full body humanoid is modeled and mainly
consists of five different body parts—the lower limb, upper
limb, head and neck, shoulder, and hip. The modular design
provides the humanoid with flexibility of use at different lev-
els of paralysis. The design of humanoid for different human
postures is explained below. The humanoid is designed to emu-
late the human body anatomy. The parts and joints can be
attached and detached easily, allowing it to be used by peo-
ple with different levels of paralysis. For the fully paralyzed,
the full body humanoid structure can be used. Easier mobility
and light weight features are also provided to the humanoid by
constructing it using carbon fiber material. Supports are pro-
vided on the foot region and on the back side of the ankle joint
to get better stability. Table III indicates the various postures
and instruction execution method used in the design to ensure
stability. The translation from sleeping to sitting posture is
achieved by actuating the motors present in the desired joints.
To maintain stability and reduce errors, a particular execution
pattern is followed. The design ensures no direct transition
from sleeping to standing or vice versa. To prevent falling,
execution of halt command in the standing posture is rejected.
In the current research work, the experimental evaluations and
validations are carried out using a fully developed humanoid
hand. The flexible full body humanoid will be presented in
our future research work.

IV. PROPOSED SYSTEM

The proposed system has three modules: 1) a human body
sensor module; 2) node MCU USRP interface with edge com-
puting module; and 3) USRP-enabled humanoid. The main
function of the human body sensor module is to capture
the EEG, ECG, EMG signal, angular motion, positioning
information and transform it into a signal acceptable by the
USRP unit. The unit has USRP motherboard and has the
subsystem consisting of FPGA, DAC, ADC clock synchro-
nization and generation. The front end is a daughterboard
used for up/down signal conversion, conditioning and filter-
ing. This flexibility allows the USRP to be used from DC
to GHz application. The FPGA on USRP board performs the
DSP operations allowing real analog signal to be translated

TABLE III
INSTRUCTION EXECUTION METHOD

into baseband digital signals. The human body sensor module
uses noninvasive methods to capture the body parameter like
the brain signals from the human scalp. The collected sig-
nals are then amplified using a high gain instrumentation
amplifier to improve the signal strength. The signal further
undergoes preprocessing and filtering. A band-pass filter is
used to remove the high frequency noise. The signals are
converted into frequency domain using the Walsh Hadamard
transform (WHT) for feature extraction. The extracted sig-
nals are converted into digital and given to the Internet of
Things (IoT) powered node MCU which transmits the signal
via edge computing-enabled USRP. The main functionality of
the node MCU with IoT-enabled edge computing is to classify
the commands and to produce actuation signal for the corre-
sponding body part. All the decisions for control are taken by
the node MCU based on the signal received via human body
sensor module.

In the offline training phase, the users will be trained for
three basic commands (sitting, standing, and sleeping). The
patterns for each of these commands will be recorded to cre-
ate the database. The detected sensor patterns will be mapped
into these three different commands. The node MCU uses
this database to make the decision regarding the action to be
performed. The activation signal from the IoT-enabled edge
computing is received at the receiver side by USRP trans
receiver daughterboard which is connected to IoT-enabled
node MCU. The node MCU decodes the received signal and
passes it on to the desired part of the humanoid actuation
module through the motor driver circuit. A two-level sens-
ing mechanism is given as the feedback to the node MCU
to take corrective actions. Based on the angle sensor feed-
back received, the node MCU makes the desired corrections
on the actuation signals. The accidental fall of humanoid is
detected by incorporating an accelerometer on the back of the
humanoid. If the measured tilt crosses a threshold, deaccel-
eration is provided to stabilize via edge computing-enabled
USRP.

Now, the theoretical analysis of the data transmission in
the proposed system is presented and discussed. The EEG
signal processed by USRP on the humanoid can be con-
sidered as shortened at both ends of the edge forming
a closed cylindrical structure. The EEG signal transmitted has
an electrical component stored in the closed cylinder with
power loss. The EEG signal field variation will be along
three dimensions of the closed cylinder which is illustrated
in Fig. 2.

The closed cylinder is of length b and radius c. Analysis is
carried out considering the processing as lossless and then
determining the quality-of-service (QoS) using the pertur-
bation method and applying the boundary condition on the
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Fig. 2. Closed cylindrical structure (EEG signal processed by USRP).

circular cylinder X = (0, a) and Y = (0, c) and EEGX =
EEGY = 0 at Z = (0, b). The variation in transverse
direction is represented by eeg(X, Y) and the varying ampli-
tudes of the EEG signal as B+ and B−. For the EEG signal
in the “x” direction and “y” direction, EEGX and EEGY are
represented as

EEG(X, Y, Z) = eeg(X, Y)
(
B+e−jαmnZ + B−ejαmnZ)

. (1)

The permeability and permittivity of the medium are repre-
sented as μ and ε, respectively, and the constant K = ω

√
με.

Now, the EEG propagation constant of mth and nth electric
components is given by

αmn =
√

K2 − m�

a

2

− n�

b

2

. (2)

Applying the condition that B+ = B− at EEGt = 0 and at
Z = 0 gives

EEGt(X, Y, b) = −eegt(X, Y)B+2j sin αmnd = 0. (3)

The nontrivial solution (B+ �= 0) is the only solution which
occurs for αmnd = l� where l = 1, 2, 3 indicates that the
EEG signal is an integer multiple. The variations of EEG at
X, Y, Z directions are represented by m, n and l indices. Now,
the EEG components for the structure is given by

Omnl =
√

m�

a

2

+ n�

c

2

+ l�

b

2

. (4)

The resonance frequency of USRP is given by

fmnl = cOmnl

2�
√

μrεr
= c

2�
√

μrεr

√
m�

a

2

+ n�

c

2

+ l�

b

2

. (5)

The resonance frequency of USRP shifts depending on a, c,
and b. Considering the fact that B+ = B−, the total EEG field
at different directions are given by

EEGY = B+ sin
�X

a

(
e−jαZ − ejαZ)

(6)

EEGX = −B+

Z
sin

�X

a

(
e−jαZ + ejαZ)

(7)

EEGZ = j�B+

Kna
cos

�X

a

(
e−jαZ + ejαZ)

. (8)

Substituting EEG0 = −2jB+ and using αmnd = l� into the
above expression, we obtain

EEGY = EEG0sin
�X

a
sin

l�Z

b
(9)

EEGX = −jEEG0

Z
sin

�X

a
cos

l�Z

b
(10)

EEGZ = j�EEG0

Kna
cos

�X

a
sin

l�Z

b
. (11)

The transmitted EEG signal at USRP is given by

USRPE = ε

4

∫ V

0
EEGYEEG∗YdV = εabc

16
EEG2

0. (12)

The received EEG signal at USRP is given by

USRPP = μ

4

∫ V

0

(
EXE∗X + EZE∗Z

)
dV

= μabc

16
EEG2

(
1

Z2
+ �2

K2n2a2

)
. (13)

Substituting α =
√

K2 − (�
a

2
) in Z = (Kn/α) and then

substituting the result in (13), we obtain

USRPP =
(

1

Z2
+ �2

K2n2a2

)
= α2 + �

a
2

K2n2
= 1

n2
= ε

μ
. (14)

Considering RS as the resistivity of USRP and EEGT as the
tangential electric field at the closed cylindrical structure, the
power lost in the transmission is given by

PLT =
Rs

2

∫
|EEGt|2dS. (15)

Using the value of EEGX and EEGY in the above equation,
we obtain

PLT =
Rs

2

{
2
∫ c

Y=0

∫ a

X=0
|EEGX(Z = 0)|2

+ 2
∫ b

Z=0

∫ c

Y=0
|EEGZ(X = 0)|2

+ 2
∫ b

Z=0

∫ a

X=0
|EEGX(Y = 0)|2

+|EEGZ(Y = 0)|2
}

dYdZ

= RSEEG2
0λ

2

8n2

(
l2ac

b2
+ cb

a2
+ l2a

2b
+ b

2a

)
. (16)

Here, the symmetry of the circular cylinder structure at X = 0,
Y = 0, and Z = 0 is accumulated till X = a, Y = c, and Z = b.

The QoS at USRP is obtained as

QUSRP(TX) = 2ω0SDRE

PL

= K3abcn

4�2RS

1
[(

l2ac
b2

)
+

(
cb
a2

)
+

(
l2a
2b

)
+

(
b
2a

)]

= (Kab)3cn

2�2Rs

1

2l2a3c+ 2cb3 + l2a3b+ ab3
. (17)

The effective transmission conductivity of USRP is given by

σ = ωε = ωεrε0 tan δ

ε = ε′ − jε′′ = εrε0(1− j tan δ) (18)

where tan δ denotes loss tangent.
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Fig. 3. System architecture.

Total received power at the received side is given by

PR = 1

2

∫ V

0
EEG.EEG∗dV = ωε′′

2

∫ V

0
|EEG|2dV

= acbωε′′|EEG|2
8

and QUSRP(RX) = 2ωUSRPE

PR
= 1

tan δ
. (19)

When both USRP transmitted and received signal loss exist,
the total power loss is (PT + PR). A total QoS of USRP is

QUSRP =
(

1

QUSRP(TX)

+ 1

QUSRP(RX)

)−1

. (20)

Fig. 3 presents the architecture of the proposed system.
Here, the transmitter side mainly includes the sensor data gen-
eration module, the cyclic-prefix orthogonal frequency-
division multiplexing (CP-OFDMA) module and the raised
cosine transmitter filter. The sensor data module generates the
bits for each frame and the CP-OFDMA module modulates
the bits into CP-OFDMA symbols. Raised cosine transmit
filter (RCTF) uses a rolloff factor at 0.5 to up sample the
CP-OFDMA symbol by two.

The channel used is additive white Gaussian noise (AWGM)
with frequency offset and variable timing drift. At the receiver
side the input data is received from the two USRP devices.
The data captured has a base band signal with sampling
frequency of 200 KHz. With automatic gate control (AGC),
the derived amplitude level is adjusted for the received sig-
nal. The cosine receive filter with root raised, decimates the
received signal by two and set a rolloff factor of 0.5. Coarse
frequency compensation (CFC) calculates an approximate off-
set frequency of the input signal and rectifies it. Fine frequency
compensation (FFC) compensates the phase and the residual
frequency offset. With timing recovery, the recovered stroke

timing is used to resample the received signal such that the
correct symbol decision is made for the optimized sampling
frequency. Decoding module demodulates the received signal
and aligns the frame bit boundary. It also resolves the ambi-
guity of the carrier phase caused by the FFC sub system. The
three Boolean signals, bit 1 and bit 2 and the valid data are
the output from the receiver. To speed up the computation,
frame-based signal processing is used. In downstream bit pro-
cessing, the sample-based signal is converted to frame-based
signal using bit message decoding. The output demodulated
bit 1 and bit 2 are valid only when the valid data is high. The
bit message decoding block uses valid data to fill the delay
string of bit 1 and bit 2.

The first block AGC is used to ensure a fixed and sta-
ble input to the timing and frequency recovery block. This
is done by setting the amplitude of the input CFC systems
as 1/up sampling factor and to make sure that the phase and
timing error detection gain remain constant with respect to
time. The positioning of AGC before the cosine receiver is
to make sure that the over sampling factor of four is used to
measure the amplitude of the signal. This ensures improve-
ment in the accuracy of the estimation. The RCTF helps with
optimized SNR for the transmitted waveform using matched
filtering and assures smooth downstream signal processing.
The CFC corrects the required signal with approximate esti-
mation of the frequency offset. The phase and frequency
offset of the base band signal is then calculated. The received
signal is raised to the power of four using the cascaded prod-
uct block. The tones at the four-timing multiplication factor
of the frequency offset is estimated. This estimated factor
is divided by four, and the frequency offset is corrected in
the original received signal. The residual frequency offset is
then removed by FFC which is implemented using a phase
locked loop (PLL). A correlation-based technique is used
for estimating the frequency compensation with FFC which
saves the hardware resources. The circuit speed is ensured
by implementing the pipeline register. The phase offset and
the residual frequency offset are compensated using PLL in
the input signal. The maximum likelihood phase error detec-
tion (PED) will generate the error phase shift. The integral
loop filter with automatic timing removes the error signal
and feeds it to the phase estimation block. The phase esti-
mation block generates the exponential signal to correct the
phase offset and the residual frequency at the output signal
of CFC. The timing error in the received signal is corrected
by using the PLL. On average, one output sample is gen-
erated for two given input samples. It also gives a timing
strobe valid data signal that has input sample rate as refer-
ence. Under normal operation, the value of the strobe signal
is alternate zeroes and ones in sequence. The data decod-
ing module performs the carrier phase error resolution and
frame synchronization. Here, the frequency synchronization is
achieved by matched filtering. The AWGM channel is enabled
with variable delay and frequency offset. It applies frequency
offset and a preset phase offset to the signal which has to be
transmitted and then adds the variable delay. The next sec-
tion presents the discussion on the results achieved with the
proposed method.
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Fig. 4. Hardware setup. (a) Transmission system. (b) Receiver system.

V. RESULTS AND DISCUSSION

The hardware implementation details and the results
achieved with the proposed method are presented in this sec-
tion. Fig. 4(a) depicts the transmission side of the proposed
system. Here, the human body sensor module consists of an
EEG headset and sensors to capture EMG, ECG, position-
ing and angular motion information. The collected signals
are amplified by using high gain instrumentation amplifier
to improve the signal strength. The signal further undergoes
preprocessing and filtering. A band-pass filter is used for
removing high frequency noise. The signals are then converted
into frequency domain using WHT for feature extraction. The
extracted signals are converted into digital and given to the
IoT powered node MCU which transmits the signal via edge
computing-enabled USRP. Fig. 4(b) depicts the receiver side
of the proposed system. The main functionality of the node
MCU with IoT-enabled edge computing is to classify the com-
mands and to produce actuation signals for the corresponding
body part. All the decisions regarding control are taken by the
node MCU based on the signal received via human body sen-
sor module. An exoskeleton integrated with humanoid hand is
used for the experiment and to validate the proposed system.

Fig. 5 presents the various reference components of the
USRP used with the proposed system. The frequency range
used in the transmission is between −20 and 20 Hz. This is
presented to depict the fundamental setting in the data trans-
mission with SDN-USRP. In the proposed system, two USRPs
are used at the transmitter side and two at the receiver
side. They provide simple and efficient connectivity between
the sensor module and the assistive humanoid. Further, the
USRP-enabled proposed system achieves very good QoS in
different humanoid hand postures. The amplitude variations
with respect to frequency of EEG electrical component is
shown in Fig. 6. In the proposed system, with the humanoid
hand, two movements, hand roll-up and hand roll-down are
performed. Amplitude variations with respect to the frequency
of EEG electrical components will help in the estimation
of the correct decision regarding the hand movement by
the humanoid. The correct hand posture is selected based
on the matching of the signal parameters with the already

Fig. 5. Reference components of USRP.

Fig. 6. Amplitude variations with respect to the frequency of EEG electrical
components.

Fig. 7. Estimated and actual USRP channel estimation.

recorded values. The nearest matching value is selected and
the corresponding hand movement is performed.

Fig. 7 gives the actual and estimated USRP channel for
transmission and reception. This result is also very impor-
tant for making the correct decision on the appropriate hand
movement at the receiver end. From the results obtained with
the proposed system, it is observed that the actual channel
converges with the estimated channel which helps to make the
right decision on the selection of the exact hand movement by
the system.

Fig. 8 presents the USRP QoS variations with respect to
symbols transmitted and received. The QoS of the signal at
the transmitter is shown in the top half of the figure and
the QoS at the receiver is shown at the bottom half. It is
quite evident from the results plotted in the graph that the
proposed system with USRP achieves good performance at
the humanoid end. The system offers very good performance
in communication and thus contributes to the overall success in
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Fig. 8. USRP QoS variations with respect to symbols transmitted/received.

Fig. 9. USRP transmission/reception QoS with respect to symbols transmit-
ted/received for different postures.

Fig. 10. USRP QoS with hand roll up.

the working of the assistive humanoid system. The USRP QoS
variations with respect to symbols transmitted and received
for different hand movements, hand roll-up and hand roll
down is shown in Fig. 9. From the graph, it is evident that
a higher QoS is achieved at the receiving end for different
hand movements, which justifies the excellent performance of
the proposed system. Fig. 10 presents the QoS of the proposed
system with the hand roll up movement and Fig. 11 presents
the QoS with the hand roll down movement. It is evident
from the graph that the actual QoS achieved by proposed
system while controlling the humanoid in various movements
is almost equivalent to the estimated QoS and this confirms
the high performance achieved by the proposed SDN powered
humanoid assistive system.

Fig. 12 presents the variations in EEG components obtained
for different postures. The graph is plotted based on sample
results obtained with the proposed system. From the graph, it
is observed that the hand roll-up posture is selected in the cur-
rent scenario for activating the humanoid based on the peak

Fig. 11. USRP QoS with hand roll down.

Fig. 12. EEG magnitude variation in the receiver system.

component value observed in the result. The proposed system
makes the right posture decisions accurately based on the peak
component values achieved. Thus, the proposed SDN-enabled
assistive humanoid system is efficient and provides instant
control and assistance in rehabilitation of the paralyzed.

VI. CONCLUSION

This article proposed a novel assistive system for paralyzed
people using an SDN-USRP powered humanoid integrated
with edge computing. The system consists of three modules,
a human body sensor module connected to node MCU to
collect EEG, ECG, EMG and angular motion data, a node
MCU-USRP interface with edge computing and USRP-
enabled humanoid. The signals captured by the human body
sensors in turn helped to control the humanoid and this system
is used for assisting the paralyzed. The proposed system
overcomes the limitations of normal exoskeletons used for
paralysis assistance. The experimental setup was done for con-
trolling a humanoid hand and results showed high QoS for
hand roll-up and roll-down posture. The results showed that
the SDN-enabled body sensor module is an efficient method
for providing instant control for the assistance and rehabilita-
tion of the paralyzed. In the future, the analysis of the system
performance needs to be done with the full body humanoid
and also more efficient deep learning algorithms can be inte-
grated to improve the accuracy of movement prediction and
decision making in the humanoid.
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Deepa K., Radhamani G., Vinod P., Mohammad Shojafar, Neeraj Kumar, Mauro Conti

The ever increasing number of Android malware has always been a concern for cybersecurity professionals. Even though plenty of
anti-malware solutions exist, we hypothesize that the performance of existing approaches can be improved by deriving relevant
attributes through effective feature selection methods. In this paper, we propose a novel two-step feature selection approach based
on Rough Set and Statistical Test named as RSST to extract refined system calls, which can effectively discriminate malware from
benign apps. By refined set of system call, we mean the existence of highly relevant calls that are uniformly distributed thought target
classes. Moreover, an optimal attribute set is created, which is devoid of redundant system calls. To address the problem of higher
dimensional attribute set, we derived suboptimal system call space by applying the proposed feature selection method to maximize
the separability between malware and benign samples. Comprehensive experiments conducted on three datasets resulted in an
accuracy of 99.9%, Area Under Curve (AUC) of 1.0, with 1% False Positive Rate (FPR). However, other feature selectors (Information
Gain, CFsSubsetEval, ChiSquare, FreqSel, and Symmetric Uncertainty) used in the domain of malware analysis resulted in the accuracy
of 95.5% with 8.5% FPR. Moreover, the empirical analysis of RSST derived system calls outperformed other attributes such as
permissions, opcodes, API, methods, call graphs, Droidbox attributes, and network traces.
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ABSTRACT Stroke is one of the prime reasons for paralysis throughout the world caused due to impaired
nervous system and resulting in disability to move the affected body parts. Rehabilitation is the natural
remedy for recovering from paralysis and enhancing the quality of life. Brain Computer Interface (BCI)
controlled assistive technology is the new paradigm, providing assistance and rehabilitation for the paralysed.
But, most of these devices are error prone and also hard to get continuous control because of the dynamic
nature of the brain signals. Moreover, existing devices like exoskeletons brings additional burden on the
patient and the caregivers and also results in mental fatigue and frustration. To solve these issues Artificial
Muscle Intelligence with Deep Learning (AMIDL) system is proposed in this paper. AMIDL integrates user
intentions with artificial muscle movements in an efficient way to improve the performance. Human thoughts
captured using Electroencephalogram (EEG) sensors are transformed into body movements, by utilising
microcontroller and Transcutaneous Electrical Nerve Stimulation (TENS) device. EEG signals are subjected
to pre-processing, feature extraction and classification, before being passed on to the affected body part. The
received EEG signal is correlated with the recorded artificial muscle movements. If the captured EEG signal
falls below the desired level, the affected body part will be stimulated by the recorded artificial muscle
movements. The system also provides a feature for communicating human intentions as alert message to
caregivers, in case of emergency situations. This is achieved by offline training of specific gesture and online
gesture recognition algorithm. The recognised gesture is transformed into speech, thus enabling the paralysed
to express their feelings to the relatives or friends. Experiments were carried out with the aid of healthy and
paralysed subjects. The AMIDL system helped to reduce mental fatigue, miss-operation, frustration and
provided continuous control. The thrust of lifting the exoskeleton is also reduced by using light weight
wireless electrodes. The proposed system will be a great communication aid for paralysed to express their
thoughts and feelings with dear and near ones, thereby enhancing the quality of life.

INDEX TERMS Artificial muscle intelligence, assistivetechnologies, BCI, EEG, exoskeleton, healthcare,
intelligent solutions, deep learning system, paralyzed, stroke.

I. INTRODUCTION
The recent survey by reeve foundation revealed the impact
of paralysis on world population, affecting approximately
5.4 million people [1], [2]. The survey also identified stroke
(33.7%) as the major cause for paralysis. Paralysis is the
deficiency of brain to activate muscle function of any body

The associate editor coordinating the review of this manuscript and
approving it for publication was Shadi Aljawarneh.

part. Paralyzed persons find it difficult to perform their
routine activities without assistance. Rehabilitation is one
of the natural ways of healing paralysis. Because of this
there is increasing interest and involvement in the field of
post stroke rehabilitation. Exoskeleton-assisted technologies
have emerged as a reliable means for rehabilitation of the
affected upper and lower limbs [3]. Exoskeleton movements
were controlled using sensors like gyroscopes, accelerome-
ters, and potentiometers. Recently the focus is on controlling
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exoskeleton using Brain Computer Interface (BCI) [4].
Antelis et al. demonstrated upper limb movement of the
paralyzed using EEG signals [5]. A closed loop is estab-
lished between human thought and movement of paralyzed
limb using non-invasive BCI [6]. Android feedback based
BCI training is employed to enhance brain rhythms during
motor imagery task. The realistic feedback is realized in
training session using humanoid robot [7]. Humanoid robot
is navigated in real-time indoor environment based on human
intentions. The asynchronous BCI systemwas designed using
two level classifiers [8]. Co-operation and co-ordination of
dual robotic arm is demonstrated using EEG based system.
SSVEP (Steady-State Visual Evoked Potentials) are utilized
to improve the user concentration level [9]. Electromyog-
raphy (EMG) sensors are also used to control exoskeleton
movements, EMG returns the information regarding human
muscular activity [10]. The motor adaptability of upper limb
is predicted using resting state functional connectivity. The
system could identify effectiveness of robotic upper limb
rehabilitation in different patients [11]. However, the sys-
tem does not investigate real time human behaviors and
thoughts. The clinical trials to investigate the effectiveness
of BCI training sessions on stroke patients with upper limb
paralysis are carried out. The results of the trial indicate
that BCI based assistive devices are effective for post stroke
rehabilitation [12]. Human intentions measured through cor-
tical potentials were used to control upper-limb exoskele-
ton movements. The BMI system eliminated the need for
recalibration but resulted in large false positive rates [13].
Grasping feature is incorporated into the assistive device for
amputees using non-invasive EEG control. The participants
were able to grasp the objects, but resulted in low success rate
without sufficient training [14]. Brain activity is modulated
to control robotic arm with multiple degrees of freedom.
The system demonstrated the effective control of robotic
arm with few training sessions, but increased the latency
periods during certain operations [15]. Hybrid BMI system
based on sensorimotor cortical desynchronization (ERD) and
electromyography (EMG) activity was designed to control
upper limb movements. The integration of BMI, NMES and
exoskeleton improved the system accuracy, but increased the
system complexity [16]. The linear control of upper limb is
demonstrated using motor imagery based BCI and Functional
Electrical Stimulation (FES), support is provided to the arm
using passive exoskeleton. The generated limb movement
is evaluated to identify the precise positioning [17]. The
self-induced EEG variations based on ERD/ERS is utilized
for controlling upper limb movements. Distinguishable pat-
terns are obtained for left and right-hand movements in both
motor imagery and motor execution experiments [18]. Online
robot control using motor imagery based BCI is designed
with high classification accuracy. The mental imagination
of hand movement is detected for controlling the robot
movements [19]. An integrated platform consisting of BCI
controlled exoskeleton, functional electric stimulation (FES)
with proprioceptive feedback is developed. Goal directed

motor task is used for training and subjects could complete
the task with minimum latency period [20].

In our previous works [21]–[23], we have demonstrated
an alternative technology to exoskeletons using non-invasive
brain signals. Also, exoskeletons with feedback mecha-
nism has also been implemented by us [22]. The para-
lyzed body part is stimulated using Transcutaneous Electrical
Nerve Stimulation (TENS) device and Microcontroller [24].
Because of the dynamic and uncertain nature of brain signals,
most of the BCI systems result in miss-operation, mental
fatigue and it is hard to produce continuous control. The
proposed system is designed to address the above gaps in
research.

AMIDL is designed to reduce miss-operation, user fatigue
and to enhance user capabilities. In the proposedwork, human
intentions are monitored in real-time employing 16 chan-
nel EEG sensors. TENS machine is integrated with Muscle
Inspired Algorithm (MIA) to produce movements on the
upper limb. Subjects are relieved from the task of carrying
exoskeleton structure. The system is designed to perform
six different movements on the affected upper limb. The
different hand postures used to trigger the rehabilitation pro-
cess are Release, Grasp, Rollup, Roll down, Rollup Release
and Rollup grab. In the offline phase, Artificial Muscle
movements corresponding to each posture are recorded to
create the database. The decoded EEG signals are trans-
formed into muscle activation signals in real-time environ-
ment. The captured EEG signal is converted into frequency
domain usingWalsh Hadamard Transform (WHT) for feature
extraction. The extracted features along with WHT coef-
ficients are utilized for the classification of different limb
movements. The activation signal is then correlated with
the recorded muscle movements. The signal with superior
characteristics is passed on to the upper limb electrodes
for inducing motion. In case of ambiguity or inadequate
EEG signal, the periodic activation of the affected body
part will be taken care by the artificial muscle move-
ments. If the activation is executed by brain signal, the pro-
duced gesture is recognized and passed on to the care
giver as voice command. Thus, AMIDL transforms human
thoughts into different movements on the unique upper limb
structure. The EEG activated movements are utilized for
communicating paralyzed person’s emergency need to the
caregivers.

The contributions of our research are,
• An Artificial Muscle Intelligence with Deep Learn-
ing (AMIDL) system without exoskeleton structure,
in whichmovements of paralyzed body part is controlled
based on user intentions.

• An adaptive mechanism based on recorded muscle
movements is integrated with the system to enhance
continuous control and facilitate rehabilitation.

• Designed flexible assembly, which can be customized
according to the degree of disability.

• Communication aid is incorporated in the system using
gesture recognition
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• The subject concentration is improved by using multi-
media feed back

The rest of the paper is organized into four sections in
which section 2 describes different existing methods used in
BCI controlled upper limb movements.

II. RELATED WORKS
In this section, we discuss few existing devices controlled by
Brain-Computer Interface designed specifically for paralyzed
people. But the problemwithmost of them is that the users are
unable to get continuous control over the device. The users are
required to have high level of concentration to get sufficient
control on the device, which results in mental fatigue and
frustration. Additionally, there is no arrangement to take care
of the miss-operations. The subjects are also burdened with
the task of carrying the load of exoskeleton on the affected
body parts. Our research focus on overcoming these major
problems and provides an efficient and flexible solution,
which can enhance the post stroke recovery process. Our
system also provides a communication aid for the paralyzed
to express their feelings.

The assistive rehabilitation devices and its EEG con-
trol techniques are systematically reviewed and the major
gaps are identified [25]. Three-dimensional robotic assistance
using motor imagery task for upper limb rehabilitation is
demonstrated with multi-joint exoskeleton. Desynchroniza-
tion of sensorimotor oscillations in the β-band is measured
to control the different robotic hand movements [26]. Dif-
ferent upper limb exoskeletons like Track hold [27] and
Armeospring [28] are employed to track upper limb move-
ments. Both these devices have integrated passive robots
with virtual reality environment to help patients carry out
their daily routine activities. Control of assistive robots are
improved by integrating electroencephalography (EEG) and
electrooculography (EOG). This hybrid approach called as
brain/neural-computer interaction (BNCI) is adopted to con-
trol grasping movements of a hand exoskeleton [29]. Mul-
timodal signal approach is further used to enhance control
system for external device connected to the upper limb. EEG
and EMG signals are integrated to improve the classification
accuracy and to reduce the false positive rate [30]. Upper
limb robotic orthosis, FES, and wireless BCI are combined
in an efficient way on account of EEG signals. EMOTIV
EEG device is employed to measure EEG signal, which is
used to control grasp/release of an object [31]. An integrated
passive robotic system is developed for assisting the para-
lyzed. The system employs a robotic device which compen-
sates gravitational effects to allow exercise, virtual engines
to facilitate interaction and EEG to monitor brain activities.
The three components are coordinated in real-time to enhance
the rehabilitation process [32]. The effects of BCI therapy on
post stroke rehabilitation is analyzed based on motor imagery
tasks. The analysis is performed by measuring coherence of
EEG in different regions of the brain and the best result for
motor recovery is obtained for the activation of lesion hemi-
sphere [33]. The online BCI coupled with hand exoskeleton

is employed to address the issues related to proprioceptive
feedback on the regulation of cortical oscillations. The results
show an enhancement in SMR desynchronization with pro-
prioceptive feedback during flexing and extending fingers
of the exoskeleton [34]. Multimodal architecture based on
BCI, exoskeleton and an active vision system is proposed
to enhance BCI control and rehabilitation process. The VR
environment coupled with bio feedback help to reduce men-
tal fatigue and improve user interactions [35]. Few studies
have also been conducted in related areas recently [36]–[42]
Al-Turjman et al. proposed another interesting system using
optimal haptic communications [43]. Xu et al. [44] pro-
posed a three-dimensional animation to guide upper limb
movements using EEG signals. Feature extraction is car-
ried out by Harmonic Wavelet Transform (HWT) and lin-
ear discriminant analysis (LDA) classifier was utilized to
classify the patterns for controlling the upper limb move-
ments. MR-compatible robotic glove operates pneumatically
and doesn’t cause any disturbance to functional Magnetic
Resonance imaging (fMRI) images during rehabilitation
process [45]. The resistance to mechanically actuated move-
ments in exoskeleton robot is measured based on spastic-
ity. The relevant guidelines for practical neuro-rehabilitation
robot design based on degree of spasticity and resistance is
established [46]. In most of the design it is hard to get con-
tinuous control on the exoskeleton due to the non-stationary
nature of the EEG signal. Moreover, the subjects experience
metal fatigue and frustration due to lack of superior control.
None of the device in the literature focused on providing
communication aid for the paralyzed. Our research focus on
solving these issues in an efficient manner using AMIDL
system proposed in this paper. Table 1 shows the comparisons
between AMIDL and existing systems in the literature.

III. MATHEMATICAL MODEL
This section presents and discusses the mathematical mod-
elling of the proposed system. The system is designed to per-
form six different movements on the affected upper limb. The
different hand postures used to trigger the rehabilitation pro-
cess are Release, Grasp, Rollup, Roll down, Rollup Release
and Rollup grab. In the offline phase, Artificial Muscle move-
ments corresponding to each posture are recorded to create
the database. The decoded EEG signals are transformed into
muscle activation signals in real-time environment.

In Hand Posture Release operation, the voltage and current
applied to electrodes are assumed as VH−P−R & IH−P−R.
Similarly, the voltage and current applied to electrodes in the
other postures are defined as,

Hand Posture Release→ VH−P−R IH−P−R
Hand Posture Grasp→ VH−P−G IH−P−G
Hand Posture Roll up→ VH−P−Ru IH−P−Ru
Hand Posture Roll down→ VH−P−Rd IH−P−Rd
Hand Posture Role up Release→ VH−P−R−R IH−P−R−R
Hand Posture Roll up Grasp→ VH−P−R−G IH−P−R−G
The voltage for Hand Posture Release, VH−P−R 6= Hand

Posture Grasp, VH−P−G. If they are same the hand posture
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TABLE 1. AMIDL comparisons with existing system (Sorted by success rate).

will be stable. If VH−P−R > VH−P−G, then Hand Posture
Release will be activated compared to Hand Posture Grasp.

The other parameters in the system is defined as follows.
The diameter of EEG electrode is DE. The scalp resistance is
SR. The conductivity of the EEG electrodes depends upon the
multiplying factor is assumed as ‘T’.

When the multiplying factor ‘T’ is more, the conductivity
will be more & vice versa. The multiplying factor depends
on the positioning of EEG electrodes, the diameter of EEG
electrodes and scalp resistance.

The VH−P−T denotes the Hand Posture Threshold. The
threshold varies depending on the different types of postures.

A. THE POSTER ACTIVATION REGION
The Hand Posture Current in the system is given by,

IH−P =
DE
SR

∫ VH−P−final

VH−P−inital
T
(
EQ
)
dV initial−final (1)

For the condition from Hand Posture Grasp to Hand Pos-
ture Release with the Hand Posture Threshold acting as an
intermediate, the Hand Posture Release current is given by,

IH − P− R =
DE
SR

∫ VH−P−R

VH−P−G
T
(
EQ
)
dVR− G (2)

where EQ is the net potential to EEG electrodes. Also,
we have,

EQ = VH−P−R − VH−P−T − VH−P−G (3)

If EQ is positive then, VH−P−R is dominating VH−P−T&
VH−P−G. The reguired potential to EEG electrodes will be
analyzed and the Hand Posture Release operations will be
performed.

For VH−P−G < VH−P−T ≤ VH−P−R, neglecting the
surrounding areas of EEG electrodes and conductive loss. The
hand posture for release will be activated as,

IH−P−R = VH−P (VH−P−G,VH−P−R) (4)

Similar relation can be developed for the remaining
postures.

If the movement is a combination of different postures, say
Roll up and Release, then,

Let say the initial posture is in grasp stage,

IH−P−R−R

=
DET
SR

{∫ VH−P−Ru

VH−P−G
(VH−P−Ru−VH−P−T−VH−P−G) dVG−Ru

+

∫ VH−P−R

VH−P−Ru
(VH−P−R−VH−P−T−VH−P−Ru) dV Ru−R

}
(5)
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FIGURE 1. System architecture: AMIDL EEG acquisition and muscle stimulation modules.

Using the current value in the first integral and in the
second integral we will have,

IH−P−R−R = IH−P−G−Ru (VH−P−G,VH−P−G−Ru)

+IH−P−Ru−R (VH−P−Ru,VH−P−R) (6)

The mathematical model of the system can be summarized
as IH−P, as shown at bottom of the next page.

IV. SYSTEM ARCHITECTURE
The architecture of the proposed system is presented
in figure 1.

A. AMIDL EEG ACQUISITION MODULE
The system architecture is designed using modular approach,
it consists of three main modules. They are 1) EEG
Acquisition Module, 2) Muscle Stimulation Module and
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3) Gesture to Voice Conversion Module. Figure 1 indicates
the two main modules of the system. The system captures
brain signal using EEG sensor module, which has 14 elec-
trodes to make measurement and two acts as reference. The
acquired signal undergoes pre-processing, feature extraction
and classification. The low amplitude EEG signal is amplified
using high gain instrumentation amplifier with a gain of
approximately 1000-2000 db. The signal is band limited by
employing band pass filter having a pass band frequency of
5-50Hz.Windowing and pattern selection is utilized for get-
ting finite response. Feature coefficients of the signal are
extracted using Walsh Hadamard Transform (WHT). These
extracted features are used to classify the thoughts into six dif-
ferent movements. The actual brain pattern is reconstructed
using the transmitter Hadamard coefficients. The decoded
brain pattern is given to the TENS device, which transforms
the thought into muscular actions. The muscle inspired algo-
rithm stored in the controller facilitates the process of con-
version. In the offline phase, muscle movements correspond
to the six different pre-defined hand postures are recorded to
create the database. The hand postures are recorded using
7 Electromyography (EMG) sensors on the different hand
muscles. Five EMG electrodes are placed on the finger mus-
cles to record finger activity. Two electrodes are placed on
either side of the elbow to identify roll movements. In the
online phase, brain signal based on the human thought is
acquired and transformed into muscle movement. This trans-
formedmusclemovement is then correlated with the recorded
muscle movements. The signal with superior characteristics
is selected by the controller for producing movements on
the affected body part. If the brain signal fails to provide
sufficient activation, periodic movements in the upper limb
will be triggered by artificial muscle.

B. AMIDL GESTURE TO VOICE CONVERSION MODULE
If the brain signal with superior features activate the upper
limb, the created gesture will be captured. Flex sensors placed
on each finger is used for acquiring the gesture. The captured
gesture will be recognized by the algorithm and transforms
it into voice commands for the care givers. Figure 2 depicts
the AMIDL gesture to voice conversion module. This module
is used to give emergency alert messages to the caregivers or
relatives.

The main hardware designed for the system has two parts
1) Acquisition module and 2) Muscle stimulation module.
The brain signals of the user are acquired by using the EEG
sensor. The non-invasive EEG sensor employed captures
human intentions using 16 electrodes placed in the struc-
ture.14 electrodes are used for capturing the signal and two
electrodes act as reference. Figure 3 depicts the capturing of

FIGURE 2. AMIDL gesture to voice conversion.

FIGURE 3. Signal acquisition using EEG sensor [21].

EEG signal using sensor from a human subject. The acquired
signal is amplified using high gain instrumentation amplifier.
The signal is band limited by employing band pass filter with
pass band frequency in range of 5-50Hz

Signal undergoes further pre-processing and filtering to
reduce the high frequency noise. Frequency domain conver-
sion of the signal is done by using WHT transform and finite
sample is selected using window technique. The design uses
microcontroller in the acquisition and muscle stimulation
module. The microcontrollers communicate with each other
using Bluetooth technology. Bluetooth is selected because
of short distance between modules and data rate required is
less than 1mbps. EEG sensor and other electronic circuits
are interfaced to the microcontroller to design the PCB. Fig-
ure 4 shows the electronic assembly used in our experimen-
tation.

The muscle stimulation module receives the data using
wireless module. The received data is converted into muscle
movements or stimulation using muscle inspired algorithm
stored in Arduino along with the TENS device interfaced
to it. The output of the TENS is connected to the EMG
electrode through EMG shield to activate the affected upper

IH−P =

 IH−P−R (VH−P−G,VH−P−R) for VH−P−G < VH−P−T ≤ VH−P−R
IH−P−G−Ru (VH−P−G,VH−P−Ru) for VH−P−G < VH−P−T ≤ VH−P−Ru
IH−P−Ru−R (VH−P−Ru,VH−P−R) for VH−P−Ru < VH−P−T ≤ VH−P−R


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FIGURE 4. PCB designed for the experimentation.

FIGURE 5. Acquisition and stimulation process.

limb movements. The EMG shield helps to customize the
stimuli produced by the TENS device. The entire assembly
used for acquisition and stimulation is depicted in figure 5.

V. RESULTS AND DISCUSSION
Experimentation is carried out in two phases, offline training
phase and online recognition phase. Experimentation and
validation are done on 10 healthy and 10 paralyzed sub-
jects. In offline phase EEG activity of the paralyzed and
EMG activity of the healthy subjects were recorded. In the
training phase, subjects were given the familiarization of
six different intended actions like, Grasp, Release, Rollup,
Rolldown, Rollup Release etc. Multimedia feedback is given
to the subjects to enhance the brain patterns. The subjects are
enlightened by using encourages messages and appreciation
speeches in the feedback, rather than simple live streaming
the actions. Rollup-grasp, Rolldown-Release movements of
the upper limb are used for communicating the need to the
caregivers. In the online phase, user thoughts are recognized
and converted into muscular action. The generated muscular
action is correlated with the EMG activity of the healthy sub-
jects. Based on the correlation result microcontroller selects
the superior signal, which is used for stimulating the affected
body part.

A. RESULTS COMPARISON OF EEG ACTIVATED AND
POSTURE ACTUATED MOVEMENTS
Figure 6 shows the correlation of brain actuated real time
EMG and posture actuated EMG for the subject intention to

FIGURE 6. EMG activity for attempting grasp movements.

FIGURE 7. EMG variations corresponding to release movement.

FIGURE 8. EMG activity based on ROLL up upper limb movement.

grasp the object. The EMG activity is recorded using EMG
electrodes and measurement is done using Digital Storage
Oscilloscope (DSO). The graph shows the amplitude varia-
tions of EMG signal with respect to frequency. The amplitude
is normalized between+/− 0.5mv and frequency range used
is 0-500Hz.

Figure 7 indicates the EMG variations observed in brain
actuated and posture activated movements corresponding to
human intention of ‘‘Release’’. Based on the correlation result
brain actuated signal is selected for the stimulation of upper
limb. Figure 8 shows the real time and recorded EMG activity
for ‘‘Roll up’’ movement. Roll up movement is recorded
using two electrodes placed on the either side of the Elbow.
The rollup movement requires high intensity stimulation.
In most of the time brain actuated EMG fallen below the
desired level, so the stimulation of affected part is initiated
in this case by artificial muscle movements. Figure 9 shows
the EMG actuated by real time human Intention and the EMG
activity produced using the training of ‘‘roll down’’ hand
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FIGURE 9. EMG activity based on ROLL down upper limb movement.

FIGURE 10. EMG activity for the gesture roll down-grasp.

FIGURE 11. Electrode placement on the brain [21].

Posture. Roll down ideally requires low intensity signals, so
in this movement selection priority is given to signal with low
signal strength in the correlation. Figure 10 shows the EMG
data acquired for the gesture ‘‘Roll down-grasp’’. This EMG
activity is used for communicating the paralyzed subject’s
need to the caregivers.

B. RESULT OF EEG PATTERNS ON THE
REALISTIC HEAD MODELS
Realistic head models are used for the analysis of EEG
signals. EEG sensors with 16 electrodes are used for the
capturing the brain signals. The unique electrode placement
scheme used in this experimentation is shown in figure 11.
The placement scheme mainly concentrated on the frontal
and parietal regions of the brain.

The variations of brain patterns with different frequencies
are analyzed to facilitate the feature extraction and
classification process.

FIGURE 12. Brain pattern comparisons with and without multimedia
feedback [21].

TABLE 2. Data statistics for brain actuated Rollup signal.

In figure 12 red indicated the maximum interaction of
neuron and blue indicates minimum interaction of neurons.
The neuron connectivity in the head model on the left is
improved when multimedia feedback is used, compared to
the figure on right which does not use feedback.

C. STATISTICAL ANALYSIS OF GENERATED EMG SIGNAL
Statistical analysis is carried out to determine the correlation
between Brain actuated EMG signal and posture actuated
EMG signal. The data obtained during Rollup and Rolldown
movement of the upper limb are utilized for the analysis.

Correlation matrix help to identify whether the human
intentions match the recorded muscle movements. This
matrix acts as a second level of classifier before the final
actuation of the body part is made.

Correlation Matrix obtained
[1.0000 0.0867 0.0867 1.0000]
Correlation matrix obtained
[1.0000 −0.0640 −0.0640 1.0000]
Correlation matrix help to identify whether the human

intentions match the recorded muscle movements.
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TABLE 3. Data statistics for posture actuated Rollup signal.

TABLE 4. Data statistics for brain actuated Rolldown signal.

TABLE 5. Data statistics for posture actuated Rollup signal.

This matrix acts as a second level of classifier before the final
actuation of the body part is made.

D. RESULTS OF CLASSIFICATION ACCURACY OF
DIFFERENT SUBJECTS
The classification accuracy of the system is verified by
performing the test on 10 healthy subjects and 10 para-
lyzed persons. Maximum obtained 88% efficiency and on
an average 80.45% classification accuracy based on the six
different human intentions for upper limb movements. The
experimentation result shown in figure 13 is the summary
of results on 20 participants. U1-U10 are represent healthy
subjects, U11-U20 represents paralyzed persons. The reason
for improved accuracy for classification among subjects is

FIGURE 13. Classification accuracy of six different movements on
20 subjects.

due to systematic training undertaken and usage of feed-
back. The healthy subject U2 is an experienced user and is
more familiar with similar interfaces, obtained high accu-
racy. However, the unhealthy subjects U11 and U12 also
obtained high accuracy through their dedication and passion.
Visual feedback and voice encouragement are also given to
paralyzed during training. The participants U9 and U13 has
shown similar low classification accuracy due to their age and
unfamiliarity with the system

The authors used EEG signal to identify the human Inten-
tions and to control upper limb movements of the para-
lyzed person. Artificial muscle movements are integrated
into the system to get continuous movement of the affected
body part. Recorded muscle movements help to enhance the
rehabilitation process. The burden of carrying exoskeleton
is avoided by incorporating by using innovative assembly.
The communication aid for the paralyzed is provided by
implementing gesture recognition module. AMIDL obtained
better classification accuracy compared to many existing
methods mentioned in the literature. The two-level classifi-
cation employed in the system help to reduce false opera-
tions. The future research should focus on reducing human
workload by incorporating efficient controllers. Accuracy of
mapping human intentions with muscle movements has to
be increased. Machine leaning algorithms that can effectively
map human intentions to the desired muscle movements are
the way forward.

VI. CONCLUSION
AMIDL system with 3 different modular units is designed
and implemented. The system validation is carried out by per-
forming online and offline testing on 10 healthy and 10 par-
alyzed subjects. AMIDL is designed to perform six different
movements like Grasp, Release, Rollup, Rolldown, Rollup
Release, Rolldown Grasp on the paralyzed upper limb. WHT
transform is utilized for feature extraction and classification
of EEG signals. The EMG activity of the healthy subjects
are correlated with the real-time EMG signals generated by
the paralyzed. Selection criteria for the ideal signal is final-
ized based on the EMG analysis carried out on all six hand
postures. The two-level classification method improved the
accuracy of the system. The system produced continuous
response even in the presence of uncertain real-time inputs.
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Results indicate that mental fatigue and miss-operations are
reduced. The burden of carrying exoskeleton is minimized by
an innovative assembly having array of sensors and control
units. Periodic stimulation in the absence of ideal brain sig-
nal enhance the rehabilitation process. Gesture Recognition
method is utilized for providing communication aid for the
paralyzed. In our future work, we are trying to incorporate
closed loop controller with haptic feedback. Deep learning
algorithms will be used to effectively map EEG signals with
recorded EMG signals. The user experience can be enhanced
by measuring the user emotions while performing the differ-
ent activities.
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on Seismic Response of Framed
Structures
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Abstract Earthquake, its occurrence and effects, its impact and structural response
have been studied for many years in earthquake history and is well documented.
The structural engineers have tried to examine the various method, with an aim to
determine the complex dynamic effect of seismically induced forces in structures, for
designing of earthquake resistant structures in a advanced and easy manner. From the
study conducted it was found that more precise results are found from nonlinear static
analysis method. An overview of the past researches conducted on the modelling of
masonry infilled frame issues, it was found that macro model which consider the
effect of masonry weak links is used for modelling the infill panels. Different factors
governing the period of vibration was checked, and the result shows the effect of
stiffness of the building is the most important factor influencing the period of vibra-
tion. Parametric study was conducted to determine the most influential factor that
affects the period of vibration of a structure. From the observations it was clear that
the effect of stiffness is the most important factor influencing the period of vibration.
Therefore a curve with dimensionless height and lateral displacement were plotted
using nonlinear static analysis obtained from SAP2000. From the above mentioned
curve, the effective stiffness of the building under consideration is calculated, which
route to find the period of vibration of the structure that is considered for the seismic
analysis [1].
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A B S T R A C T   

Potential of Ferric Hydroxide[Fe(OH)3] flocs to be used as a media for the adsorptive removal of Fe(II) in water 
was explored in detail. It was found that this removal mechanism created new adsorption sites as the adsorption 
process continued. Batch experiment studies were conducted to determine the effect of contact time, adsorbent 
dosage, pH and competitive ions on the removal mechanism. Contact time and adsorbent dosage emerged as the 
dominating factors in the adsorption process, and the adsorption occurred effectively in the pH range 6.5–7. The 
Fe(II) adsorption was slightly hindered by calcium and manganese ions present in the groundwater, while the 
effects of other competitive ions such as sulphate, chloride and fluoride on the adsorptive removal mechanism 
were less pronounced. The kinetic process of the Fe(II) adsorption on Fe(OH)3 was indicated to be a pseudo 
second order reaction that relied on the assumption of chemisorption as the rate limiting step. Based on the 
kinetic study, a new batch mode adsorption unit was recommended for domestic and industrial applications.   

1. Introduction 

Groundwater is the major source of drinking water in most parts of 
the world. In India, 50% of urban water requirement and 85% of rural 
domestic water requirement are met by ground water use (World Bank, 
2010). Groundwater is considered as the primary source of drinking 
water because of its convenient availability, naturally good quality and 
its relatively low capital cost. However, it is also vulnerable to all sorts of 
contaminations due to natural causes or various anthropogenic activities 
such as agricultural, domestic and industrial (Sharma, 2001). One of the 
major concerns regarding the contamination of groundwater is the 
precipitation and accumulation of heavy metals. Natural sources of 
heavy metals may include weathering and erosion of bed rocks and ore 
deposits (Chakraborti et al., 2010). Due to the rich availability of laterite 
soil, iron content in Indian states such as Kerala is high (DMG, 2016). 
When leaching occurs, the iron enters the aquifer affecting the water 
quality of the aquifer. As per the Central Groundwater Board status, 
about 13 districts of Kerala have iron content in the aquifers at a con
centration exceeding the permissible limit of 1.0 mg/l (CPCB, 2007a, b). 
The presence of iron results in a reddish colour and undesirable odour 
(Kulkarni, 2016). Fe(II) is colourless in the dissolved form, but in contact 
with air it is converted into the insoluble Fe(III) form, precipitates of 

which cause the reddish colour, metallic taste and unpleasant odour of 
the water. This impairs the organo-leptix properties of water and may 
promote the growth of certain types of chlorine–tolerant microorgan
isms (Vidovic et al., 2014). A dose of 1500 mg/l iron can damage blood 
tissues in children while among adults, it can cause digestive disorders, 
skin diseases and dental problems (Khurana and Sen, 2008). As per the 
drinking water standards in India, desirable limit of iron is 0.3 mg/l (IS 
10500:2012). High levels of iron make large volumes of water unavai
lable for drinking, and water scarcity ensues. 

In ground water, iron exists mainly as Fe(II) due to lack of oxygen 
(Redman et al., 2002; Buschmann et al., 2006; Palmer et al., 2006; 
Benner and Fendorf, 2010). The water solubility of Fe(II) make its 
removal from groundwater a key concern for most water supply com
panies who use groundwater as their source. Researchers have attemp
ted to develop advanced technologies for the treatment of water, more 
effective and economic than the prevailing ones (Sheng et al., 2017; 
Sharma et al., 2005; Tekerlekopoulou et al., 2006, 2013). Though many 
technologies currently exist, they are either expensive to maintain or 
require high energy for their operation, thereby reducing their afford
ability for low income households (Chaturvedi and Dave, 2012). 
Adsorptive filtration has been considered a promising alternative to 
different conventional iron removal mechanisms (Sharma et al., 2001). 

* Corresponding author. 
E-mail address: ratishmenon@scmsgroup.org (R. Menon).  

Contents lists available at ScienceDirect 

Groundwater for Sustainable Development 

journal homepage: http://www.elsevier.com/locate/gsd 

https://doi.org/10.1016/j.gsd.2019.100318 
Received 3 March 2019; Received in revised form 25 November 2019; Accepted 13 December 2019   

mailto:ratishmenon@scmsgroup.org
www.sciencedirect.com/science/journal/2352801X
https://http://www.elsevier.com/locate/gsd
https://doi.org/10.1016/j.gsd.2019.100318
https://doi.org/10.1016/j.gsd.2019.100318
https://doi.org/10.1016/j.gsd.2019.100318
http://crossmark.crossref.org/dialog/?doi=10.1016/j.gsd.2019.100318&domain=pdf
akhila
Highlight

akhila
Highlight

akhila
Highlight

akhila
Highlight

akhila
Highlight


	Introduction 
	Related Work 
	Novel Tiny Symmetric Encryption Algorithm (NTSA) 
	Experimental Results and Discussion 
	Performance Comparison of NTSA with TEA, XTEA and XXTEA 

	Conclusions 
	References

